[loKyMeHT NoAnucaH NpocToit 3NeKTPOHHOM NOAMUCHI0

Mibopmauns o enafe MJUHUCTEPCTBO HAYKH U BBICHIET'O OBPA30OBAHUS
®WO: Emew, Banepuii Cepreesuy

JomkHoCTb: pekTop duamnana POCCUUCKOMI OEJEPALIUN
[ata nognucanus: 29.06.2026 17:36:03

YHUKanbHbI MPOrpaMMHbIN KIKOY: PsizaHCKH HHCTHTYT ((lm.nna.n)
f2b8a1573c931f1098cfe699d1debd94fcff35d7

(l)eIlepaJIBHOFO rocyiapCcrB€HHOr0 aBTOHOMHOI'O 06p330B3TeJIbHOI‘O YUpPECKIACHUSA
BBICHICT O Oﬁpa3OBaHI/ISI

«MOCKOBCKHUI MOJUTEXHUYECCKHMH YHUBEPCUTET»

Pabouast nporpamMma Qi CIUILIHHBI

«3amuTa uHpoOpMaALHID)

Hampasnenue noaroroBku

09.03.02 UndopManMOHHBbIE CUCTEMbI M TEXHOJIOTHH

HamnpaBneHHOCTh 00pa30BaTENbHON MPOTrPaMMBI

NudopmanuoHHbie CHCTEMBbI M TEXHOJIOTHMH B MeIHANHIYCTPHH

KBamudukanus, npucBanBaemasi BEITYCKHUKAM

bakanxasp

®opma 00yueHus

Ounas, 3a0uHas

I'on nadopa -2026

Ps3ann, 2026



PaGouas mporpamma IUCHHUIIIMHBI pa3paboTaHa B COOTBETCTBUH C:

- denepalibHBIA TOCYIaPCTBEHHBIM 00pa30BATENbHBIN CTAHAAPT MO HAMPABICHUIO MOATOTOBKHU
(cnermmanbHOCTH) 09.03.02 «MHDOpPMAITMOHHBIE CHCTEMBI U TEXHOJOTHH» W YPOBHIO BBICIIETO 00pa3o-
BaHus bakanaBpuart, yrBepkaeHHbIN npukazom MunoopHayku Poccun ot 19.09.2017 Ne 929 (nanee —
OI'0C BO);

- y4eOHBIM IIJIaHOM (OYHOM, 3a0uHOU (hopM 00ydeHus ) mo HampasieHHo moArotoBku 09.03.02
NudopmaninoHHbie CUCTEMBI U TEXHOJIOTHH.

Pabovas mporpamMMa IUCIHMIUIMHBI BKJIIOYAeT B ce0sl OLIEHOYHBIC MaTepUabl Ui MPOBEICHHS
TEKYIIET0 KOHTPOJISI YCIIEBAEMOCTH U MPOMEKYTOYHOU arrectanuu no aucuuminHe (m.7 OneHo4yHbie
MatepHaisl ((hOH]T OLIEHOYHBIX CPEICTB) ISl TEKYILIETO KOHTPOJIS YCIIEBAEMOCTH M IIPOMEXYTOYHOH aT-
TECTaIUH).

Astop: A.C. CuBUpKHHA, K.I.H., TO1eHT Kadenpsl «MHbopMaTHKa 1 MHPOPMAIIMOHHBIE TEXHO-
JIOTHWY

[Tporpamma onoOpena Ha 3acenanuu kadenpsl «MHDopMaTnka u MHGOPMAIMOHHBIC TEXHOJIO-
run» (mpotokos Ne 10 ot 29.04.2026).



1. TlepeyeHb MIAHHPYeMBIX pe3yJIbTATOB O0y4YeHHMs IO JMCUMILJIMHE, COOTHECEHHBIX C
IUIAHMPYEMbIMH Pe3yJIbTATAMM 0CBOCHHUsI 00Pa30BaTeIbHON NMPOrpaMMbl

1.1. Illeab ocBOEHUS M CIUATNIIUHBI

Llenpro ocBOCHMS AUCIUIUIMHBI siBisieTcs (1):

K ocHOBHBIM 3a/1a4aM M3y4eHMs JUCLUIUIMHBI OTHOCHUTCS MOArOTOBKA OOYYaIOUIMXCS K BBINOJI-
HEHHIO CIIeTYIONNX TPYIOBBIX (DYHKIIHI B COOTBETCTBUH ¢ TPOECCHOHATIBHBIMY cTaHaapTamu (3).

HaumenoBanue npodeccuo-
HaJbHbIX cTanaapTos (I1C)

Koa, HammeHoBaHue U ypo-

BeHb kKBaupukanuu OTD,

HA KOTOPbIe OPHEHTHPOBA-
HA JMCIUIIHHA

Ko u HauMeHOBaHue TPYAOBBIX
(yHKIUI, HA KOTOPbIE OPHEHTH-
POBaHa AMCUMILIMHA

40.057

Cneyuanucm no asmomamu3u-
POBAHHBIM CUCEMAM YnpaeJe-
HUSL RPOU3800CMBOM

C, Ilposedenue pabom no
npoexmupoeganuio ACYII, 6

C/02.6, H3yuenue u npeocmasne-
HUe pyKo8oocmay omuemaos o ne-
Pe00BOM HAYUOHAIbHOM U MENCOY-
HapoOOHOM Oonvlme papabdomru u
sneopenuss ACVII

1.2. Hepeqeﬂb IMJIAHUPYEMBIX PE3YJIbTATOB Oﬁy‘leHHﬂ Mo TMCHMIIJIMHE

B pesynprare ocBOEHUS AMCUUIUIMHBI «3amuTa nHGopManum» y oOydaronierocss GopMupyroTCs
npodeccuonanbuble KomrereHuun YK-2, I1K-1. ConepxkaHue yka3aHHBIX KOMIIETCHIMH U IepeuyeHb
IUTAHUPYEMBIX PE3YJIbTaTOB 00YUYEHUS 110 JAHHOM JMCUUIUIMHE MIPeICTaBIeHbl B Ta0auIe 1.

Ta6muma 1 — [lnanupyemsbie pe3ynbTaThl 00yUeHUs 110 UCIUIUINHE

Kon PesyabTaTsl ocBoenus OIT ITepedyens miIaHNMpyeMbIX pe3yJIbTATOB 00y4e-
KoMIIe- (coneprkaHue KOMIIETEHLMH) HUSA 10 AMCUMILIMHE
TeHLHH
1 2 3
YHuBepcanbHbIe
YK-1 YK-1. Cniocob6en ocymectBisath ouck, | YK-1.1. OcymecTBnsieT mouck HeoOxoaumMou nHdop-
KPUTHYECKHI aHAIN3 U CHHTE3 HHPOpPMa- | MaIiH, ONUPasCh HA Pe3yJIbTaThl aHAIHN3a IOCTABIICH-
LIUU, IPUMEHATh CUCTEMHBIN NOAXO0 11 | HOW 3a7a4u
peLIeHNs IOCTAaBJICHHBIX 3aa4
VYK-1.2. Pa3pabatsiBaeT BapuaHThI pelIeHHs PO-
OJIEMHOI CUTyallu Ha OCHOBE KPUTHUECKOTO aHaJIH3a
JOCTYIHBIX HICTOYHMKOB HH(pOpMan
VYK-1.3. BoiOupaet onTUMaJIbHBINA BApPHAHT PEILICHUS
3a/1a4yn, apryMEHTHPYsI CBOH BBIOOP
MIpodeccnonanbublie
[1K-1 [IK-1 CiocoOHOCTH OCYIIECTBIATH MPO- [IK-1.1 BriaBnenune moTpeOHOCTEH MOIB30BATENS MPHU
EKTHUPOBAaHUE B3aUMOJICHCTBUS MTOJIb30Ba- | SKCIUTyaTalldH MIPOTPaMMHBIX CPEICTB B 4acTH rpadu-
TEJNS C CUCTEMOM NP SKCIUTyaTalluy Po- | YeCKHX IMOJIb30BaTEILCKUX HHTEpdericoB
TPAaMMHBIX CPEJICTB B YaCTH IrpadUuecKux
TIOJB30BATENBCKIX HHTEPhEHcoB [IK-1.2 TlpoexTupoBaHHe CTWIEH B3aUMOJAEHCTBUS
[0JIb30BaTeNIel ¢ rpadUuecKuM I0JIb30BATENbCKUM
uHTEpQEcoM MpOrpaMMHOro MPOAYKTa




2 MecTo QUCHHUILUIMHBI B CTPYKType o0Opa3oBaTesibHOIl mporpammbl JlucuumirHa «3ammra
nH(OpMALIUK» BXOJUT B COCTaB AUCHUILTHNH bioka, popmupyemoli ydacTHUKaMu 00pa3oBaTeNbHBIX OT-
HOIIICHU 00pa3oBaTeIbHOW NpOorpaMMbl OakaidaBpuaTa 1Mo HampasieHuto moarotoBku 09.03.02 Un-
(hopMaIMOHHBIE CUCTEMBI i TEXHOJIOTHH.

3.1 TpeGoBaHusi K BXOJAHBIM 3HAHUSIM, YMEHHSIM 1 HABBIKAM 00y4YaK0IIUXCS

W3yuenne aucuuIuimHel 0a3upyeTcs Ha 3HAHUSX, MOJIYYEHHBIX M0 MH(OpMATHKE B paMKax MOTy-
YEHUS CPEIHEro 00Iero oopa3oBaHusl.

JI1st OCBOCHMS TMCIMIUIMHBI «3aIiuTa HHPOPMAIMN» CTYACHT JOJDKCH:

3HATh:

¢ (yHnameHTaIBHBIE OCHOBBI MIKOJIBHOTO Kypca HH)OPMATHKHY;

yMeTh:

® [IPOBOJUTH BHIYMCIICHHS B IBOMYHOI CUCTEME CUMCIICHHUS;

® OCYIIECTBJIATH MEPEBOJ YMCEN MEXAY IBOMYHOM, JECATHYHON W ILECTHAIATEPUYHON CUCTe-
MaMy CYHUCIICHUS;

e pemiaTh 33/1a4M P MOMOIIU GOpMYIT OyIIeBOH anredpsl;

® CTPOUTH MPOCTEHIINE OJIOK-CXEMBbI aJITOPUTMOB;

BJI1a/1eTh:

e paboTOl B TEKCTOBBIX PEIAKTOPAX;

e paboToii B pelaKTOpax IEKTPOHHBIX TAOJIHII;

e paboToii B rpaduuecKux peaakTopax;

¢ MCTOJAaMHU aJIrOPUTMU3ALNU.

3.2 B3aumocBs3b ¢ APYrUMH JHCHUILTHHAMMA

B3auMocBs3p TaHHON TUCHMIUIMHBI C JPYTMMH JTUCIHMIIMHaMH 00pa3oBaTelbHOM MpOrpamMmbl
npeJcTaBieHa B Tadbauue 2.

Tabnuia 2 — CTpykTypHO-JIorH4yecKas cxema (hOpMUPOBAHMS KOMITETEHIUI

Kommne- | IIpexmecrByrommue Jdanunas IHocnenyrommue
TeHIHS AUCHHUILINHBI AUCHHUILVINHA AUCIHHUIINHBI

ba3bl maHHbIX,

YK-2, [IporpammupoBanue ApPXUTEKTYpa BHIYUCIUTENIBHBIX CUCTEM
[K-1 U OCHOBBI aJITOPUT- 3ammTa MH- | MaTeMaTH4YecKHe OCHOBBI TEOPHH CHCTEM
MH3aLHHU popmanrn
OmnepalinoHHBIE CH-
CTEMBI

TexHonorus npo-
rPaMMHUPOBAHUS

3. CTpyKTYypa M coiep:KaHue TUCIHIIIUHbI

OO6miast TpyI0EMKOCTh JAUCIUIUIMHBI «3ammTa HHQOpMaAIuu» COCTaBIsSeT 3 3a4ETHBIC €IMHUIBI,
108 akameMHUEeCKHUX YacOB.

Tabmuma 3 — OObeM nuCHUIUIHHBL «3ammTa WHGOpMAlMKW» B aKaJAEeMHUYECKUX dYacax (sl odY-
HO/3209HOM (opM 00ydIeHUS)

Bua yueOHoii padoThI Bcero yacos

Jis1 3a04H0# hopMbI




KonTakTHasi padora o0y4yamommuxcsi ¢ mpemnogaBarte- 8

JeM
AyautopHasi pabora (Bcero) 8
B TOM YHCJIE!
Jlexkuun 4
CeMuHapbl, IPAKTUYECKUE 3aHATUS 4

JlaboparopHbie pabOThI
BueayauropHasi pabora (Bcero)
B TOM YHCIIE:

['pynmoBasi KOHCYJIbTAIUS
CamocrosiTeibHas padoTa o0y4yaommxcs (Bcero) 100
B TOM YHCJIC

KypcoBoe npoekrupoBanue

PacuerHo-rpaduueckre paboThI

Pedepar

Jlpyrue BHUIBI 3aHATUH (n0020mosKa K 3aHAmMuU- 100
AM, QOMauiHss paboma, no02o0mMo6Ka K KOHMpPOIbHOU pa-
bome, paboma ¢ aumepamypoii)

Buji npoMeKyTOYHOM aTTecTaluu 2
(3 - sauem, O - sxzamen, 30 — 3auem ¢ oyenxor)

OO0masi Tpy10eMKOCTh M CUMILINHBI, YacC 108
O01mas TPY10eMKOCTh THCHHILIMHBIL, 3.€. 3

3.1. Coaep:kanue IMCUUILIMHBI, CTPYKTYPHUPOBAHHOE N0 TeMaM, JJisl CTYJAeHTOB OYHOH
POPMbI OBYYEHUA
Pacnpenenenue pasienoB AUCHUILIUHBI «3alIUTa HHPOPMALIUK» O BUAAM YYEOHBIX 3aHATHHA U UX
TPYJAOEMKOCTb yKa3aHbl B Tabnuiie 4 11 O4HON (OpMbI 00yUEHUSI.

Tabnuna 4 — Pa3aensl qucumuivHbl «3amuTa HHGOPMalUn» U UX TPYAOEMKOCTh MO BUAAM Y4eOHBIX
3aHATUH (7151 04HOM PopMBI 0OyUEHHMST)

Bunabl yueOHbIX 3aHATHI, BKJIIOYAS
Ne | Pazmen nucuuniaiuHbI . CaMOCTOSITEIbHYI0 Pa00oTy 00y4aroIuXxcs,
n/n = U TPYA0EMKOCTh =
S (B yacax) =
=~ o E
® =
2Z : |5 3
S8 g & 2 g = o =
e = 2 |2 |3 |z & z3
- 3] =y [ =z 4 QS
R~ ] ) = O = S S =
< = § = = =) : =) E =«
=f = Es | SZ2| 5| Z8¢ =t
© = ¢ = e | &k S 2
o Z SE(ed |28 | & = 2 R
v ® | S S o
= ES|lRaloa|gzs
1 2 3 4 5 6 7 8 9
HecsaTnlii cemecTp
1 OcHOBHbBIC IOHATHS H OIIpe- 25 1 2 22
neJIeHUs. [IpakTuueckue
1.1 | Ucrounuku, pucku u HGOpMbI 135 | 05 1 12 | 3aAaHusd, TECT
aTak Ha MHQOPMAIIHIIO
1.2 | [lonuTuka u cTaHgapTh O€3- 115 | 05 1 10
OIMACHOCTH
2 Kpunrorpaguueckue Moaesan. 29 1 2 26
2.1 | Anroputmsl mudpoBaHus. A- 155 | 0,5 1 14 | Ilpaktuueckue
TOPUTMBI ayTeHTU(UKAIIUN 3a/laHus, TeCT
MI0JIb30BaTENEH.




2.2 | Monenu 6e30macHOCTA OCHOB- 135 0,5 1 12
HBIX OMEPAIMOHHBIX CUCTEM.
3 AJMHMHHCTPHPOBAHHUE CeTeil 27 1 2 24
3.1 | BamuTa nHbOpPMAITUHU B CETSX. 135 | 05 1 12 | IlpakTuyeckue
3.2 | MHoroypoBHeBas 3aluTa Kop- 135 ] 0,5 1 12 | 3anmanusd, Tect
MIOPAaTUBHBIX CETeH
4 TpedoBanusi kK cucTemMam 3a- 27 1 2 24
IUTHI HHpOPMALNHT [TpakTrueckue
4.1 | HampaBnenwus pa3Butus cpeacts | 13,5 | 0,5 1 12 | 3apmaHus, Tect
0€30MaCHOCTH MPEATPUSITHSL.
4.2 | IIpaBoBbIE TIOCTIEICTBUS HE- 135 0,5 1 12
CaHKIIMOHUPOBAHHOTO JIOCTYTA K
nHdopmaruu
®dopma aTTecTAUU 9
Bcero 4acoB mo JHCIIHIIHHE 108 4 8 96
3.2 Coaep:xkaHue TUCHUILTHHBI «3ammTa HHPpOpMAIIUN), CTPYKTYPHUPOBAHHOE MO pa3jiejiaM
(Temam)
ConepxaHue JCKIIMOHHBIX 3aHATHIA TPUBEICHO B TA0IHIIE 5.
Tabnuna 5 — ConepkaHue JICKIIMOHHBIX 3aHITHI
Ne i/l HaumenoBaHnue pa3jaesia Conep:xanue pazaena (TeMbl)
(TeMBbI) THCIHNIJIHHBI AUCIHUTIIUHBI
1 2 3
1 OcHOBHbIE MOHATHS U ONIpeIeIeHHs.
11 WUcrounnku, pucku u Gop- | Teopus 3ammtsl nHbopMarmy. OCHOBHBIE HAPABICHHUS.
MBI aTaK Ha HHQOPMALIHIO Ob6ecneuenne nHGOPMAIMOHHON GE30aCHOCTH U HAIIpaBIIe-
HUs 3a0UThl. KOMIUIEKCHOCTD  (11e/1eBasi, HHCTPYMEHTallb-
Hasi, CTPYKTypHas, (QYHKIMOHAaIbHAas, BpeMeHHas). Tpebo-
BaHMSI K CUCTEME 3aIUThI HHGOpMaIi. YTpo3sl HHPOpMa-
uu. Bunbr yrpo3. OCHOBHBIC HapyIIEHUs. XapaKTep MPOUC-
xoxaeHus yrpos. Ucrounuku yrpos. [Ipeanocsuiku nossie-
HUS yTPO3.
1.2 [TonuTHKa U CTaHAAPTHI Cuctema 3anuthel nHpopManuu. Kiacchl KaHAIOB HECAaHKITHO
OesomacHoCTH HUPOBAHHOTO TOydeHUsT HH(GopMarwu. [I[puarHbl HAPYIICHNUS]
[EIOCTHOCTH MH(pOpManuu. MeToIbl U MOJENN OLEHKU Y3
BUMocTU HHpopmMaruu. OOIIasi MoAelb BO3JEHCTBUS HA HHA
dopmarmio. OOmias Mojaenb mpoliecca HapylieHus Gu3nde
CKOM I1eIOCTHOCTH HH(OpMAIHH
2 Kpunrorpadguyeckne moaesu.
2.1 Anroputmbl mudposanus. | [Toustie kpuntorpaduu. OcHoBHBIE BB MH(MPoB. O606-
AJIrOpUTMBI ayTeHIH‘bHKa' IIEHHAS CXeMa KPUIITOCUCTEMBL. [IOHATHSA CHMMETPHYHOM 1
[HH HOE30BATEICH. ACUMMETPUIHON KpUNTOCUCTEMBI. OCHOBHBIE aJITOPUTMBI
kpunTorpaduueckux npeodpazoBaHuii. OCHOBHBIE METO/IBI
KpUnTOrpauueckoi 3ammThl HHPOPMAITMH B KOMITBIOTEPHBIX
cuctemax u cersax. Kinaccuduxkarus cpeacTs kpunrorpadpude-
CKO¥ 3anuThl mHpopMarwu. OCHOBHBIC JOCTOMHCTBA U HEJIO-
CTaTKH aJropuTMa mudpoBaHus JaHHBIX ¢ momortsio DES.
2.2 Monenu 6e3omacHOCTH 0C- | [lepeunciuTe OCHOBHBIE PEKUMBI paboThl anroputma DES.

HOBHBIX OIICPAIMOHHBIX CHU-
CTEM.

Kak obecrnieunBaeTcsi KpUMTOCTOUKOCTh ACUMMETPUIHBIX
kpurnrocucteM? OCHOBHOE Ha3HAUEHUE XeNI-PYHKITUN U OC-
HOBHBIC IPUHIIUIIEI €¢ (hopMupoBanus. OTIHUYNUTENBHBIE OCO-
OCHHOCTH OTe4YecTBEeHHOTO cTanaapra xemr-gynakiuu (FOCT
P 34.11-94) ot anropurmoB xemuposanusg MDS nu SHA. Oc-
HOBHbBIE QJITOPUTMBI ANEKTPOHHOU ITU(GPOBOI MOIMUCH U UX
MpUHIHUIHATBHBIC OTIU4HsS. COBPEMEHHBIE TPUIIOKEHUS




kpunrorpaduu. Ilpumepsl. TunuyHble aTaky Ha ONEPaLMOH-
Hy10 cucreMy. [IoHATHE 3aIUILIEHHON ONIEPALIMOHHON CUCTe-
Mbl. AnnapatHoe o0ecreyeHne CpeACTB 3allUThl ONepaltoH-
Holi cuctemsl. [IpoGnemsr 6e3omacHocTH [P-cereii. Haubonee
pacrpoCTpaHEHHbIE BAPUAHTHI aTaK Ha KOMIIBIOTEPHYIO CH-
cremy Ha ocHoBe npoTokona TCP/IP. Crincok pyHKIIMOHAIb-
HBIX JIe()EKTOB C TOUKH 3PEHMSI 3aLUTHI B UCIIOIb3yEeMON
onepanuonHoii cucreMe (OC). DnemenTsl 6e3onacHoct OC
Windows 2000/XP/Vista.

AJIMMHHCTPHPOBaHHE ceTeil

3.1

3ammTa UHGOPMAIIMH B CeE-
TSAX.

OCHOBHBIE IPAKTHYECKHE BOMPOCHI 3aIUThl HHOOPMAIIHH.
[TporpamMMHBI€ CpEICTBA 3ALIUTHI U YHUUYTOXKEHUS HH(OpMa-
1. OCHOBHBIE MPUHITUITBI TOCTPOCHUS [TOJICHCTEMbI UH-
dbopMaImoHHON 6€30MaCHOCTH. DTaIbl TOCTPOCHHUS MOICH-
cTeMbl HH(OPMAIMOHHON 0€30MaCHOCTH.

3.2

MHoroypoBHeBas 3amura
KOPIIOPaTUBHBIX CETEN

OO01mue NpUHIHUITEL 00ecTiedeHUs HHPOPMAITMOHHON 0e3-
onacHoctH. CpencTBa ooecrieueHus KOH(UISHIIUATbHOCTH
nmaHHBIX. CpencTBa HASHTU(DUKANN U ayTCHTH(PUKAITUN
nosib3oBareseil. [IpuBeaure ocCHOBHBIE CXeMbl UACHTU(HKA-
[IUU ¥ ayTCHTH(UKAIUH 1T0JTb30BaTels. JlocTonHcTBa 6Ho-
METPUUYECKUX CIIOCOOOB HICHTU(DUKALIUN U ayTeHTHU(PUKAIUU
0 CPaBHEHUIO C TpaauIMOHHbIMH. CpejicTBa ayTeHTH(hHKa-
MU AJICKTPOHHBIX JTaHHBIX. [[paBoBBIC MOCIIEICTBUS HECAHK-
[IMOHUPOBAHHOTO CheMa U UCTIOJB30BaHUS KOH(PUICHIINATb-
Ho#t nHpopmaruu. OCOOEHHOCTH TPUMEHEHUS TEXHUYECKUX
CPE/ICTB YHUUTOXXCHHS HH(OPMAIIUU HA MAaTHUTHBIX U OITH-
YEeCKUX HOCUTEIIIX.

TpeGoBaHus Kk cucTeMaM 3alMTHI HHPOPMALMHU

4.1

Hanpasnenus pa3Butus
cpencTB 0e30mMacHOCTH
PEITPHUITHSL.

[TpuBenuTe KIacCU(PUKAIUIO CUCTEM 3aIIUTHI IPOTPAMMHOTO
obecrieuenust. CpaBHUTE OCHOBHBIC TEXHUYECKUE METOJIBI U
CpeICTBA 3aIIUTHI MPporpaMMHOro obecriedenus. OTIHuus CHU-
CTEM 3aIIUTHI OT HECAHKITMOHUPOBAHHOTO JOCTYIA OT CUCTEM
3alUThl OT HECAaHKIIMOHUPOBAHHOTO KonupoBaHus. Onpene-
JICHUE MMOHATHH «TIPOTOKOJIUPOBAHUE) U «AYIAUT». 3aauH,
peann3zyemMble TPOTOKOIMPOBAHUEM U ayJUTOM U MX XapaKTe-
PUCTHKHU

4.2

ITpaBoBbIE MOCIENCTBUSA HE-
CaHKLMOHUPOBAHHOTO J10-
cTyna K uHpopMaiuu

Ilepeuncaure GyHkiun u kommnoHeHTsl cetu VPN. Knaccu-
¢unupyiite VPN no cnocoby TeXHHYECKOH peanuszanuul U
apXUTEKType TeXHHUYECKoro pemieHus. KakoBbl crocoObl 3a-
HIUTHl UHGOpPMAIUU MPU MeXceTeBOM B3aumoeiictuun? Ka-
KHe KpunTorpapuueckue MpOoTOKOJIbI UCTONB3YIOTCS Ui 3a-
LIUTHI TEXHOJIOTHH «KIIMEHT-CEPBEP»?

Tabmuma 6 — Conepxanue nabopar

OPHBIX 3aHATUN

Ne i/

HaumenoBanue pa3jaeia
(TemMbl) TUCUMIITHHBI

Conep:xanue pa3jiesa IMCUUILTTHHbBI

1

2

3

1

OcHOBHbBIE IOHATHS U onpeacjicHus.

11

WcTtounuku, pucku u ¢hop-
MBI aTaK Ha UHHOPMAITHIO

TpeboBaHus K cucTeMe 3alMThl HHGOPMAUU. YTPO3bl UH-
dbopmaru. Buasl yrpo3. OcHOBHBIE HapyIIEHUS. XapaKkTep
MPOUCXO0XKACHUA yrpo3. Mctounuku yrpo3. [Ipeanoceuiku mo-
SBJICHUS YTPO3.

1.2

[TonuTrKa ¥ cTaHIapPTHI

MeTopl M1 MOZICNTH OlIEHKH ysi3BUMOCTH MH(popmMarnu. OOrias




0e30macHOCTH MOJIeNIb BO37eHCTBUA Ha nHpopManuio. OO0IIas MoaeIb Mpo-
1ecca HapymeHus: GU3NIeCcKor 1eJTIOCTHOCTH WH(OopMaIuu

2 Kpunrorpaguyeckue Moae/Iu.
2.1 AnropuTM™bI MH(POBAHMS. OcHoBHuble Bubl mudpoB. O000IIIEHHAas cXeMa KPUITOCHU-
AJITOPUTMBI AYTEHTUDUKA- | creympi. OCHOBHBIE AITOPUTMBL KPAIITOrPa(HIECKUX IPe0s-
LHH TIOJIE30BATCICH. pa3oBaHuil. OCHOBHBIE METO/IbI KPUIITOTpapUUECKON 3alTUTHI
uH(OpPMAaLUU B KOMITBIOTEPHBIX CUCTEMAaX M CETSIX..
2.2 Mopenu 6e30macHOCTH OC- | OcHOBHBIE peXKUMBI paboTh anroputma DES. OcHoBHOE
HOBHBIX OICPAIMOHHBIX CH- | yazyayenune xeru-QyHKIUHA U OCHOBHBIE IIPUHIHUIILL €€ (Hop-
CTEM. MupoBaHusa. OTINYUTENbHbIE 0COOCHHOCTH OT€YECTBEHHOTO
cranaapta xenr-pyakiuu (IOCT P 34.11-94) ot anroputmoB
xempoBanusi MDS u SHA. OCHOBHBIE aITOPUTMBI AJIEK-
TPOHHOM IM(POBOI MOAMUCH U UX TPUHIUITAATBHBIE OTIIH-
yusi. CoBpeMeHHbIe TpuiiokeHus: kpuntorpaduu. [lpumepsi.
[TpoGiiemsr 6e3onacHocTu [P-cereii. Hanbouee pacmnpocrpa-
HEHHbIC BAPHAHTHI aTaK HA KOMITBIOTEPHYIO CUCTEMY Ha OC-
HoBe npoTtokona TCP/IP.

3 AJIMUHHUCTPHPOBaHHE ceTel
3.1 3auwmra uapopmManuu B ce- | | [IporpaMMHBIE CPECTBA 3AIIUTHI U YHHUTOKEHHs HHAOP-
TIX. Maruu. OCHOBHBIE IPUHIIMITBI TOCTPOSHUS OJCUCTEMbI HH-
(dbopmarmoHHON 6€30MaCHOCTH. DTaIbl MIOCTPOCHHUS TIOJICH-
cTemMbl HHGOPMAIITMOHHON 0€30MaCHOCTH.
3.2 MHuoroypoBHeBast 3amnuTa CpenctBa uAeHTH(PUKAIUN U ayTeHTU(DUKAIIH [10JIb30BaTe-
KOPIOPaTHBHLIX CCTCH neit. [IpuBeauTe OCHOBHEIE CXEMBI UICHTH(OHUKALIMY U ayTEH-
tudukanuu nonp3oparens. CpeacTBa ayTeHTH(PUKALUN dIIEK-
TPOHHBIX JaHHBIX. OCOOEHHOCTH MPUMEHEHHS TEXHUYECKIX
CPEICTB YHUUYTOXKEHUS MHPOPMAIIUN HA MATHUTHBIX U OITH-
YECKHX HOCHUTEJISIX.

4 TpeGoBannus K cucTeMam 3aIMThl HHPOPMALHMHT
4.1 Hamnpasienus passutust CpaBHUTE OCHOBHBIE TEXHUYECKUE METOIbI U CPEJICTBA 3alllU-
CPeIICTB be30macHOCTH ThI IPOrPaMMHOT0 obecrieuerust. OnpeieneHne TOHITHI
TPC/TPHATHA. «IPOTOKOJIMPOBAHUE» U «aYAUTY». 339, peallu3yeMble Mpo-
TOKOJINPOBAHHUEM U ayJTUTOM U UX XapaKTePUCTHKHU
4.2 IIpaBoBbie mocaencTBus He- | Knaccupuuupyiite VPN 1o cnoco6y TeXHHYECKOH peanu3a-
CaHKIMOHMPOBAHHOTO 10~ | 1y y apxuTeKType TEXHUYECKOTO pemieHus. Kakobl crnoco-
cTyna k HHpopmaLui Obl 3amuThl WH(OOpPMAIMKU TPU MEXKCETEBOM B3aUMOJICH-
crBun? Kakue kpunrorpaduueckue npoTOKOJIbl UCTIOIb3YIOT-
Cs1 JUTSI 3aITUTHI TEXHOJIOTUN «KIIMEHT-CepBEp»?

4. MeToauuecKue YKa3aHu sl 00y4aOIIMXCH 110 OCBOCHUIO TUCUHUIIMHBI

4.1. O0mue MeToAMYECKHE PEKOMEHIAlUH 110 OCBOCHUIO AUCHHUILIMHBI, 00pa3oBaTe/ibHbIe
TeXHOJIOTHH

JlMcuuIuiiHa peanu3yeTcss TOCPEACTBOM TPOBEACHUS KOHTAKTHOW paboThl ¢ O0ydYarOMIMMUCS
(BKJTIOUAs MPOBECHHUE TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH ), CAMOCTOSITENIbHON pabOThl 00y4aromuxcs U
MIPOMEKYTOUYHON aTTECTALUN.

KonraktHas pabota MOXKeT OBITh ayJIWTOPHON, BHEAYJUTOPHOM, a Takke MPOBOJIUTHCS B DIIEK-
TpOHHOU MH(GOPMAITMOHHO-00pa3oBaTebHOU cpene nuctutyta (ganee - DMOC). B ciayuae npoBeneHus
YacTH KOHTaKTHOU paboTsl no auctumuinHe B DMOC (B COOTBETCTBHM C pAaCUCAHUEM YYEOHBIX 3aHs-
THH), TPYJAOEMKOCTh KOHTakTHOU padbora B DMOC skBUBajIeHTHA ayIUTOPHOM padoTe.

[Tpu mpoBeieHUN Y4eOHBIX 3aHATUH MO AUCHUILIMHE 00€CIICUnBACTCS Pa3BUTHE Y 00YJaIOIINXCs
HABbIKOB KOMaHJIHOW paOOThl, MEKIMYHOCTHON KOMMYHUKALIUU, MPUHATUS PEHICHUM, JTUIEPCKUX Ka-
4ecTB (BKJIIOYAs MPOBEICHNE WHTEPAKTUBHBIX JICKIMH, TPYNIOBBIX JUCKYCCHH, POJIEBBIX UTP, TPCHUH-
rOB, aHAJIM3 CUTyallui M MMUTAIMOHHBIX MOJENEH, MpenojaBaHue IUCHUIUIMHBI B (hopMe Kypca, co-



CTAaBJICHHOTO Ha OCHOBE PE3YyJIbTATOB HAYYHBIX UCCIEIOBAHUN, IPOBOJUMBIX HHCTUTYTOM, B TOM YHUCJIE
C YYETOM PETMOHAIBHBIX OCOOCHHOCTEN MPO()EeCCHOHANBHON EATEIIbHOCTH BBITYCKHUKOB U MOTPEOHO-
cTelt paboTomareneit).

[IpenoiaBanye NUCIUILINHBI BEJETCS ¢ MPUMEHEHUEM CIIEAYIOMNX BUAOB 00pa30BaTENbHBIX TEX-
HOJIOTUH:

- 9IeKMpPOHHOE 0OyUeHue,

- npobaemuoe obyuenue;

- pazbop KOHKPEmHbIX CUMYAYULL,

Pe3yabTar 00yyeHusi cuuraercsi cGOpMUPOBAHHBIM (MOBBILIEHHBIA YPOBEHb), €CIIM TEOpe-
TUYECKOE COJIEpKaHUE Kypca OCBOEHO MOJHOCTbBIO; IIPU YCTHBIX COOECEJOBAHUAX CTYAEHT MCUEpIIbIBa-
IOlIIe, TIOCIIEeJOBATENbHO, YETKO M JIOTMYECKH CTPOMHO M3j1araeT yuyeOHbI MaTepuall; CBOOOTHO CIpaB-
JseTcs C 3aJadyaMH, BONPOCAMHM U JPYTMMHU BHJAMH 3aJlaHHi, TpeOyroIUX NPUMEHEHUs 3HaHWH, HcC-
MOJIb3YET B OTBETE JIOMOJHUTEIBHBIN MaTepHai; Bce MpelyCMOTPEHHbBIE pabouel yueOHOM mporpaMmoi
3aJJaHMs BBIIIOJIHEHBI B COOTBETCTBUU C YCTAHOBJIEHHBIMU TPEOOBAHUSIMHU, CTYJEHT CIIOCOOCH aHAIU3U-
pOBaTh NOJIYYEHHBIE PE3YJIbTAThI; NPOSBISAET CAMOCTOSTEIBHOCTD IIPU BBINIOJHEHUH 33JAHUMYTO COOT-
BETCTBYET MOBBIIIEHHOMY YPOBHIO C(QOPMUPOBAHHOCTH PE3yJIbTATOB 00YUEHUSI.

PesyabraT 00yueHus cuuraercsi c)OPMHPOBAHHBIM (IIOPOTOBBIl YPOBEHBb), €CIIM TEOpETHYE-
CKO€ COJIepKaHKe Kypca OCBOEHO MOJHOCTBIO; IIPU YCTHBIX COOECEJOBAHUAX CTYIEHT IOCIEI0BATENIbHO,
YeTKO U JIOTMYECKH CTPOMHO M3JaraeT y4eOHbIl MaTepuall; ClipaBisgeTcs ¢ 3aJayaMU, BOIIPOCaMH U JIpy-
IMMU BUJAMU 33/1aHUl, TpeOYIOIMX NMPUMEHEHUs 3HaHUM; BCE MpelycMOTpeHHble paboueil yueOHOM
IIPOrpaMMOil 3aJJaHUs! BBIIOJIHEHBI B COOTBETCTBUM C YCTAaHOBJIEHHBIMH TPEOOBAHUSIMU, CTY/IEHT CIIOCO-
O€H aHaJIM3UPOBaTh MOJIyYCHHbIE PE3YJIbTATHI;, MPOSBISAET CAMOCTOATEIBHOCTD IIPU BBINOJIHEHUH 33]a-
HUH, YTO COOTBETCTBYET ITOPOTOBOMY YPOBHIO C(HOPMUPOBAHHOCTH PE3YIHTATOB OOYICHUSI.

PesynbraT 00y4eHusi cuuraercss Hec(pOpMHUPOBAHHBIM, €CIIM CTYJEHT IPU BBIIOJHEHUM 3a/1a-
HUN HE JEMOHCTPUpPYET 3HAHUN yueOHOro Marepualia, AONYCKAeT OLUIMOKH, HEYBEPEHHO, C OONbIINMU
3aTPy/HEHUSIMH BBITIOJIHSAET 33aJJaHUs, HE IEMOHCTPUPYET HEOOXOAMMBIX YMEHUH, KaueCTBO BBITIOJIHEH-
HBIX 3aJJaHUl HE COOTBETCTBYET YCTAHOBJICHHBIM TPEOOBAHUSAM, YTO COOTBETCTBYET JIOIOPOTOBOMY
YPOBHIO.

4.2. MeToauyeckue yKa3aHHs 1JIsl 00y4aIOLIUXCSl 10 OCBOCHMIO AUCHMILIMHBI HA 3aHATHAX
JIEKIIHOHHOI'0 THUIIA

JIexuMOHHBIN KypC MPEANoaracT CUCTEMaTU3UPOBAHHOE WU3JI0’KEHHE OCHOBHBIX BOIIPOCOB Te-
MaTHYECKOro MjiaHa. B Xxo/ie TeKIIMOHHBIX 3aHITUH pacKpbIBAIOTCS 0a30BbIE BOMPOCH B paMKax KaXKIOu
TeMbl AMCUUILUIMHBL. O003HAYaIOTCS KIIOUEBbIE aCIEKThl TEM, a TAKXKe JIEJIAl0TCS aKIeHThl Ha Hanboee
CJIOXKHBIE M BaXKHBIE ITOJIOKEHHUS U3y4aeMoro marepuaia. Marepuansl JEKIHNA SBISIOTCS ONMOPHON OC-
HOBOH JUIs MOATOTOBKM OOYYAIOIIMXCS K MPAKTUUECKUM 3aHATUAM / TaOOpaTOPHBIM paboTaM U BBIIOJ-
HEHUS 3aJaHUi CaMOCTOSITENIbHON paboThl, @ TAKKe K MEPONPUITUSIM TEKYILEro KOHTPOJISI yCIIeBaeMo-
CTH ¥ IIPOMEKYTOYHOM aTTECTALMH 110 JUCLUIIIINHE.

B Xxoze NEeKIMOHHBIX 3aHITUH PEKOMEHIYETCS BECTH KOHCIIEKTHpPOBaHHE y4eOHOTro MaTepuaa.

Bo03M0KHO BeleHHE KOHCIIEKTA JIEKIIUN B BUJI€ UHTEJUIEKT-KApT.

4.4. MetoauyecKkue yKa3zaHus 1Jisl 00y4alOUIMXCH 0 OCBOCHUIO TUCHMIIMHBI HA 3aHATHAX

CEMHHAPCKOro TUIA

[IpakTnueckue (CeMHHAPCKUE) 3aHATHS MPEACTABISIOT COO0M AeTaTu3allio JIEKIIHOHHOTO Teope-
TUYECKOTO MaTepuasa, MIPOBOIATCS B IENSAX 3aKPEIJICHUS Kypca U OXBaThIBAIOT BCE OCHOBHBIE Pa3/IeIibl.
OcHoBHO# (popMoOli TpOBEIEHUST CEMUHAPOB M MPAKTHUECKUX 3aHATUUN SIBIAETCS 00CYyKIeHHe Hanboee
MPOOJIEMHBIX W CIIOKHBIX BOITPOCOB IO OTEITHHBIM TEMaM, a TaKKe pelieHue 3a/1a4 U pazoop MpUMEPOB
U CUTYaIuil B ayJJUTOPHBIX YCIOBHUSX.

[IpakTrueckue (ceMHUHAPCKUE) 3aHATHS 00YJaIONUXCsl 00€CTICUNBAOT:

- IPOBEPKY U YTOYHEHUE 3HAHUM, [TOJTy4YECHHBIX Ha JICKLHUX;

- MOJTy4YE€HUE YMEHUW U HABBIKOB COCTABJICHUS JOKJIAJA0B U COOOIIEHUH, 00CYKACHHUS BOITPOCOB T10
yueOHOMY MaTepHany AUCUUIUINHBL;

- MOJIBEICHUE UTOTOB 3aHATUN MO PEUTUHTOBOM CUCTEME, COTVIACHO TEXHOJIOTHMYECKON KapTe IHC-
HMUITJINHBI.



4.5. MeToanueckne yKa3aHus 10 CaMOCTOSITeIbHOM padoTe 00ydarommxcst

CamocrosiTenbHast paboTa obecreunBaeT NOJArOTOBKY 00Yy4aroIerocs K ayJMTOPHBIM 3aHATUSAM U
MEPOIPUATHIM TEKYIIET0 KOHTPOJIS U INPOMEXKYTOYHOM aTTECTallMU MO M3ydyaeMoW aucuuiuiuHe. Pe-
3yNbTaThl 3TON MOATOTOBKH MPOSBISIOTCS B aKTUBHOCTH O0YYAIOIIETr0oCs Ha 3aHATHIX U B KAYECTBE BbI-
MOJTHEHHBIX MPAKTUYECKUX 3aJaHUN U IPYTUX (POPM TEKyLIero KOHTPOJIS.

[Ipu BBIMOTHEHUH 33aJJaHUM ISl CAMOCTOSITENIbHOM paboThl peKOMEHAYyeTCsl MpopaboTKa MaTepua-
JIOB JIEKIIMM 10 KAKJI0M IIPOUICHHON TeME, a TAKXKE U3y4YEHHUE PEKOMEHYEMOH JIUTEPATYpPhl, IIPEICTAB-
nedHou B Pasznene 5.

B nporecce camoctosTenbHON pabOThl MPU U3YYEHUU AUCLUUILIMHBI CTYIEHThl MOTYT HCIOJIB30-
BaTh B CIEMUATM3UPOBAHHBIX ayTUTOPHUIX JIJIsl CAMOCTOSITEIBHON pabOThl KOMIIBIOTEPHI, OOecreunBa-
IOLEMY JOCTYI K MPOrpaMMHOMY 00€CTIeYeHHI0, HeOOXOIMMOMY ISl U3yUEHUs TUCUUIUIMHBI, a TaKKe
JOCTYH 4yepe3 MHPOPMALMOHHO-TEIEKOMMYHUKAIIMOHHYIO ceTh «VHTepHEeT» K AJIeKTpOHHOU HH(pOopMa-
IUOHHO-00pa3oBaTenbHOM cpene uHcTtutyTta (OMOC) 1 anmekTponHoi O6ubnmoreunoit cucreme (3bC),
TZIe B DJIEKTPOHHOM BHJIE PACIIONIATalOTCsl YIeOHbIE U Y4eOHO-METOAMUECKUE MAaTEpHAIIbI, KOTOPhIE MO-
T'YT OBITh HUCIOJIB30BAHBI AJI1 CAMOCTOSTENILHOM pabOThI MPU U3yYEHUH TUCHUTUIMHBI.

Jyis oOydJaromuxcs 1mo 3a09HOi Gopme 00yUICHHsI caMOCTOsATEbHAST paboTa SBISICTCS OCHOBHBIM
BUJIOM Y4€OHOM JESTEIbHOCTH.

5. YueOHo-MeTOAMYeCKOe U MH(OPMAITMOHHOE o0ecTieyeHre JUCHMIITTHHBI

5.1. IlepeyeHb OCHOBHOW M [ONOJHHUTEJbHOH Y4eOHOH JIMTEPATYpPbl, HEOOXOAUMOM IJIs
OCBOEHUS TUCIHILIMHBI

Bes nuteparypa, BKIItOUeHHas B JaHHBIN MepedyeHb, IPEICTaBICHA B BUIE dJIEKTPOHHBIX pecyp-
cOB B 3JeKTpoHHOU Oubnmoreke wHcTUTyTa (OBC). JluTeparypa, ucnosib3yemas B IEUYaTHOM BUJIE,
MpeJiCTaBlIeHa B HAYYHOH OMOIMOTEeKe yHHBepcUuTeTa B 00beme He MeHee 0,25 9K3eMIUIIpOB Ha OAHOTO
oOydarormierocs.

OcHoBHas JIMTEpaTypa

1. Hlanbrun, B. @. 3amuTta koMnbeloTepHOi nHGOpManuu. DPPeKTUBHbIE METO/IBI U Cpel-
ctBa [Tekcr]: yueOHoe mocobue ais crya. By3oB / B. @. lllansrun. - M. : JIMK Ilpecc, 2010. - 544 ¢
2. BacwuiibkoB, A. B. UH(popMmalroHHble cucTeMbl M uX 6e3omacHocTh [ Tekcr] : yuedHoe

nocobue / A. B. Bacuibkos, A. A. Bacunskos, U. A. Bacunbskos. - M. : @opywm, 2011. - 528 c. - (IIpo-
beccuonanpHOE 00pa3zoBaHUe).

3. Honozos H. JI. [IporpamMmmMHubie cpencTBa 3aniuThl UHPOpManuu [ DIEKTPOHHBIN pecypc]:
koHcrnekT jekuuit / JlonozoB H. JI., I'ynersieBa T. A. - Hoocubupck: HI'TY « 2015. - 63 c. - Pexum
noctyma: http://www.knigafund.ru/books/185990/read#page?

JlonosiHUTeIbHAS JIUTEPATYypa:

1. Kopuees, U. K. 3ammra unpopmanuu B opuce [Tekcr] : yueonuk / U. K. Kopuees, E. A.
Crenanos. - M. : [Ipocnekr, 2008. - 336 c.

2. Menbsnukos, B. I1. UadopmannonHnas 6e3onacHOCTh U 3amuTa nadopmaryu [Teker]:
yaebnoe ocodue / B. [1. Mensuukos, C. A. Kneiimenos, A. M. Ilerpakos ; oz pen. C. A. Kneiimano-
Ba. - 3-€ U311, crep. - M. : Akagemus, 2008. - 336 c.

3. Nmeiinos, B. f. 3ammura konbuaeHmansHoi nHpopmanuu [ Tekcr] : yaeOHoe mocodue /
B. 4. Nweiino, M. B. Meuarynss. - M. : ®opym, 2009. - 254 c.

4. Uy6ykosa, C. I'. OcHoBbl ipaBoBoil nHPopmaTHku [ Tekcr] : yueOHnoe nocodue / C. I
YyOyxosa, B. JI. Qnbkun. - U3na. 2-e, uctp. u gomn. - M. : Ungppa-M : Kontpaxr, 2010. - 276 c.

5. ObecnievyeHue 3aIUThI TEPCOHATBHBIX AaHHBIX [ TekcT] : MmeToanyeckoe mocodue / 1. A.
baiimakosa [u gp.]. - M. : OOO "1C-ITabaummar", 2011.

Tabnuua 7 — YuebHO-MeToIn4YecKoe obecreueHre caMOCTOATENbHOM paboThl 00yJatoINXCs

| Ne ni/m \ Pa3nes (Tema) AMCOMIIMHBI Jluteparypa
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http://www.knigafund.ru/books/185990/read#page2

(ccm.mca Ha HOMEP B CIIMCKE JINTE-

paTypei)

2

3

OcHOBHBIC TOHATHUSA

U onpeacJaeHus

1.1 Wcrounnku, pucku U (opmbl aTak Ha UHPopMa- | OcuoBHas: 1
HEO Hononuutensnas: 1,2,3,4,5
1.2 [Tonutrka ¥ cTaHAAPTH 0€30MAaCHOCTH OcHoBHas: 1
Honomaurensuasl,2,3,4,5
Kpunrorpaguyeckue moaenu.
2.1 AnropuTMbl U poBaHKs. AITOPUTMBI ayTEH- OcHoBHas: 1
TA(UKAUK TTOTH30BATEIICH. Jlonomuutensras: 1,2,3,4,5
2.2 Mopenu 6€301acHOCTH OCHOBHBIX OIepaIiioH- OcHoBHas: |
HBIX CHCTCM. Hononuutensnas: 1,2,3,4,5
AJIMMHUCTPUPOBaHUE ceTeil
3.1 3amuTa HHPOPMAIUH B CETSX. OcHoOBHas: 3
HomonaurensHas: 1,2,3,4,5
3.2 MHoOTroypOoBHEBas 3aIIUTa KOPIIOPATUBHEIX Ce- OcHoOBHas: 3
TeH JlononuurensHas: 1,2,3,4,5
TpeGoBanus K cucTeMaM 3alMTHI HHGOPMATMHU
4.1 HanpaBneHI/m Pa3BUTHS CPCACTB 0€e30MacHOCTH OcuosHast: 1, 3
HPCATTPHATHA. JNononuutensHas: 1,2,3,4,5
4.2 IIpaBoBBIE NOCIEACTBUS HECAHKLIMOHUPOBAHHO- | OcHoBHAS: 1, 3

ro I0CTyna K HH(opManum JNononuutensHas: 1,2,3,4,5

5.2. lIpogeccuonabHbie 6a3bl JAHHBIX, HHPOPMALMOHHO-CIIPABOYHbIE CHCTEMbl, HHTEP-

HeT-pecypchl

1.

Koncynprantlntoc [Dnextponnsiii pecypce| CripaBouyHasi mpaBoBasi cucteMa. — Pexxum jgocrymna:
http//www.consultant.ru

OnekTpoHHas 6ubanoTeuHas cuctema Pszanckoro nuncturyra (¢punmnana) MockoBCKOro moju-
TEXHUYECKOTO HHCTUTYTA [ DNeKTPOHHBIN pecypc]. - Pexxum mocrtyna: http://bibl.rimsou.loc/ -
3ari. ¢ sKpaHa.

OnekTpoHHO-0MOanoTeuHas cuctema «M3natensctBa Jlanby» [DnekTpoHHbIH pecypc]. - Pexxum
noctyna: https://lanbook.com/. - 3ari. ¢ skpana.

DneKTpoHHO-0nbaoTeuHas cuctema FOpaiit [DnekTpoHHbIH pecypc]. —

Pexxum moctyma: https://urait.ru/- 3arn. ¢ skpana.
OnekTpoHHO-OnbnnoreyHas cucremMa [IPR SMART [Onektponnslii pecypc]. - Pexxum gocryma:
https://www.iprbookshop.ru/. - 3arm. ¢ skpana.

5.3. IIporpammHoe obecniedeHue

HNudpopmannonHoe obecrnieyeHne y4yeOHOro mpoiiecca Mo JUCHUIUIMHE OCYIIECTBISIETCS C HC-

IMMOJIb30OBAHUEM CJICAYIOUICTO NPOTrpaMMHOTO obecrieueHus (J'II/II_ICHBI/IOHHOI‘O n CBO6OI[HO pacrupoCTpaHsi-
eMOFO), B TOM 4YHCJIC OTCYECCTBCHHOT'O NPOMU3BOICTBA.

Ne HaumeHoBaHue YcaoBus xocryna

n/n

1 Microsoft Windows 13 BHYTPEHHEH CeTH YHUBEpPCHUTETA (JIMIIEH3H-
OHHBIH JI0rOBOP)

2 Microsoft Office 13 BHYTPEHHEH CeTH YHUBEpPCHUTETA (JIMIIEH3H-
OHHBIH JI0rOBOP)

3 Koncynbrantllmoc 13 BHYTPEHHEH CETH YHUBEPCHUTETA (JTUICH3H-
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OHHBIN JIOTOBOP)

4 CA0 MOODLE U3 1000 TOYKH, B KOTOPOH UMEETCS TOCTYTI K
cetu MIHTEepHET (JIMIIEH3MOHHBIH JOTOBOD)

6. OnucaHue MaTepUAIbHO-TEXHUYECKO 0a3bl, HEOOXOAUMOM JJIf1 OCYIeCTBJIECHUNA 00pa-
30BaTEJIbHOIO NPoIecca MO TUCHUILINHE

[ToMerieHnust MpencTaBiasiOT co00i ydeOHBbIE ayIUTOPHM sl TPOBENEHHUS y4eOHBIX 3aHSTHH,
MIPEelyCMOTPEHHBIX Y4eOHBIM IUIAHOM U pabouell mporpaMMon AUCUHUILUIMHBI, OCHAIIEHHbIE 000pyI0Ba-
HUEM U TEXHHUYECKUMH CPEJICTBAMU O0yUYCHHUS.

3aHATHSA JIEKIHOHHOTO THUNIA (NpU HAIUYUU 8 YyueOHOM niane). YueOHbIe ayAUTOPUU TS 3aHs-
TUH JICKIIMOHHOTO TUIA YKOMIUIEKTOBAHBI MEOENbI0 M TEXHUYECKUMHU CPEICTBAMU OOYUEHHs, CIyXKa-
IIMMH ISl TIpeicTaBiIeHusl yueOHoil uHopmanuu (CTalMOHAPHBIE WU TMEPEHOCHbIE HA0OpHI EMOH-
CTPaIlMOHHOTO 000pyAOBaHUs (NIPOEKTOP, IKPaH, KOMITBIOTEP/HOYTOYK), y4eOHO-HATISIHBIE TOCOOUS
(mpe3eHTanMu MO TeMaM JIEKI[il), oOecreynBaroniie TeMaTH4ecKue WILTIOCTPALUU, COOTBETCTBYIOIINE
JaHHOM MpOTrpamMMe AUCIUTUINHBL.

3aHATHS CEMHHAPCKOTO THIIA (Mpu Hatuyuu 8 yueonom niaue). Y 4eOHble ayAUTOPUH IS 3aHS-
TUH CEMHUHAPCKOTO THIIA YKOMIUIEKTOBAHBI MEOEIIbI0 U TEXHUYECKUMHU CPEICTBAMH OOYYEHHs, CITyxkKa-
IIMMH ISl TIpeACTaBleHusl ydeOHON uHpopMaIuu (CTaliOHAPHBIE WM MEePEeHOCHbIE HAaOOpHI 1EMOH-
CTpaIlMOHHOT0 000pyIOBaHuUs (TIPOEKTOP, IKPaH, KOMIIBIOTEP/HOYTOYK).

IIpomexyTouHas arrecranus. /(s npoBeneHUs TPOMEKYTOUYHON aTTeCTAllMU 1O AUCIUIUIMHE
MCTIOJIB3YIOTCSl KOMITBIOTEPHBIE KIIACCHI, OCHAIIICHHBIE KOMIBIOTEPHOW TEXHUKOH C BOZMOKHOCTBIO TO/I-
KIoueHusT K cetd UMHTepHeT M oOecrneuyeHHWEM JOCTyla B D3JIEKTPOHHYI HH(OPMAIUOHHO-
00pa3oBaTEeNbHYIO CpEAy YHUBEPCUTETa W/HIM Y4eOHBIE ayIUTOPHH, YKOMIUIEKTOBAHHBIE MEOECIbI0 U
TEXHUYECKUMHU CPEJICTBAMU O0yUECHUSI.

CamocrosiTeibHasi padora. [lomemeHns st caMOCTOATENBHON pabOThl OCHAIIEHBI KOMITBIO-
TEPHOU TEXHHUKOW C BO3MOXHOCTBIO MOJKIIOYEHUS K ceTH «VIHTEpHET» U JOCTYNOM K 3JIEKTPOHHOMN MH-
(dhopmarmoHHO-00pa30BaTeIbHON cpefie MHCTUTYTA. JJIs OpraHu3aluu caMoCTOATEIbHON paboThl 00Y-
YAIOLIUXCS UCTIONb3YIOTCS:

KOMITHIOTEPHBIE KJIACCHl HHCTUTYTA,

6ubnuoTeka, UMeroIas Mecta A 00y4yaroIuXcs, OCHAIIEHHbIE KOMIBbIOTEPAMHU C JOCTYIIOM K
0a3aM JaHHBIX U ceTH VIHTEepHeT.

JuekTpoHHas HHopManuoHHo-o0pa3oBaTeabHas cpeaa uHeruryra (QUOC). Kaxnawrii
oOyuaroluiicss B TEYEHHE BCEro nepuoja oOydeHHs oOecreueH MHAMBHIYaTbHbIM HEOIPaHWYEHHBIM
JOCTYNOM K 3JIEKTpOHHOW HMH(pOpMalMoHHO-00pa3zoBaTenbHOU cpene umHctutyra (DMOC) u3 moboi
TOYKH, B KOTOPOIl UMeeTCs JOCTYN K MHPOPMAIIMOHHO-TEIEKOMMYHUKaIIMOHHOM cetn "NHTepHeT", Kak
Ha TEPPUTOPHUH UHCTUTYTA, TaK U BHE €€.

OUOC uHCcTUTYTa 00ECIIEUNBACT:

JOCTYM K y4eOHBIM TJIaHaM, padOYuM MporpaMmMaM JUCHHUIUIHH (MOIyIei ), MporpaMMaM MPaKkTUK,
AJIEKTPOHHBIM y4eOHBIM HM3JIaHHSIM M 3JEKTPOHHBIM 00pa30BaTEbHBIM pecypcaM, YKa3aHHBIM B pado-
YHUX IporpaMMax JTUCIUILIMH (MOIyJeH ), mporpaMMax MpaKTUK;

dbopMHUpOBaHKE AIEKTPOHHOTO MOPT(HOINO 00YJAIOIIETOCs, B TOM YUCJIE COXPAaHEHUE ero padoT U
OLIEHOK 3a 3TH palOTHI.

B cnyuae peanuzamuu oOpa3oBaTeNbHOM MPOTPaMMBbI C MPUMEHEHHEM JJIEKTPOHHOTO O0y4YeHUs,
JTMCTAaHIIMOHHBIX 00pa3oBaTenbHbIX TexHonoruit dMOC 10omonHUTENbHO 00€CIeUnBaEcT:

dukcanmo xoma 00pa30BaTENLHOTO MpOoIlecca, Pe3yabTaTOB MPOMEKYTOYHON aTTeCTallui U pe-
3yJIBTaTOB OCBOEHUSI 00Pa30BaTENBLHON MPOTPAMMBEI;

NPOBE/ICHUE YYCOHBIX 3aHATHH, MPOLEAYpP OIECHKH PEe3yIbTaTOB OOYUEHUS, peaTu3aiis KOTOPhIX
MPEIyCMOTPEHA C MPUMEHEHHEM 3JIEKTPOHHOTO OOYyYeHUSs, AUCTAHIIMOHHBIX 00pa30BaTENbHBIX TEXHO-
JIOTHIA;

B3aMMOJICHCTBHE MEXIY yJaCTHUKaMHU 00pa3oBaTeIbHOTO MPOLEcca, B TOM YUCIE CHHXPOHHOE U
(W) acCHHXPOHHOE B3aMMOJICHCTBHS TIocpecTBOM ceTH "MHTepHet".

3ammra nHGOpPMAITHH \ Aynutopus No 33 \ 390000, Psizanckas o6acts, T.
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AyauTopus sl IPaKTUIECKUX U
CEMHHAPCKHUX 3aHATHI
AyauTopus Juisi KypCcOBOTO IPo-
E€KTUPOBAHU

CToJbl, CTYJIbsI, KJIACCHAS JTOCKA,
kadenpa IS mpernoaaBaTens
KOMITBIOTEP, MPOEKTOP, IKPaH

- Microsoft Win Starter 7 Rus-
sian Academic OPEN 1 License
No Level Legalization Get
Genuine. JIuuen3us Ne
47945625 ot 14.01.2011

- Microsoft Office 2010 Russian
Academic OPEN 1 License No
Level. Tunensus Ne 47945625
ot 14.01.2011

- Kaspersky Security Cloud
21.1.15.500. OtedyecTBEHHOTO
MIPOM3BOJICTBA, OCCILIaTHAS BEP-
CUs

- LibreOffice 7.0.3. CBoOonHO
pacmpocTpaHsiemMas

Cpok aeitctBus JIunensuit: 10
30.08.2024.

Pszans, yn. Konxo3nas, 4. 2a

Ayautopus No 217
JlexunoHHas ayIUTOpUS
Aynuropus Uil TPYNIOBBIX U
WHJUBUAYAJIbHBIX KOHCYJIbTAUN
- Crombl, cTynbs, KJIacCcHas A0C-
Ka, Kadenpa 1y IpernoaaBaTess;
9KpaH, >Ka03H, MPOEKTOp, HO-
YTOYK.

390000, Ps3amckass o0OacTb, T.
Psazanb, yn. IlpaBo-JIbibenckas,
26/53

Aynuropus Ne 206
Kommnsrorepnas aynuropus
Aynuropus uig KypcOBOToO IIpo-
€KTUPOBAHHUS

Aynuropus Ui caMOCTOSITENb-
HOM pabOTHI OCHAIIEHHAS KOM-
NIBIOTEPHON TEXHUKOH C BO3-
MO>KHOCTBIO TIOJIKITFOUEHHUS K Ce-
1 «HTepHET» N 0OecneyeHneM
JIOCTYIIa B DJIEKTPOHHYIO WH-
(opmanMoHHO-
00pa30BaTeNnbHyI0 Cpeay UHCTH-
TyTa

PaGouee mecto npenonaBares:
- IEPCOHAJIbHBIN KOMIIBIOTED;
Pabouee mecto yuamerocs:

- IEPCOHAJIbHBIN KOMIIBIOTEP
porpaMMHOE o0ecIieueHne

- Microsoft Win Starter 7 Rus-
sian Academic OPEN 1 License
No Level Legalization Get
Genuine. JIunensus No

390000, Ps3anckas obmacTh, T.

Psizanp, yn. IlpaBo-JIeibenckas,
26/53
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47945625 ot 14.01.2011

- Microsoft Office 2010 Russian
Academic OPEN 1 License No
Level. Tunensus Ne 47945625
ot 14.01.2011

- Kaspersky Security Cloud
21.1.15.500. OTedecTBEHHOTO
IIPOU3BOJICTBA, OecIUIaTHas Bep-
cus

- LibreOffice 7.0.3. CBoboguo
pacrmpocTpaHseMast

Cpok neiictBus JIuuensuii: 10
30.08.2024.

7 ®DoH/ OLIEHOYHBIX CPEICTB Il NMPOBeJIeHUs MPOMEKYTOUYHOI aTTecTaluu 00y4aruuxcs
N0 AUCHUIIHHE «3amuTa nHpopMaun»

7.1 TlepeuyeHb KOMIETEHIHIi ¢ YKa3aHHEM 3TANoOB X (popMUPOBAHUS B MpoLecce OCBOEHUsI
00pa3oBaTeJILHOM MPOrPaMMBbI
Tabnuna 8 — Dtansl popmMupoBaHuss KOMIIETEHIIUN B MPOIECCE OCBOCHUS TUCIIUTUIMHBI

Ne Kon Hepuon gop- HaumenoBanmue
I /1'1 Kountpoanpyemsie pa3ienbl KOHTPOJIMPY- | MHPOBaHUs OICHOMHOTO
(TemMbl) JUCUMIIIIMHBI eMoii KOMIIETeHIM
KOMIIETEH cpencrea
10101
1 WUcrounuku, pucku 1 popMBI atak VK-2,IIK-1 | B TeucHue Bonpocsr k sk3ameny,
Ha HH(bOPMAIHIO JIECATOTO BOIPOCHI IS TIOITO-
5 Honmrrka 1 cranaaptel 6esomnac- VK-2, [1IK-1 cemecrpa TOBKH K IPaKTHYE-
HOCTH
CKHM 3aHSATHSM,
3 AnroputMmsl muppoBanus. Airo- VK-2, I[IK-1 TECTOBBIE 3aIaHHsI
PUTMBI ayTeHTU(UKAIIMH TTOJTE30-
BaTeJIeH.
4 Mopenn 6e30macHOCTH OCHOBHBIX | VK-2, TTK-1
OTIEPAITMOHHBIX CUCTEM.
5 3amuTta HHPOPMAIUH B CETAX. VK-2, TIK-1
6 MHuoroypoBHeBast 3aliTa KOpIo- VK-2, TIK-1
pPaTUBHBIX CETEH
7 Hampasnenus pa3BuTusi CpeacTs VK-2, TIK-1
0€30MacCHOCTH MPEATIPUATHS.
[IpaBoBbIe TIOCTEICTBUS HECAHK- VK-2, TIK-1
8 | HMOHMPOBAHHOTO JIOCTYMA K MH-
dbopmaruu

7.2 Onucanue nokasaresjieil U KpuTepueB OLCHNBAHUS KOMIIETEHIMI HA Pa3JIMYHBIX 3Tanax
uXx GopMHPOBAHUSA, ONIUCAHUE IIKAJ OLlEeHUBAHUS

Tabnuma 9 — [lnanupyemMble pe3ynbTaThl 00YUYECHUS, XapaKTePU3UPYIOIIHe dTanbl (OPMUPOBAHUS
KOMIIETEHITHI

Komnerennusi | YpoBensn IokazaTenu chopmMupoBaHHOCTH KoMneTenuun | HaumenoBanue
OCBOCHHA OLICHOYHOI0
KOMITeTEHIIUH CpeAcTBa
VK-2,IIK-1 | Tloporossrit CnocoOHOCTh OCYIIECTBIIATh TIOWUCK, XpaHEHHE,

HEKOTOpbIe BUIbI 00pabOTKKU MH(pOpMaIuK U3 pas-
JIMYHBIX HCTOYHUKOB U 0a3 TaHHBIX
Bricokuii CnocoOHOCTh OCYIIECTBIIATh TIOUCK, XpaHEHHE,
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T'MH

00paboTKy W aHaiM3 WHPOPMAIMKN U3 PA3TUIHBIX
HMCTOYHUKOB M 0a3 JaHHBIX, MPEICTABIATH €€ B
TpebyeMoM (opmaTe C HCIOJb30BaHUEM HHMOP-
MAaIlMOHHBIX, KOMITBIOTEPHBIX M CETEBBIX TEXHOJIO-

Tabmuma 10 — Onucanue mokasaTesne 1 KpUTeprueB OIEHUBAHUS KOMITCTCHIIHMA

Komme- Pe3yabTaTsl Ikana oneHUBaHHWS, KPUTEPUU OLEHHUBAHUS YPOBHSI OCBOEHHS
TEeHIUA o0yyenusi (10 | KOMIETEHIUH
sranam  ¢op- | He ocBoena OcBoeHa ya- OcBoena OcBoena
MUPOBaHMS CTHYHO B OCHOBHOM
KOMIIeTeHIHH)
3HaTh: He cnocoGen | Yactuuno [Toka3biBaeT [TonmHoCTHIO BHAzAE-
YK-2, METOJBI M CpPEeJl- | OCYIIECTBIATh | BJIAJEET CIO- | XOPOIIYIO €T CIOCOOHOCTBIO
I1K-1 CTBa  IOJIyYe- | IOMCK, XpaHe- | COOHOCTbIO CIIOCOOHOCTh OCYILIECTBIATh IIO-
HUS, XpaHeHHs U | HUe, 00pabdoT- | OCYUIECTBIATh | OCYIIECTBISATh | UCK, XpaHEHHE, 00-
nepepadboTKu Ky ¥ aHaiM3 | IOWCK, XpaHe- | IOUCK, XpaHe- | paboTKy W aHaJIU3
nHpopManuu; nHpopManuu | HHE, 00paboT- | HUE, 00padoT- | MHDOpMaAIUU U3

dbopmartsl mpen-
CTaBJICHUA JaH-
HBIX; OCHOBHBIC
MPUHIIMIIBL  T10-
ctpoenust OBM,
Ymers:
chopMympo-
BaTb  TpeOoBa-
HUS K TEXHUYE-
CKHUM CpeJICTBaM
JUISE  peIICHUS
OTpeIeNIeHHBIX
3a1a4; paszpada-
ThIBaTh  ajro-
puUTMBI  00pa-
OOTKH JaHHBIX;
OpPTraHHU30BBIBATH
BBIYHUCTUTEINb-
HYIO CETh.
Baaners:
OCHOBHBIMH Me€-
TOJIaMH, CIIOCO-
Oamu © cpen-
CTBaMH TOJTy4Ye-
HUS, XpaHCHWSI,
nepepadoTKu
uHpopMauu H
MPUMEHSITh  UX
MpH  pPEIICHUH
MOCTaBIIEHHBIX
3azady; cpen-
CTBAaMHU OpTaHH-
3allud  BBIYMC-
JINTEJIbHOM CETH

W3 Pa3IMYHBIX
HUCTOYHUKOB U
0a3  JIaHHEIX,
MIPE/ICTaBIATh
ee B Tpedye-
MoM (Qopmare
C HCIIOJIb30Ba-
HUEeM uHpop-
MAaIMOHHBIX,

KOMITBIOTEP-

HBIX U CETEBBIX
TEXHOJIOTUI

Ky ¥ aHaIm3
uHpopmarun
U3 PA3IHYHBIX
UCTOYHUKOB U
0a3  JaHHEIX,
MPEJICTaBIISTh
ee B TpeOye-
MoM (opmaTe
C HCIIOJIb30Ba-
HUEeM HuHpop-
MAaITMOHHBIX,

KOMIIBIOTEP-

HBIX U CETCBBIX
TEXHOJIOTUI

Ky ¥ aHaIu3
uHpopmauu

U3 PA3IMYHBIX
UCTOYHUKOB U
0a3  JaHHEIX,
MPEJICTaBISTh
ee B Tpedye-
MoM (opmaTe
C HCIIOJIb30Ba-
HUEM HHpop-
MAaIMOHHBIX,

KOMITBIOTEP-

HBIX U CETCBBIX
TEXHOJIOTUI

pPa3IUYHBIX HCTOY-
HUKOB U 0a3 JaH-
HBIX, MPEICTABIISATH
ee B TpedyeMom
dbopmate ¢ UCIOITb-
30BaHUEM HH)OP-
MAIMOHHBIX, KOM-
OBIOTEPHBIX U Ce-
TEBBIX TEXHOJIOTHUI
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7.3 TunoBble KOHTPOJIbHbIE 33[IaHUSI WJIH HHbIE MaTepPUAJbl, HEOOXOAUMBbIE JJIs1 OLEHKHU
3HAHMii, yMeHHMii, HABBIKOB U (MJIM) ONBITA AeATEIbHOCTH, XaPAKTePU3YIOIIUX 3Tanbl popmMupo-
BAHHUS KOMIIETCHIINI

7.3.1 Bonipochl Uil NOATOTOBKH K dK3aMeHY MO0 JUCHMILINHE «3amuTa HHpopMannm»:
1. Kommnsrorepasie BUpycol. VIX pa3HOBUIHOCTH.

2. AHTUBUpYCHBIE cpenicTBa. [IpruMepsl aHTUBUPYCHBIX IPOTPaMM.

3. [Tonsarue nnpopMaIOHHON 0€30MacHOCTH.

4, [TonsTre KOHPUACHINATBPHOCTH HH(POPMAIIUH.

5. [TonsiTre noctyna k MHGpOpPMAIMK (CAHKLIMOHUPOBAHHBIA U HECAHKIIMOHUPOBAHHBIH J10-
CTYyIN).

6 [TonsiTus unentTudukanus, ayreHTUGUKaLKsg U aBTOPU3ALIUSL.

7 [Tonsatue yrposa 6€30MacHOCTH.

8. [ToHsiTHE YSI3BUMOCTH CHCTEMBI (CETH).

9 [ToHsATHE aTaku HA KOMIIBIOTEPHYIO CHCTEMY.

10.  OxapakTepusyiiTe MOAXOAbI K 00ECIEUEeHUI0 KOMITBIOTEPHON HH(POpMAIIUH.

11.  IlepeunciuTe OCHOBHBIC U BCIIOMOTAaTEIbHBIE CEPBHUCHI OE30MaCHOCTH, JAlTe X KIaCCH-
(dbukamuro.

12.  JlaiiTe XapakTepUCTHKY TPy TPeOOBaHUI K CUCTEME 3aIUTHI.

13.  «®parmeHTapHbIii» MOAXOA B 00ecredeHHH 0€30MaCHOCTH KOMIIBIOTEPHOM CHCTEMBI.

14. «KomriekcHbIi» moaxo/] B o0ecreueHnn 0€301MacHOCTH KOMITBIOTEPHON CUCTEMBI.

15. B uem 3akitouaeTcs MOJMUTHKA 0€30MaCHOCTH KOMIBIOTEPHON CUCTEMBI?

16.  Ha gem ocHOBaHa «n30MpaTebHAs MOTUTHKA 0€30MacCHOCTH?

17.  Hayem ocHOBaHa «IIOJHOMOYHAs) MOJIUTHKA Oe30macHOCTH?

18.  Iloustue kpunrorpaduu. OCHOBHBIC BHIBI I (POB.

19.  OO0oOuieHHas cxema KpUNTocUCcTeMbl. [IOHATHS CHMMETPUYHON U aCHMMETPUYHON KPHII-
TOCHCTEMBI.

20.  Ilepeuncnure OCHOBHBIE AITOPUTMbI KpUNITOrpahUUIECKUX MPeoOpa3oBaHU.

21.  Ilepeuncnure OCHOBHBIE METOABI KPUIITOTPpa)UIECKOH 3amuThl HH(POPMAIH B KOMIIBIO-
TEPHBIX CHCTEMax M CeTsIX.

22.  Kak knmaccu(uuupyroTes CpecTBa KPUITOTpaPUUECKON 3alUThl HH(pOpMaIn?

23.  OcCHOBHBIE TOCTOMHCTBA U HEJJOCTATKH aJIrOpUTMa MHU(POBAHUS TaHHBIX C TOMOIIBIO
DES.

24.  Ilepeuncnure OCHOBHbIE KOMOMHAIMH, UCIIOJIb3YEMbIE NPH IU(PPOBAHUN AITOPUTMOM
DES.

25.  Ilepeuncnure OCHOBHBIE peKUMBI paboTh! anroput™a DES.

26.  Kak obOecrieunBaeTcsi KPUNITOCTOMKOCTh ACHMMETPHUYHBIX KPUTITOCUCTEM?

27.  KakoBO OCHOBHOE Ha3Ha4Y€HUE XeI-()YHKIUU?

28.  KakoBbI OCHOBHBIE PUHIIHITEI (POPMUPOBAHHUSI XeTI-PYHKITUU?

29. OTnuuuTeNnbHbIE 0COOEHHOCTH OTeYeCTBeHHOTO cTanaapTa xenr-pynkuuu (OCT P
34.11-94) ot anroputmoB xermmpoBanuss MDS nu SHA.

30.  IlepeuncnuTe OCHOBHBIE aJITOPUTMBI JIEKTPOHHOM LU(POBOM MOIIUCH U YKAXKHUTE HA UX
MPUHITUTTHATBHBIE OTIUYHSI.

31.  CoBpemeHHbIe npHIoKeHUs kpuntorpaduu. [Tpumepsr.

32. TunuyHbIe aTaky Ha OTIEPAIMOHHYIO CUCTEMY.

33. [ToHsATHE 3aIUIEHHON ONEPALlMOHHON CUCTEMBI.

34, ArmnmapatHoe o0ecredeHrue CPeICTB 3aIUThI OTIEPAIIMOHHON CHCTEMBI.

35.  IIpob6nemsl 6e3onacHoctu IP-ceteil.

36.  Hawmbonee pacripocTpaHeHHBIC BAPUAHTHI aTaK HA KOMITBIOTEPHYIO CUCTEMY Ha OCHOBE
npotokona TCP/IP.

37. ChopmynupyiiTe ciucok (YHKIIMOHATBHBIX Me()EKTOB C TOYKU 3PECHHUSI 3aIIUTHI B UC-

nosib3yeMoi onepannonHoi cucreme (OC).
38. Kaxkue snementsr 6e3omacuoctu comepxut OC Windows 2000/XP/Vista?
39. Hazosure anements! 6e3omacaocta OC UNIX?

16



40. OCHOBHBIE MPAKTUYCCKHE BOMTPOCHI 3alTUTHI HH(POPMAIIHH.

41.  TlporpamMMHBIEC CPEIICTBA 3ALIUTHI U YHUUITOKECHHS HHPOPMAIIHH.

42.  OCHOBHBIE PUHIUIIBI TOCTPOCHHUS MTOACUCTEMBI HH()OPMALIMOHHON OE30MaCHOCTH.

43.  Drambl HOCTPOCHHUS OJCHCTEMbI HHPOPMALMOHHONW OE30MaCHOCTH.

44, OO6mue mpuHIHIBI 0OecTieueHnss THPOPMAITMOHHON 0€30TaCHOCTH.

45.  CpencrBa obecrieueHus: KOH(PUICHINATBHOCTH JTaHHBIX.

46. CpenctBa naeHTU(OUKAIMN U ayTeHTU(PUKAIIUK TTOJTH30BaTEIICH.

47.  IlpuBeauTe OCHOBHBIE CXEMbI HACHTU(DUKALNY U ayTEHTH(PHUKAIIUN TI0TIH30BATEIIS.

48.  JlocTomHCTBAa OMOMETPUYECKUX CIIOCOOOB MACHTHU(UKAIIMKN M ayTEHTU(DHUKAIIUN IO CPaB-
HEHUIO C TPAAUIIMOHHBIMU.

49. CpencrBa ayTeHTU(DUKAIMH SICKTPOHHBIX JIAHHBIX.

50.  IIpaBoBble MOCIEACTBUS HECAHKIIMOHUPOBAHHOI'O CheMa U MCIOJIb30BaHUS KOH(PHUACHIIN-
aJIbHOM MH(pOpPMALIUY.

51.  OcoOGeHHOCTH MPUMEHEHUS! TEXHUYECKUX CPEJICTB YHUUYTOKEHUSI HHPOPMAIIUU Ha Mar-
HUTHBIX ¥ ONTHYECKUX HOCUTEIISX.

52.  llpuBenute Ki1accu(PUKAIMIO CUCTEM 3aIUTHI IPOrPAMMHOTO 0OECTIeYeHHUSI.

53.  CpaBHHTE OCHOBHBIE TEXHUYECKHE METO/IbI U CPEACTBA 3aIIUTHI TPOrPAMMHOT0 obecIie-
YECHHUS.

54.  HasoBuTe OTIIMYMS CUCTEM 3aIIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA OT CUCTEM 3a-
IIUTHI OT HECAHKIIMOHUPOBAHHOTO KOMHUPOBAHUSI.

55.  IlpuBeamte orpeeseHNe MOHATUH «IIPOTOKOIMPOBAHUE» U «AyITUT

56.  HazoBuTe 3a1aun, peain3yeMble MIPOTOKOJIUPOBAHUEM U ayTUTOM.

S7.  JlaiiTe XapakTepUCTUKY 3a7aul aKTUBHOT'O ayJUTa.

58.  Ilepeuncnute GyHKINHU U KOMIIOHEHTHI ceTu VPN.

59.  Knaccudumupyiite VPN 1o crioco0y TEXHUYECKOW pealli3aiiy U apXUTCKType TEXHUYC-
CKOTO PELICHHUS.

60.  KakoBsI criocoOBI 3aIIUTHI HH(OPMAIHH TPU MEKCETEBOM B3aUMOICHCTBUN?

61.  Kakue kpunrorpaduyeckre IpOTOKOJIbI HCHOIb3YIOTCS /IS 3aIIUThl TEXHOIOTUN «KJITHU-
eHT-cepBep»?

(PoHJ OLIEHOYHBIX CPEACTB NPECTABICH B IPUIOKEHUH K paboydeil mporpaMmme)

7.3.2 O0pa3ubl TeCTOBBIX 3aIaHUI
CamocrosTenbHas paboTa CTyJCHTOB IPEAyCMOTPEHa YU€OHBIM TJIAHOM IO AUCHUILIHHE B 00b-
eme 72 dacoB (ouHast popma o0ydenus) u 94 yacos (3aouHas popma 0OyUeHHS).

TemaTuKa caMOCTOATEIbHON PAGOTHI:

Paszoen 1. Koppexmupyrowue kool

1. Ouenka u BEIOOp KOPPEKTUPYIOLIETO KO/Ia JJis KOHTPOJIS TOCTOBEPHOCTH MH(POPMAIUH.

2. IlocTpoeHne HUKINYECKOTO KOJJa C MUHUMAJIbHBIM KOJOBBIM PACCTOSHUEM.

3. AITOpUTM ompe/ieleHUsT KOJTUYeCTBA BAPHAHTOB OITMOOK, HE O0OHAPYKUBAEMBIX ITUKINYECKUM
KOJIOM.

4. Anroputm noctpoenus koaa [lnoTkuna.

5. AlropuT™m NOCTPOEHUSI UHTEPAKTUBHOIO KOJA.

6. ATTOPUTM TIOCTpOEHUs Ko/la MakmoHamba.

7. AropuTM NOCTPOEHUS MAXKOPUTAPHOTO LUKINYECKOTO KOJa.

Paszoen 2. Cospemennvie cummempuyrvlie KpUnmocucmembl

1. AmepukaHckuii ctannapt muppoBanus naHabix DES.

2. AnroputMm mudpoBanus gaHHbIX IDEA.

3. OreuectBeHHbl cranaapt mmdposanus ganusix ['OCT 28147-89.

4. AATOpUTM MOCTPOCHUSI KPUIITOCUCTEMBI XHJIJIA.

5. Anroput™m mmdpoBaHus HHPOPMAITMH METOJOM TAMMUPOBAHUS JUISI CHMMETPHYHBIX CUCTEM.

6. AnroputM mudpoBanus HHGOpMaLK METOI0M BepHamMa 111 CHMMETPUYHBIX CHCTEM.

7. O030p METOAOB TeHEPAIIUH, XPAHEHHUS U PACTIPOCTPAHEHUS KpUNTOrpadhHUUECKUX KITIOUYEH.
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Pazoen 3. 3awyuma 6 onepayuonnvix cucmemax

1. 3amuTa B onepaunonHoi cucteme UNIX.

2. 3ammTa B onepannoHHoi cucteme Windows NT.
3. 3amuTa B onepanuonHoi cucteme IBM OS/390.

4. MeTobl B cpeICTBA 3allIMThI OT yIaJIEHHBIX aTak uyepe3 ceTh Internet.

Paszoen 4. Accumempuunvie kpunmocucmembi

03O DN W —

. Cxema mudposanus [lomura-Xemnamana.

. Cxema mmmdposanus np-I"amarns.

. Anroput™m 1udposoit moanucu RSA.

. Anroput™ 1udposoit noanucu Dib-I"amans.
. O630p METOJI0B M CPEACTB 3alLUTHI OT YAAJIEHHBIX aTak uepes3 ceTh Internet.
. 3amuTa HHGOPMAIUH B 3JIEKTPOHHBIX IIATEKHBIX CHCTEMAaX.
. Obecnieuenme 6e30MacHOCTH ICKTPOHHBIX IIATEXKeH yepes3 ceThb Internet.

. [IporpamMMHas peanuzaius OJHOHAMNPABICHHON X31I-(PYHKIIMH Ha OCHOBE CUMMETPUYHBIX
OJIOYHBIX AITOPUTMOB.

9. Anroputw™ 1udpoBoil noanucu Dib-I"amans aas ayTeHTH(PUKALUU JIEKTPOHHBIX JJOKYMEH-

TOB.

10. Peanuzanus npoTokosa uaAeHTU(GUKAIIMY ¢ HYJIEBOU repenayeit 3SHaHHi

7.3.2 O6pa3ubl OMI1€TOB ISl MPOBEAEHUA IK3aMeHAa

Ps3aHckuil ”HCTUTYT

«YTBEPXIAIO»

(bummai) JK3aMeHANMOHHBIN OmteT Ne 1 3aB. kadempoii
MockoBckoro
rOCyJapCTBEHHOTO [0 JUCLUIUINHE «3auTa HHPOpMaLum»
MOJINTEXHUYECKOT O JUTsl O4HOM (OpMBI 00YUEHHUS,
YHHMBEpPCUTETA HanpasiieHue 09.03.02  cemectp 10 « » 2025r.
1. OGmue npuHIHIBI 0becnieueHust UH(HOPMAIIMOHHON 0€30MacHOCTH.
2. CpencrBa ayTeHTU(DUKAIIUN JICKTPOHHBIX TaHHBIX.
Ps3aHcKkuil MHCTUTYT «YTBEPXJIAIO»

(punuan)
MOCKOBCKOTO
rOCyJ1apCTBEHHOIO
MOJIMTEXHUUECKOTO
YHUBEPCUTETA

DK3aMeHAIHOHHBIN OnJyieT Ne 2

M0 JUCLUUIUINHE «3amTa HHPOpMaIU»
JUTst O4HOM (OpMBI 00YUEHMS,
HanpasieHue 09.03.02  cemectp 10

3aB. xadeapoi

«_» 2025r.

1. KakoBbl OCHOBHBIE TPUHLUIIBI (POPMHUPOBAHUS XEII-(DYHKIHH
2. JlaiiTe XapaKTEpUCTHKY TPYI TPEOOBAHHIA K CHCTEME 3aIIUTHI

7.4 MeToanuyeckne MaTepHaJibl, ONpeaesiloIMe Npouelypbl OLeHUBAHUA 3HAHMI, YMEHUI,
HABBIKOB M (MJIM) ONBITA AEATEIbHOCTH, XaPAKTePU3YIOIIHUX 3TAaMNbI (GopMHUPOBAHUSA KOMIIETEHLUMH

7.4.1 MeTtoauyeckne peKOMEHIALUH 110 IPOBEACHHUIO IK3aMeHa

1) Lean npoBeneHust

OCHOBHOM 11€JIbI0 TTPOBEJICHUSI SK3aMEHA SBIISIETCS ONPEACIICHUE CTEIEHU JOCTHXKEHHUS LeJIel o
y4eOHOU AUCHUIUIMHE WK ee pazaenaM. OCymecTBIIeTCs 3TO MMPOBEPKON M OLIEHKOW YPOBHS TEOPETH-
YECKUX 3HAHUMN, MOJYUYECHHBIX CTYICHTAMH, YMEHUS MPUMEHSATh MX K PEIICHUIO MPAKTHUUYECKUX 3aj]ad,
CTETIeHU OBJIAZICHUsI CTyJ€HTaMH MPaKTUYECKUMH HaBbIKAMHU U YMEHUSIMU B 00beMe TpeboBaHui pabdo-
4eil mporpaMMBbl IO AMCIUILTHHE, a TAK)KE UX YMEHHE CaMOCTOSTENIbHO paboTaTh ¢ y4eOHOM IuTepary-

poii.
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2) ®opma npoBeaeHUs

@opMOH MPOMEKYTOUHON aTTECTALMM 110 JAHHOM JUCLUILIMHE BOCBMOM CEMECTpPE B COOTBET-
CTBMHM C y4eOHBIM IrpauKoM, ABISAETCSA dK3aMEH. DK3aMEeH IPOBOJUTCA B 00beMe pabodel mporpaMmsl
B YCTHOH (popme. DK3aMEHAIIMOHHBIE OMJIETHI MOTYT UMETh JIBE YaCTH - TEOPETUYECKYIO M IpaKTHde-
cKkyto. [IpakTiueckas yacTb MOXKET OLICHUBATHCS C MOMOIIbIO TEXHUYECKUX CPEACTB, IIPU 3TOM OMJIETHI
COoZIepKaT TOJIKO TeOopeTUYecKre Borpockl. MH(popmamus o CTpykType OMIIETOB TOBOJUTCS CTYIEHTaM
3a0J1arOBpEeMEHHO.

3) Metoa npoBeeHust

DK3aMeH IPOBOJUTCA IO OUIIETaM WM C UCIOJIb30BAHNUEM CIIMCKA BOIIPOCOB.

IIo mpakTHyeCcKUM BOIpOCAM JIOIyCKAaeTCs NMPOBEPKA 3HAHUM C IOMOIIBI0O TEXHUYECKHUX CPEICTB
KoHTpoJs. [Ipr HEOOXOIMMOCTH MOTYT pacCMaTPUBATHLCS JOMOTHUTEIBHBIE BOIPOCHI U MPOOJIEMBI, pe-
11aThCs 3a1a4l U IPUMEPHI.

4) Kputepun 10mmycKka CTyIeHTOB K 3K3aMEHY

B cootBercTBUM C TpeOOBAaHUAMM PYKOBOSIIUX JAOKYMEHTOB M corylacHO [lono)keHuto o Teky-
IIEM KOHTPOJI€ 3HAaHUHN U IPOMEKYTOYHON aTTECTALUU CTYJIEHTOB HHCTUTYTA, K 9K3aMEHY J0IYyCKaIOTCs
CTY/IEHTHI, BHIIIOJHUBILNE BCEe TPEOOBaHUS Y4€OHOH MPOrpaMMBI.

5) OpranuszanuoHHbIe MEPONIPUATHS

5.1. Haznauenue npenonasaTesis, IPUHUMAOIIETO SK3aMEH.

DK3aMeHbl IPUHUMAIOTCS JIMLIAMHU, KOTOPbIE YUTAJIH JIEKLIMHU 110 JaHHOW AucuuIuiuHe, Pemennem
3aBeJyrouiero kadeapoi onpenenstoTcss TOMOIHUKYA OCHOBHOMY 3K3aMEHATOpy M3 YMClla IpernojiaBa-
TeJeH, BeAyUIMX B JAHHOM IpyIIe NPaKTUYECKUE 3aHATHUS, a €CJIM JIEKIUH 110 pa3ziesaM y4eOHOo# nuc-
LUIUIMHBI YATAINCh HECKOJIBKUMU IPENOAABATEISAMH, TO ONPEAEIAETCS COCTaB KOMUCCHM JUIsl pUemMa
sk3ameHa. CTyieHTaM Py 3TOM OIIEHKA BBICTABJISIETCSI METO/I0M IIOTOKA.

5.2. KoHkpeTrusanuus yciaoBUi, IPH KOTOPBIX CTYAECHTHI OCBOOOXKIAIOTCS OT CAayu dK3aMmeHa (oc-
HOBA - Pe3yJIbTaThl PEUTUHIOBON OLIEHKH TEKYIETO KOHTPOJIS).

ITo mpeacraBieHuIo NMpenoaaBaresis, BEAyLIero 3aHATHs B yueOHOH rpyIine, 3aBeAyonmi kadpea-
POii MOXKET 0CBOOOJUTH CTYACHTOB OT c/1auu AKk3aMeHa. OT sK3aMeHa 0CBOOOXAAIOTCS CTYAEHTHI, IIOKa-
3aBIIMX OTJIMYHBIE U XOPOLIME 3HAHUS 10 pe3ysIbTaTaM PEHTHHIOBOM OLIEHKH TEKYILEro KOHTPOJIS, C
BBICTABJIEHUEM UM OLIEHKH «xopoio». Co CTyAeHTaMH, UMEIOIMMHU MPETEeH3UU Ha OLEHKY «OTIMYHOY,
IIPOBOJIUTCS coOece0BaHNE BO BpeMs 3ayeTa UM BO BPeMs MPOBEICHUS KOHCYIbTALUU MEpes IK3aMme-
HOM.

6) MeToanyeckue yKazaHusl IK3aMEeHATOPY

6.1. Konkperusupyercs padora mpenojaBaTesiell B mpej 3a4€THHIN NEpUoa U B IEPUO HETIOCPEI-
CTBEHHOM MOJTOTOBKH 00yUaIOMIUXCS K 9K3aMEHY.

Bo Bpems moAroTOBKM K 3a4€Ty BO3MOKHbBI MHIUBUIYaIbHbIE KOHCYIbTAIIUH.

6.2. YTOUHAIOTCSI OPraHU3aLMOHHBIE MEPONPUITHS U METOJAMUYECKUE NPHUEMBI NPU IMPOBEAECHUHU
HK3aMEHa.

Konn4yecTBo 0HOBpPEMEHHO HAXOJSIIIMXCH JK3aMEHYHWIIUXCA B ayauTtopuu. B ayauropuw,
/i€ MPUHUMAETCS HK3aMEH, MOXKET OJIHOBPEMEHHO HaXOJIUThCS CTYJEHTOB U3 pacuera He Oosee aecatu
9K3aMEHYIOLIMXCS Ha OJTHOTO 3K3aMEHaTopa.

Bpemsi, oTBeIeHHOE HA MOATOTOBKY OTBETA 110 OMJIETY, HE JOJDKHO MPEBBIIATh: s 3a4yera — 40
MUHYT. [lo McTeUYeHUIO JaHHOTO BPEeMEHH TOcCie MOJydeHus OuieTa (Bompoca) CTYAeHT JO0JKEH ObITh
TOTOB K OTBETY.

Oprasm3anus NPpaKTHYEeCKOH 4YacTH 3K3aMeHa. [IpakTuyeckas 4acTh 3K3aMEHa OpPraHM3yeTcCs
TaK, 4ToObl o0OecreyrBaiach BO3MOXXHOCTh MPOBEPUTHh YMEHHUE CTYJIEHTOB MPHUMEHSTHh TEOPETHUUYECKHE
3HAHUA NIPU PELIEHUM NPAKTUUYECKUX 3aJaHUI, OCBOEHHE KoMIleTeHIMi. OHa MPOBOAUTCS MMyTEM IOCTa-
HOBKHU 3K3aMEHYIOIMMCS OTIENbHBIX 3ajlad, YIpaKHEHUH, 3a/laHui, TpeOyIoIMX MPaKTUYECKUX Aei-
CTBUH IO PEIICHUIO 3aAaHni. KaXKaplil CTYyIEHT BBINOJIHSET 3a/laHue CaMOCTOSITENIBHO IIyTEM IIPOU3BOI-
CTBa pacyeToB, PEIICHUs 3a/1a4, paboThl ¢ JOKyMeHTaMU U Ap. [Ipu BeINOTHEHMN 3alaHUM CTYAEHT OT-
BEYaeT Ha JOIOJIHUTENIbHBIE BOIIPOCHI, KOTOPHIE MOXKET CTABUThH IK3aMEHATOP.

HeiicTBus 3K3aMeHaTOpA.

CryneHty Ha 5K3aMeHe pasperiaercst Opath oauH Ouier. B ciydae, Korja 3K3aMeHYIOIIUICS He
MOJKET OTBETHTh Ha BOIIPOCHI OMIeTa, €My MOKET OBITh IIPEJOCTaBIEHA BO3MOXKHOCTh BBIOPATh BTOPOM
OUJIeT pU yCIOBUU CHWKECHHUS OLIEHKM Ha 1 Oa.
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Bo Bpems ucnbiTaHusS MPOMEKYTOYHOM aTTECTAIlMU CTYICHTHI MOTYT IOJh30BaThCS PabOYMMU
porpaMMaMi Y4eOHBIX TUCIUIUIMH, a TAKXKE CIPABOYHUKAMH U MIPOYUMH UCTOYHUKAMU HH(OpMaLnH,
MepeYEHb KOTOPHIX YCTAHABIMBACTCS MPETOIaBATEIIEM.

Hcnonb3oBanne maTepuanoB, HE MPEAYCMOTPEHHBIX YKa3aHHBIM IEPEYHEM, a TAK¥KE IOIbITKA
oOIIeHNsT ¢ OPYTUMHU CTYJIGHTaMH WJIM WHBIMHU JIMIIAMH, B TOM YHUCJE C MPUMEHEHHEM 3JICKTPOHHBIX
CPEACTB CBSA3U, HECAHKLUMOHUPOBAHHBIE IPEIOIABATENEM IIEPEMELIEHHUE 10 AYAUTOPUU U T.II. HE pas-
pelaeTcst ¥ SIBJISIOTCS OCHOBAHHMEM ISl YIAJICHUS! CTYACHTA U3 ayJAUTOPUM C MOCIECAYIOIMIMM MPOCTaB-
JICHHEM B BEJIOMOCTH OLICHKH «HEYJOBJIECTBOPUTEIIHLHO.

CryneHT, MONy4YMBIIMN HAa SK3aMEHE HEYIOBJIETBOPUTEIBHYIO OILEHKY, JTUKBUIUPYET 3a0JKECH-
HOCTb B CPOKH, YCTAaHABJIMBAEMbIM IIPUKA30M IHUpPEKTOpa MHCTUTYTAa. OKOHYATeNbHAs Iepecaada dK3a-
MeHa MPUHUMAETCS KOMHCCHEH B COCTaBE TPEX UEIOBEK (3aBeAyromuii Kadeapoid, IEKTOp MOTOKa, Tpe-
MoJaBaTeNb POACTBEHHOMN JUCIUIUIMHBI).

3ajaua mpenojaBaress Ha 9K3aMEHE 3aKJII0YaeTcsi B TOM, YTOObl BHUMATENIBHO 3aCiyIlaTh CTY-
JICHTA, MPOKOHTPOJIUPOBATH PEIICHUE MPAKTUYECKUX 3aJaHUH, IPETOCTABUTH €MY BO3MOXKHOCTD MOJIHO-
CTBIO M3JIOKUTH OTBET. 3aCIylIWBas OTBET U aHAIM3UPYSd METOIbl PEIICHUN MPAKTUYECKUX 3aJaHUM,
MIPENO0/IaBaTellb MOCTOSTHHO OLIEHUBAET HACKOJIBKO IMOJHO, CUCTEMHO U OCMBICIEHHO OCYILECTBIISIETCS
OTBET, PEUIAETCA MPAKTUYECKOE 3a/IaHHE.

Cuutaercs 6€CTaKTHOCTBIO MPEPHIBATH OTBET CTYJEHTA, MPEkKAEBPEMEHHO /1aBaTh OLIEHKY €ro OT-
BETaM U JCHUCTBHSIM.

B Tex ciydasx, Korja OTBETHl Ha BOINPOCHI WM MPAKTUYECKHE NEHCTBUS OBLIM HEIOCTaTOYHO
MOJTHBIMU WJIM JTIOMYIIIEHBI OIMOKH, MIPETO0/IaBaTelb MOCIe OTBETOB CTYJIEHTOM Ha BCE BOIPOCHI 33/1a€T
JOTIOJTHUTEIbHBIE BOIIPOCHI C LIETBI0 YTOYHEHUSI YPOBHS OCBOEHUS NUCUMILIMHBL. Coaep:kaHue UHAUBU-
JyaJdbHBIX BOTIPOCOB HE JIOJDKHO BBIXOJIUTH 32 paMKH padodeit mporpammbel. Eciu cTyACHT 3aTpymHSET-
Csl cpa3y OTBETUTh Ha JOMOJHUTEIbHBIN BOIPOC, OH JOJIKEH CIPOCUTH Pa3peleHus MPEeI0CTaBUTh EMY
BpEMs Ha MOATrOTOBKY M ITOCJE NOATOTOBKM OTBEYAET HA HETO.

HIkana u KpuTEpUU OLCHUBAHUS

Tabmuua 11 — Illkana 1 KpUTEpUH OLICHUBAHUS OTBETA Ha SK3aMEHe

Onenka

Kpurepun
«OTJIMYHO» «X0pOoLIO» «yA0BJICTBOPUTEJIBHO»

O6beMm I'my6okue  3Ha- | [loctaTouHo
HUS, YBEpEHHbIE | [TOJIHbIE 3HAHMS,
JEUCTBUS 10 pe- | MpaBUIbHbBIE
LICHUIO TPAKTH- | AEHUCTBUA no | Teepasle 3HaHHUS B 00BEME OCHOB-
YECKUX 3aJaHUi B | PEILIEHUIO IIPAK- | HBIX BOIPOCOB, B OCHOBHOM IIpa-
MOJIHOM 00beMe | THYECKUX 3ajla- | BUWJIbHbIE pEIIEHUS MPAKTUYECKUX
y4ueOHO npo- | HUK B 00BbeMe | 3aJjaHMii, OCBOCHHE BCEX KOMIIETEH-
rpaMMBbl, OCBOE€- | yueOHOW  Mpo- | Ui

HUE BCEX KOMIIE- | TPaMMBbl, OCBOE-
TeHIIUHN HHE BCEX KOM-
MeTeHITHI
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CucreMHOCTD OtBetel Ha BO- | OTBeTHI Ha BO- | OTBETHI Ha BO-
MPOCHl  JIOTUYHO | TIPOCHI yBSI3aHBI | MPOCHI B TIpeJie-
yBsI3aHbI C y4ueO- | ¢ y4eOHBIM Ma- | JaX  y4eOHOTo
HBIM  MaTepua- | TepUajioM, BHI- | MaTepHalia, BBI-
JIOM,  BBIHECEH- | HECEHHBIM  Ha | HECEHHOTO  Ha
HBIM Ha  KOH- | KOHTPOJb, a | KOHTPOJIb

TPOJIb, & TAKXKE C | TAKKE C TeEM,
TE€M, YTO HU3ydYal | 4YTO Hu3ydall pa-

panee Hee Hmeercst  HEOO-

XO0OAUMOCTh B IIO-

OCMBICIIEHHOCTD [IpaBunbubie  u | [IpaBunbHbIE Homyckaer  He-
CTaHOBKE HaBO-
yOeuTenbHbIe OTBETHI U MPAaK- | 3HAYUTEIIbHBIE
. JSIIUX BOIIPOCOB
oTBeThl. bricTpoe, | THUeckHe JAei- | omuOKU MpH OT-
IIpaBWJIbHOE U | CTBUSL. BETax U IpaKTH-
TBOPUYECKOE MpH- YeCKUX JIeHCTBU-
HATHE pewleHuii, | |IPABAIBHOE AX.
Gesympeunass or- | IPHHATHE — pe-
paGoTka pemennii | EHHH. I'pa- | Jonmyckaer He-

MOTHass  OTpa- | TOYHOCTH B TIpPH-
00TKa pelIeHUN | HATUU pEeleHUN
10 33/1aHHSIM 0 33aJJaHUSAM

3aJaHui. YMeHHe
JIeJIaTh BBIBOJIBI

WHTerpanbHas OL€HKa 3HaHUH, YMEHUHN U HaBBIKOB CTYZIEHTA OIIPEAEIIAETCS 110 YaCTHBIM OLIEHKaM
3a OTBETHI Ha BCE BOIPOCHI (3a/1aHus) OMIIeTa, B COOTBETCTBUU C Pa3paOOTaHHBIMH U YTBEPKICHHBIMHU
KPUTEPUSMH.

NuanoBanuoHHbie (opMbI IPOBEIEHUN 3AHATHI

B xome ayauTOpHBIX Y4eOHBIX 3aHSATHI HCIOIB3YIOTCS PAa3IMYHbIC WHHOBAIMOHHBIE (DOPMBI U
cpencTBa 00y4eHHsI, KOTOpbIE HAIMPaBJICHBI Ha COBMECTHYIO paboTy mpernojaBareis U o0ydaromuxcs,
o0CyXKJIeHHE, TIPHHITHE TPYIIIOBOTO pelicHHs. Takue MEeTOAbl CIIOCOOCTBYIOT CILIOUEHHUIO TPYIIIBI H
00ecrneurnBaT BO3MOXXHOCTH KOMMYHHUKAIIMI HE TOJIBKO C MpEnojiaBaTesieM, HO U C APYTUMHU oOydae-
MBIMH, OTIMPAIOTCS HA COTPYAHUYECTBO B IMPOIIECCE TTO3HABATEIILHOM JICATEIIHHOCTH.

YcnemHas peanusanus Coaep:KaHusi Kypca OCHOBBIBAETCS HA UCIIOJIb30BAHUM aKTHBHBIX U UHTEP-
aKTUBHBIX METO/IOB 00yueHus (Tabnuma 13).

Ta6J11/1ua 13 — I/IHTepaKTI/IBHHe O6pa30BaTeJ'H:>HLIe TCXHOJIOTHUH, UCIIOJIb3YCMBIC B aYAUTOPHBIX 3a-
HATUAX

Ne | Paszpen (tema) nucuunauHbl | Buja 3aHsaTus ®opma padoTbI
n/n
Anroputmsl mudposanus. An- | [Ipaktuueckoe | IlpencraBienue u obcyxaeHNE JOKIAI0B
1 | ropuT™mbl ayTeHTU(DUKAITH 3aHATHE
I10JIb30BATEIEH.
2 3amuTa nHpopmanuu B cetsax. | [Ipaktuueckoe | [IpeacraBineHue u obcyxieHue T0KIaI0B
3aHATHE

8. Oco0eHHOCTH OpraHU3aIuu 00y4YeHHUsI JJIsl JIUIl C OTPAHMYEHHBIMU BO3MOKHOCTSIMH 3/10-
POBbSI H HHBAJIUI10B
[Tpu HeoOxomuMoOCTH paboyasi mporpamMMma AUCIUILTUHBI MOXKET OBITh aJlaiTUpOBaHa sl obecrie-
YEeHHUs1 00pa30BaTEIBHOTO MPOIECCa HHBAIHU/IOB H JIMIl C OTPaHUYECHHBIMH BO3MOYKHOCTSIMH 3JI0POBBS, B
TOM YHCIIE U TUCTAaHIMOHHOTO 00yueHus. /s aToro Tpedyercs 3asBiIeHUE CTYACHTA (€r0 3aKOHHOTO
MPEACTABUTEINS) U 3aKITFOUEHUE TICUXO0JIOTO-MeIuKo-Tieaarorunyeckoit komuccuu (ITMIIK).
B cjrydac HGOGXOIII/IMOCTI/I, OGY‘IaIOH_II/IMCH H3 4YucCiia Jul ¢ OTpaHUYCHHBIMHU BO3MOXKHOCTSIMU
3II0POBBSI (IO 3asBJICHUIO 00YYAIONIET0Cs) a JUIsi HHBAJIH/IOB TAK)KE B COOTBETCTBHH C MHIMBHIYyaTbHON
IPOrpaMMoOil peadMInTallui UHBAIKUIA, MOTYT IMpelaraTbCs CIEAYIOIINE BApHAHTBI BOCTIPUATUS y4eo-
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HOW MH(GOpPMALMK C YY9ETOM HMX HWHAWBUAYAIBHBIX NCUXO(PHU3NIECKUX OCOOCHHOCTEH, B TOM HYHCIIE C
MPUMEHEHHEM 3JIEKTPOHHOT'O OOYUYEHUS ¥ TUCTAHIIMOHHBIX TEXHOJIOTHIL:

- JUISl JIAL C HApYIICHUSAMH 3PEHUS: B IIEYaTHON (OopMe yBEIMYCHHBIM MIPU(TOM; B OpMeE HIIeK-
TPOHHOTO JIOKYMEHTa; B ¢opme ayauodaiina (mepeBo] yueOHbIX MaTepuanoB B ayauodopmar); B Iie-
4aTHOH (opMe Ha si3bIKe bpaiins; nHIuBHyanbHbIe KOHCYJIBTAUU C IPUBJICYEHHEM TH(IOCYpIonepe-
BOJIYMKA; MHMBHIyaJIbHbIC 3aJJaHHS U KOHCYJbTAIUH.

- 711 JIML ¢ HapyIICHUSMH CiIyXa: B Ie4aTHON (opme; B Gopme 3JIeKTPOHHOTO TOKYMEHTA; BHU-
JeoMaTepHuaibl ¢ CyOTUTpaMy; WHAMBHyalIbHbIE KOHCYJIbTALUU C TPUBJICYCHUEM CYPJIONEPEBOUNKA;
VHIUBHUTyaJIbHBIC 3a/IJaHUS U KOHCYJIBTALIUH.

- JUIi JIML C HApYIICHWSMHU OINOPHO-IBUTATEIBHOTO ammapara: B medatHou ¢opme; B dopme
AJIEKTPOHHOTO JIOKYMEHTa; B (hopme ayanodaiina; HHINBUAYAIbHBIC 3a1aHUS M KOHCYJIbTAIIH.
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