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1. TlepeyeHb MJIAHHPYEMBIX Ppe3yJIbTATOB O0Y4YeHHMsl MO JAWCUMILIMHE, COOTHECEHHBIX C
IUIAHMPYEMbIMH Pe3yJIbTATaAMH 0CBOCHHUSI 00pa30BaTeIbHON NMPOrPaMMbI

1.1. Illeab ocBOEHUS M CIUATNIIUHBI

Lenpro ocBOEHUS TUCHUILITUHBI siBisieTcs (1):

K ocHOBHBIM 3a/1auaM M3y4eHMs JUCLUIUIMHBI OTHOCHUTCS MOATOTOBKA OOY4YarOLIMXCs K BBINOJI-
HEHHIO CIIETYIONNX TPYIOBBIX (DYHKIIHI B COOTBETCTBUH € TPO(ECCHOHATIBHBIMY CTaHIapTami (3).

HaumenoBanue npogeccuo-
HaJbHbIX cTanaapTos (I1C)

Koa, HanmeHnoBaHue u ypo-

BeHb kKBaupukanuu OTD,

HA KOTOpbIe OPHEHTHPOBA-
HA JMCIUIIHHA

Ko u HauMeHOBaHue TPYAOBBIX
(yHKIUi, HA KOTOPbIE OPUEHTH-
POBaHa AMCUMILIMHA

40.057

Cneuua,mcm no asmomamu3u-
POBAHHbIM cucmemam ynpaeijie-
HUA np0u360()cm€0M

C, Ilposedenue pabom no
npoexmupoganuio ACVII, 6

C/02.6, H3yuenue u npeocmasne-
Hue pyKO80OCMEY 0Om4emos o ne-
Pe00B8OM HAYUOHAIbHOM U MENCOY-
HapoOHoM onvime paspadomxu u
eéneopernus ACYII

1.2. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTAaTOB Oﬁy'leﬂl/lﬂ o TMCIHMIIJIMHE

B pesynbprare ocBOEHUS AMCHUIUIMHBI «3amyTa WHGOpMAIMU» y 00ydaromerocs GopMHpPYIOTCs
npodeccuonanbuble KomrereHuun YK-2, I1K-1. ConepxkaHue yka3aHHBIX KOMIIETCHIMH U IepedyeHb
TUTAHUPYEMBIX PE3YyJIbTaTOB 00yUEHUS 110 TaHHOW TUCIUITIMHE IPEICTaBIeHBI B Ta0mume 1.

Tabnuna 1 — [Inanupyemsie pe3ysbTaThl 00y4EHUs 10 AUCIUILINHE

Kon PesyabTaTsl ocBoenus OIT ITepedyenn miIaHNpyeMbIX pe3yJIbTATOB 00y4e-
KOMIIe- (comeprkaHue KOMIIETEHLM) HUSA 10 AMCUMILINHE
TeHLHH
1 2 3
YHuBepcaibHbIe
YK-1 VYK-1. Cnocoben ocymiectBisaTh Houck, | YK-1.1. OcymecTBisieT mouck Heo0xoaumMoi nadop-
KPUTHYECKHI aHAIN3 U CHHTE3 HH(POpMa- | MaliH, OMUPAsCh HA pe3yIbTaThl aHAIHM3a TOCTABIICH-
LIUU, IPUMEHATh CUCTEMHBIN NOAXO0 11 | HOW 3a7a4u
peLIeHNs IOCTAaBJICHHBIX 3aa4
VYK-1.2. Pa3pabatsiBaeT BapuaHThI pelIeHHs PO-
OJIEMHOI CUTyalluu Ha OCHOBE KPUTHUECKOTO aHaJIH3a
JOCTYIHBIX HCTOUYHMKOB HH(pOopMamu
VYK-1.3. BoiOupaet onTUMalIbHBIN BAPUAHT PEILICHUS
3a/1a4yn, apryMEHTHPYsI CBOH BBIOOP
IIpodeccnonanbubie
[1K-1 [IK-1 CiocoOHOCTH OCYIIECTBIATH MPO- [IK-1.1 BriaBnenune moTpeOHOCTEH MOIB30BATENS MPHU
EKTUPOBAaHUE B3aUMOJCHCTBUS MOJB30Ba- | IKCIUTyaTalldM MPOTPAMMHBIX CPEICTB B YACTH rpadu-
TEJS C CUCTEMOM NP SKCIUTyaTalluy MPo- | YeCKUX MOJIh30BaTEIbCKUX HHTEpdericoB
TPAaMMHBIX CPEJICTB B YaCTH IrpadUuecKux
TIOJB30BATENBCKIX HHTEP(EHcOB [IK-1.2 TlpoexTupoBaHWe CTWIEH B3aUMOJACHCTBUS
MoJIb30BaTeNied ¢ TrpadUIecKuM TOJIH30BATEIHCKUM
uHTEpdecoM NporpaMMHOro MPOayKTa




2 MecTo QUCHHUILUIMHBI B CTPYKType o0Opa3oBaTeibHOIl mporpammbl JlucuumimHa «3ammra
uHpOpMaLUN» BXOIUT B cocTaB AucUUIUIMH bioka, popMupyemoii yuactHukamMu o0pa3oBaTeNbHBIX OT-
HOIIICHUI 00pa30BaTeIbHOM TporpamMMbl OakanaBpuarta 1mo HampapieHuio mnoarotoBku 09.03.02 Un-
(bOpMaHI/IOHHbIG CHUCTEMBbI U TCXHOJIOT'HUH.

3.1 TpeOGoBaHusi K BXOJHbIM 3HAHUSIM, YMEHHUSIM U HABBIKAM 00y4ar0IIHXCH

W3yuenmne aucUUIUIMHBL 0a3UpyeTcs Ha 3HAHUSX, MOJY4YEHHBIX IO MH(POPMATUKE B paMKax IOJIY-
YEHUs CPEIHEro 00Iero o0pa3oBaHusl.

JIst OCBOCHMS TMCIMIUINHBI «3aIuTa HHPOPMAIMN» CTYACHT JOJDKEH:

3HATh:

¢ (yHIameHTaIbHBIE OCHOBBI IIKOJIBHOTO Kypca HH)OPMATHKHY,

yMeThb:

® [IPOBOJHTH BHIYMCIICHHS B IBOUYHOM CHCTEME CUUCIICHNS,

® OCYIIECTBIIATH MEPEBOJ] YHCEN MEXKAY JABOMYHOM, NECATUYHON M IIECTHAALATEPUYHON CHUCTe-
MaMU CYHCJICHUS,

e pemiaTh 33/1a4M P MOMOIIHU (OPMYIT OYyIIeBOH anredpsl;

® CTPOUTH MPOCTEHIIHE OJOK-CXEMBbI aJITOPUTMOB,

BJIAJI€Th:

e paboTOli B TEKCTOBBIX PEJAKTOPAX;

e paboToii B pelaKTOpax IEKTPOHHBIX TAOJIHII;

e paboToii B rpaduyecKux peaakropax;

¢ MCTOJAaMHU aJIrOPUTMU3ALINU.

3.2 B3aumocBs3b ¢ APYrUMH JMCHUILTHHAMMA

B3aumocBsI3p 1aHHON MUCHUIUIMHBI C APYTUMHU JUCHUIUIMHAMU 00pa3oBaTENbHOM MPOrpaMMBbl
MpejcTaByieHa B Ta0auIe 2.

Tabnuia 2 — CTpykTypHO-JIorHyecKkas cxema (hOpMUPOBAHMSI KOMIIETEHIUI

Kommne- | IIpexmecrByrommue Jdanunas IHocnenyrommue
TeHIHS AUCHHUILINHBI AUCHHUILVINHA AUCIHHUTIHHBI

ba3n1 janHBIX,

VK-2, IIporpamMmmupoBanue ApPXUTEKTYpa BHIYUCIUTEIBHBIX CUCTEM
[K-1 Y OCHOBBI aJITOPUT- 3ammTa MH- | MaTeMaTH4YecKHEe OCHOBBI TEOPHH CHCTEM
MH3aLHHU popmanrn
OrnepaliuoHHBIE CH-
CTEMBI

TexHonorus npo-
rPaMMHUPOBAHUS

3. CTpyKTYypa M coiep:KaHue TUCIHIIIUHbI

OO0mast TpyI0eMKOCTh JUCIUTUIHHBI «3anmTa WHHOPMAIIUN» COCTABISET 3 3a4eTHBIC CITUHUIIBI,
108 akameMuyeCKHUX YacoB.

Tabmuma 3 — OObeM aucHUIUIMHBL «3amuTa WHQOpManMU» B aKaJeMUYeCKHX dacax (s od-
HOI1/3a0uHOM popM 00yUeHHsT)

Buj yueGHoii padoThl Bcero yaco

JJISl OYHOM \ Jlns1 3a04HOi




dhopmbi dopmbi

KonTakTHas palGora o0y4yamwmmuxcsi ¢ mnpenojaasare- 24 8
JeM
AyauTtopHas padora (Bcero) 24 8
B TOM YHCJIE:
Jlexumn 12 4
CemuHapbl, IPAKTUYCCKUEC 3aHATHUS 12 4

JlaboparopHbie paboThI
Bueaynuntopnasi padora (Bcero)
B TOM YHCJIE:

I'pynnoBast KOHCynbTaLUsA
CamocrosiTejibHas padoTa o0y4yawuuxcsi (Bcero) 84 100
B TOM YHCIIE

KypcoBoe npoexktupoBanue

Pacuetno-rpaduueckne paboTsl

Pedepar

Jlpyrue BUIBI 3aHATHH (n002omoska K 3auamu- 84 100
AM, 0OMawHssL paboma, n0020MoB8Ka K KOHMPOIbHOU pa-
bome, paboma c aumepamypoil)

Buj npome:xyTO4HOI aTTecTAMHU ) 9
(3 - sauem, D - sxzamen, 30 — 3auem ¢ oyenxor)

OO01mas TPy10eMKOCTh THCIIHILTHHBI, YaC 108 108
OO0masi Tpy10eMKOCTh M CUMILINHBI, 3.€. 3 3

3.1. Coaep:xanue TMCUUILIMHBI, CTPYKTYPUPOBAHHOE 10 TeMaM, JJI1 CTYJAE€HTOB OYHOH
POPMbI OBYYEHUA
Pacnipenenenue pa3aenoB AMCUUILIIMHBI «3aluTa HHGOPMALIUKY 110 BUAAM Y4€OHBIX 3aHATUN U UX
TPYAOEMKOCTh YKa3aHbl B Tabmuie 4 11 ouHON GopMBbl O0yUEHHS.

Tabnmuma 4 — Pa3zmensl QUCHUIUTHHBL «3aliuTa HHPOPMAMU» U UX TPYAOEMKOCTh 110 BHJIAM Y4eOHBIX
3aHATHH (17151 OYHOU (POPMBI O0YICHUSI)

Buabl y4eOHbIX 3aHATHI, BKIIOYAS
Ne | Pa3men AMCHUNJIHHBI . CaMOCTOSITEILHYI0 PadoTy 00yJaroLIuxcs,
n/n = U TPYA0EMKOCTh =
S (B yacax) =
= o~ I~
% =
2% s 2 = =
- S = o wa E = L =
o % é E > ot = 8
b= [=-) [3) oy = 4 (2] S
< = § = = =) : = E =«
= = S| S2| 5| 2S¢ =t
P = % = ok oK -
o Z SR | S22 = 9 [ =) /M
5 =% = S = S = e o
= ES | ma|lOa|& g5
1 2 3 4 5 6 7 8 9
BocbsMmoii cemecTp
1 OcHoBHbIE MOHATHUS U OIpe- 24 2 2 20
AeJIeHU. [IpakTnueckue
1.1 | Ucrouynuku, pucku u HOpMBI 12 1 1 10 | 3aAanusd, TECT
aTak Ha HHQPOpPMaITHIO
1.2 | IlonuTHka u cTaHAApTHI 0€3- 12 1 1 10
OTMMACHOCTH
2 Kpunrorpaduyeckune mojaenu. 28 4 4 20
2.1 | Anroputmsl mudpoBaHus. A- 14 2 2 10 | IIpakTuueckue
TOPUTMBI ayTeHTU(PUKAIINH 3aJIaHusI, TECT




I0JIB30BATEIICH.
2.2 | Mopaenu 6e30macHOCTH OCHOB- 14 2 2 10
HBIX ONEPAIIMOHHBIX CUCTEM.
3 AJIMMHHCTPHPOBAHHUE CeTeil 28 4 4 20
3.1 | BamuTa nHbOpPMAIUHU B CETAX. 14 2 2 10 | [Ipaktuueckue
3.2 | MHoroypoBHeBas 3aiuTa Kop- 14 2 2 10 | 3apmaHus, TeCT
MIOPATUBHBIX CeTeH
4 TpeGoBanus k cucremam 3a- 28 2 2 24
IUTHI HHGOPMALMHU [IpakTuueckue
4.1 | Hampasnenust pa3Butus cpeacrs | 14 1 1 12 | 3anmanus, TecT
0€30MaCHOCTH MPEATPUSITHSL.
4.2 | IlpaBoBBIC MOCIEACTBUS HE- 14 1 1 12
CaHKIMOHUPOBAHHOTO JJOCTYTA K
nHhopManuu
@opma aTTeCTANNHI 3
Bcero yacoB nmo gucIuILIMHE 108 12 12 84
3.2 Conep:kanue TUCHUIVIMHBI «3amuTa HHpoOpMaNuN», CTPYKTYPUPOBAHHOE MO pa3jieiam
(Temam)
CopepxaHue JEKIMOHHBIX 3aHATHI IPUBEACHO B TaOIHIIE 5.
Tabnuma 5 — CogeprxaHue TeKIIMOHHBIX 3aHITHIA
Nen/m | HamMmeHoBaHMe pa3jea Coaep:xanue pasaesia (TeMbl)
(TeMbl) JTUCHUILIHHBI TUCIUIIINHBI
1 2 3
1 OcHOBHbIE MOHATHS M ONIpe/ieJIeHHS.
1.1 VIcTOYHUKH, PUCKH 1 (Op- Teopus 3ammtsl nHGopMmani. OCHOBHbIC HAPABICHUSI.
Mbl aTaK Ha HH(pOpMAIIO O6ecrneuenne HHGOPMAITHOHHON 6E30MaCHOCTH U HaIpaBJie-
HUS 3amuThl. KOMIUIEKCHOCTD  (1enieBasi, MHCTPYMEHTAallb-
Has, CTPYKTypHas, (yHKIHOHAJIbHAas, BpeMeHHas). Tpebo-
BaHU K CUCTEMeE 3alllUThl HH(pOpMaMU. YTpo3bl HHPOpMa-
n. Bugsl yrpo3. OcHOBHBIE HapyleHHs. XapakTep Mpouc-
XO0XKJIeHus yrpo3. Mcrounuku yrpo3s. Ilpennoceuiku nosisie-
HUS YTPO3.
1.2 ITonuTHka ¥ cTaHAAPTHI Cucrema 3amutsl nHGopmaruu. Kiaccel kaHATOB HECAHKITHO-
OesomacHOCTH HUPOBAHHOTO MOJTy4YeHus nHdopManuu. [I[pUYHHbI HAPYIIICHHS
[EIIOCTHOCTH MH(POpPMAUU. MeTOIbl U MOJICNN OIEHKH YS3-
BuUMocTH HHpopmMaruu. OOIIass MoAelb BO3JEHCTBUS HA HHA
dopmanuto. Ob6mas Mozens Mpolecca HapyuleHHs (Qu3nye-
CKOM LIeJIOCTHOCTH MH(POpPMALIUU
2 Kpunrorpadpunueckne moaesn.
2.1 AnropuT™el IKE(ppPOBaHUSL. [TonsTue kpunrorpaduu. OcHoBHBIE BUIBI IHPPOB. O600-
AJITOPUTMBI aYTEHTUOUKA- | eppas cxema KPANTOCHCTEMBL. TTOHATHS CHMMETPHYHOI 1
HHH TOIR30BATEICH. ACUMMETPUYHON KpUNITOCUCTEMBI. OCHOBHBIE AITOPUTMBbI
KpunTorpaduueckux npeoOpazoBaHuil. OCHOBHbBIE METOIbI
KpUnTorpaguueckon 3amuThl UHPOPMALUU B KOMIBIOTEPHBIX
cuctemax u cerax. Kinaccuduxamus cpeacts kpunrorpadpude-
CKOM 3auuThl nHpopMaru. OCHOBHBIE TOCTOMHCTBA U HEJO0-
CTaTKHU aJIropuTMa mudpoBaHus JaHHBIX ¢ nomonisio DES.
2.2 Mopnenu 6e3onacuoctu oc- [Tepeuncinure OCHOBHBIE peKUMBI paboThI anroputma DES.

HOBHBIX OIICPAIMOHHBIX CHU-
CTCM.

Kak obecnieunBaeTcsi KpUITOCTOMKOCTh aCUMMETPUYHBIX
kpunrocucteM? OCHOBHOE Ha3HAYEeHUE XelI-(DyHKIIMU U OC-
HOBHbIE IPUHLIUIIBI €€ (hopMupoBanusi. OTINUUTENBHBIE OCO-
OEeHHOCTH OTeuecTBeHHOro cranaapra xem-pyakuu (IOCT
P 34.11-94) ot anropurmoB xemuposanusg MDS u SHA. Oc-
HOBHBbIE QJITOPUTMBI 3JIEKTPOHHON TU(PPOBON MOINMUCH U UX




MPUHUMIIAATIBHBIE OTANYHS. COBPEMEHHBIE PUITOKEHHS
kpunrorpaduu. Ilpumepsl. Tunnynable aTaku Ha ONEpalUOH-
HyI0 cucteMy. [loHATHE 3aMIIIEHHON ONepallMOHHON CHUCTe-
MBbI. AnmapatHoe o0ecTieYeHre CPeACTB 3alIUThI OTepaoH-
Ho#t cuctemsl. [Ipobimemsr 6e3onacHoctr IP-cereii. Hanboiee
pacpocTpaHEHHbIE BapHAHThI aTaK HA KOMIIBIOTEPHYIO CHU-
creMy Ha ocHoBe nipotokojia TCP/IP. Criucok GpyHKIIMOHATB-
HBIX J€(QEKTOB ¢ TOUYKH 3PEHUS 3aUTHI B UCIIOIB3YEeMON

onepanronnoit cucreme (OC). Dnementsl 6e3onacHocTr OC
Windows 2000/XP/Vista.

AJMMHUCTPUPOBaHUE ceTeil

3.1

3amuTa HHPOpPMAIUH B Ce-
TAX.

OCHOBHBIE IPAKTUYECKHUE BOIIPOCHI 3aIIUTHI HH(OPMAIIHH.
[IporpamMMHBIe CpeCTBa 3aIIUTHI M YHUYTOXKEHUS HHPOPMa-
ouu. OcCHOBHBIE IMPUHIMUIIBI TOCTPOCHUA TOACUCTCMbI MH-
(dopMaIoHHOH 6€30IMacHOCTH. DTaIlbl IIOCTPOCHHUS TTOACH-
cTeMbl HH()OPMAITMOHHON 0€30MaCHOCTH.

3.2

MHoroypoBHeBas 3amura
KOPIIOPAaTHUBHBIX CETEN

OO6mue npuHIKIBI 00ecTIeueHuss HHPOPMAIIMOHHOMN 0e3-
onacHocTH. CpezcTBa obecrieueHus: KOHPHUACHIUAIbHOCTH
naHHbIX. CpeacTBa UASHTUDUKALIMY U ayTEeHTU(UKALIUH
noJp3oBarene. [IpuBeanTe OCHOBHBIE CXEMBI HICHTH(HKA-
UM 1 ayTeHTU(UKALUK 11oJIb30BaTens. JloctonHcTBa 61o-
METPUUYECKUX CTIOCOO0B MIEHTU(UKALUN U ayTeHTU(PUKALUU
10 CPAaBHEHUIO C TPaJULIMOHHbIMU. CpesicTBa ayTeHTUDHUKA-
LIUU JIEKTPOHHBIX JaHHbIX. [IpaBoBbIE MOCIE1CTBUS HECAHK-
LIMOHUPOBAHHOI'O CheéMa U UCI0JIb30BaHUs KOH(UAECHIAb-
HoM nH(popmanmu. OCOOEHHOCTH IPUMEHEHUS TEXHUICCKUX
CPEACTB YHUUYTOXKEHUS MH(POPMAILIUU Ha MAarHUTHBIX M ONTH-
YECKUX HOCUTEISIX.

TpeGoBanns K cucTeMam 3aIMThl HHPOPMALHMHT

4.1

Hanpasnenus pazsutus
CpencTB 6€30MacCHOCTH
TPEIIPUSTHSL.

HpI/IBeI[I/ITe KJ'IaCCI/I(i)I/IKaHI/IIO CHUCTEM 3alIUThI IPOTPaMMHOTO
obecrnieueHus. CpaBHUTE OCHOBHBIE TEXHUYECKUE METOIBI U
Cpe/ICTBa 3aIUThI MPOTPAMMHOT0 obecrieueHusi. OTIMUns CH-
CTEM 3aIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA OT CUCTEM
3alUTHl OT HECAaHKLMOHUPOBAHHOIO KonupoBaHus. Onpene-
JIEHUE TIOHATUH «IIPOTOKOJIMPOBAHUE» U «ayJIUT». 3a]1auH,
pEaIM3yEMBIC IPOTOKOJIHUPOBAHUCM U ayAUTOM U UX XapaKTC-
PUCTUKH

4.2

IIpaBoBBIE IOCIENCTBUSA HE-
CaHKLIMOHMPOBAHHOTO J10-
CTyma K uHpopmManuu

[lepeuncnure ¢pynknuu u komnoHeHTsl cetn VPN. Knaccu-
¢unupyiite VPN no cnocoOy TeXHHYECKOM peanu3alud U
apXUTEKType TeXHU4eckoro pemieHus. KakoBbl crnocoObl 3a-
MUTHl UHGOPMALMK TIPU MEXCeTeBOM B3aumojeiictun? Ka-
KM€ KpUnTorpaduyeckue MpoTOKOJIBI UCIOJIb3YIOTCS IS 3a-
IIUTHI TEXHOJIOTUU «KJIUEHT-CEpBEP»?

Tabmuna 6 — ComeprkaHue MPaKTHYECKUX 3aHATHI

Ne i/

HaumenoBanme pa3jaesna
(TeMbl) TUCHUTITHHBI

Copep:xanue pa3aesa IUCHUATIHHbBI

2

3

OcHOBHbBIE IOHATHS U onpeacjJacHus.

11

Ucrounnku, pucku u dop-
MBI aTaK Ha HHPOPMAITUIO

TpeboBanus K cucTeMe 3aluThl HHGOpMaluu. YTpo3bl HH-
dopmanuu. Bunsl yrpo3. OcHOBHBIE HapyIIeHUs. XapaKTep
poucxoxaeHus yrpos. Mcrounuku yrpos. Ilpeanocsuiku mo-
ABJICHUS YTPO3.




1.2 [TonuThka u cranaapThl MeToapl 1 MOJENH OIEHKH YsA3BUMOCTH HHpopmManuu. OO01ias

GesomnacHocTH MoJenb Bo3AeicTBHs Ha uHpopMmamuo. O6mas Moaeab Ipo-
1[ecca HapymeHus (U3HIeCcKOoil MeT0CTHOCTH HH(opMaIuu
2 Kpunrorpaguyeckue Moaesu.
2.1 AunroputMsl WKH(pPoBaHKL. OcHosuble BubI mudpoB. O000mEHHAS cXeMa KPUIITOCH-

ANTOpUTMBI ayTeHTH(HKA-

. ctembl. OCHOBHBIE alITOPUTMBI KpUITOrpaduueckux npeood-
[[UU MOJIb30BaTENEH.

pasoBanuii. OCHOBHbIE METObI KPUIITOTPA(YUIECKON 3aIIUTHI
nH(OpMallMU B KOMIIBIOTEPHBIX CUCTEMAX U CETSIX..
2.2 Monenu Ge3onacuocTn oc- | OcHoBHBIE pexkuMbl paboTs! anroputma DES. OcHoBHOE
HOBHBIX OTICPALIMOHHBIX CH- | paspagenne Xem-QyHKIUHE ¥ OCHOBHEIE IIPHHIMIIBL €€ Gop-
CTeM. MupoBaHuA. OTIUYUTEIbHBIE 0COOEHHOCTH OT€YECTBEHHOTO
crangapra xem-GpyHkiuu (COCT P 34.11-94) ot anroputmoB
xemnposanusg MDS u SHA. OcHOBHBIE alITOPUTMBI 3JIEK-
TPOHHOM LU(PPOBOI MOAMUCU U UX TPUHIUTHAIBHbBIE OTIH-
yus. CoBpeMeHHbIE MPUIOKEHHU Kpuntorpaduu. [Ipumepsi.
ITpo6nemer 6e3omacuoctu IP-cereii. Hanbomnee pacnpoctpa-
HEHHBIC BAPHAHTHI aTaK Ha KOMITBIOTEPHYIO CUCTEMY Ha OC-
HoBe nipotokoja TCP/IP.

3 AJIMHHUCTPHPOBAHHE CeTeM
3.1 3amuTa nHdopMaluu B ce- | . [IporpaMMHbIE CPEICTBA 3AIUTHI U YHUUTOKEHUS HHPOP-
TIX. Marui. OCHOBHBIE PHHIIUTIBI IOCTPOEHHUS OACHCTEMbI HH-
dbopManmoHHON 6€30MaCHOCTU. DTaNbl TOCTPOCHUS MOICH-
cTeMbl HH()OPMAIIMOHHON 0€30MaCHOCTH.
3.2 MmnoroyposneBas 3amuTa CpenctBa uAeHTH(PUKAIUY U ayTeHTU(DUKAIIH [T0Ih30BaTeE-
KOPIOPAaTHBHEIX CCTCH neit. [IpuBenuTe OCHOBHEBIE CXEMBI UICHTH()UKALIMU U ayTEH-
tudukanuu nosup3opareis. CpeacTBa ayTeHTHUPHUKAIIUHT DIIEK-
TPOHHBIX JaHHBIX. OCOOEHHOCTH MPUMEHEHHS TEXHUIECKUX
CPEICTB YHUUYTOXKEHUS MHPOPMAIIUU HA MATHUTHBIX U OINTHU-
YECKHX HOCHUTEJISIX.

4 TpeboBaHus K cMCTeMaM 3aIIUThHI HHpoOpMannu
4.1 Hamnpasienus passutust CpaBHUTE OCHOBHBIE TEXHUYECKUE METOBI U CPEACTBA 3alllU-
CPeIICTB be3onacHoCTH ThI IPOrPAMMHOT0 obecnedens. OnpeeneHne MOHATHI
TPCATPHATHA. «IPOTOKOJIMPOBAHUEY U «AYAUT». 3a]1a4, pealln3yeMble IPo-
TOKOJIMPOBAHUEM M ayJTUTOM M UX XapaKTEPUCTHKH
4.2 IIpaBoBbie mocencTBys He- | Knaccupuuupyiite VPN 1o cnoco0y TeXHHMYECKOH peanu3a-
CaHKIMOHMPOBAHHOTO 10~ | yyy i apXuTEKType TEXHMYECKOro pemieHus. Kakossl crnoco-
CTYNa K HHpopManuu Obl 3aluThl MHPOpPMAIMU NpPU MEXKCETEBOM B3aMMOJEH-
crBun? Kakue kpunrorpaguueckue NpoTOKOJIbI UCTIONb3YIOT-
Cs1 JUTsI 3aITUTHI TEXHOJIOTUN «KIIMEHT-CepBEp»?

4. MeToanyecKue YKazaHus 1J1s1 oﬁyqamnmxca 10 OCBOCHHIO JUCHHUITJIMHbI

4.1. O0mue MeToaMYeCKHEe PEKOMEHIAIUH M0 OCBOCHUIO JMCIHUILIMHBI, 00pa3oBaTe/bHbIe
TeXHOJIOTHH

JlMcuuIuinHa peanu3yeTcss MOCPEJCTBOM MPOBEACHUS KOHTAKTHOH paboThl ¢ 0O0ydaromMMHUCS
(BKJIIOUAs MPOBEJCHHUE TEKYLIETO KOHTPOJIS YCIIEBAEMOCTH ), CAMOCTOSITEIIbHON pabOThl 00yJaroIuxcs U
MIPOMEKYTOUHON aTTEeCTAIHH.

KonrtaktHas pabota MokeT OBITH ayAWTOPHOW, BHEAYJUTOPHOM, a TaKXKe MPOBOIUTHCS B DIIEK-
TPOHHOH MH(POPMaLIMOHHO-00pa3oBaTeIbHOl cpeae nuetutyta (nanee - SMOC). B ciydae nmpoBeaeHus
4acTU KOHTakTHOM paboTel o aucuumuinie B OMOC (B cOOTBETCTBUU C paclUCaHUEM Y4eOHBIX 3aHS-
TUI), TPYA0EMKOCTh KOHTaKkTHOU padoTa B DMOC sKkBHUBaNieHTHa ayAUTOPHOI paboTe.

[Tpu mpoBeeHuN yueOHBIX 3aHATUH MO AUCHUILINHE 00eCIeUnBaeTCs pa3BUTHE Y 00YyJatoIXCcs
HaBBIKOB KOMAaHIHON pabOThI, MEKIMYHOCTHOH KOMMYHHUKAIIUU, TPUHSATHS PEIICHUH, JTUACPCKUX Ka-
4ecTB (BKJIIOYAs MPOBEICHHE WHTEPAKTUBHBIX JICKIH, TPYNIOBBIX AUCKYCCHH, POJIEBBIX UTP, TPEHUH-



rOB, aHAJM3 CUTyalluid M MMUTAIMOHHBIX MOJENEH, MpenojaBaHue IUCHUIUIMHBI B (hopMe Kypca, co-
CTaBJICHHOTO Ha OCHOBE PE3YJIbTATOB HAyYHBIX UCCIIEIOBAHUM, TPOBOJUMBIX HHCTUTYTOM, B TOM YHUCIIE
C Y4E€TOM PErHOHAJIbHBIX 0COOEHHOCTEN MPO(eCCUOHATBLHON AEITEIbHOCTH BBITYCKHUKOB U MOTPEOHO-
crell paboronaTeneii).

[IpenogaBanne AUCUMILTUHBI BEAETCS C MPUMEHEHUEM CIIEIYIOIINX BUIOB 00pa30BaTEIbHBIX TEX-
HOJIOTHIA:

- 91eKMpoHHOe 00yyeHue;

- npobemuoe odbyuenue;

- pazoop KOHKPEemHuwlX CUmyayutl;

Pe3syabTar 00yyeHusi cuuraercsi cOpMHUPOBAHHBIM (MOBBILIEHHBIH YPOBEHb), €CIIM TEOpE-
TUYECKOE COJIEpKAHUE Kypca OCBOEHO MOJHOCTBIO; MIPU YCTHBIX COOECEIOBAHUSAX CTYACHT MCUYEPIBIBA-
I01IE, TTOCJIEIOBATENFHO, YETKO U JIOTHYECKH CTPOMHO M3JaraeT y4eOHbI MaTepuai; cBOOOJHO CIpaB-
JSETCS ¢ 3aJa4aMy, BOMPOCAMH W JPYTUMH BHJIAMU 3aJaHUM, TPEOYIOIUX MPUMEHEHHUS 3HAHHMA, MC-
M0JIb3YEeT B OTBETE JOMOJHUTENbHBIN MaTepua; Bce MpeyCMOTpEeHHbIe paboueil yueOHOI mporpaMMoit
3aJlaHUs BBIIIOJIHEHBI B COOTBETCTBUU C YCTAHOBJICHHBIMU TPEOOBAaHUSMH, CTYICHT CIIOCOOEH aHAN3U-
pOBAaTh MOJIYUYCHHBIE PE3YNIbTATHI;, MPOSIBISIET CAMOCTOSTEIILHOCTh MPHU BBIMOJTHEHUN 33JaHUIMYTO COOT-
BETCTBYET MOBBIICHHOMY YPOBHIO CPOPMHUPOBAHHOCTH PE3YJILTATOB O0yUICHUSI.

Pe3yabTaT 00yuyeHusi cuntaercss ¢(pOpMHPOBAHHBIM (IIOPOrOBBIi YPOBEHbB), €CIIU TEOpETUYE-
CKO€ COJIepKaHNe Kypca OCBOCHO MOJTHOCTHIO; TIPH YCTHBIX COOECEIOBAHUSAX CTYACHT MOCIEOBATEIBHO,
YEeTKO U JIOTHYECKH CTPOMHO M3J1araeT yueOHbII MaTepHall; CIpaBIisieTcs ¢ 3a/ladaMu, BOIIPOCAMU U IPY-
TUMH BHJIaMHU 3aJ[aHUK, TPeOYIOINUX TPUMEHEHUS 3HAHWH; BCE MPEIYCMOTPEHHBIC padouei ydeOHOMH
MPOrpaMMOil 3aJaHus BHIMIOJHEHBI B COOTBETCTBHH C YCTAaHOBIEHHBIMU TPEOOBAHUSAMHU, CTYJIEHT CIIOCO-
OCH aHaJIM3UPOBATH MOJYYECHHBIC PE3YJbTATHI; MPOSIBIIICT CAMOCTOSATEIIFHOCTh TIPH BBITIOJHEHUH 3a/1a-
HUH, YTO COOTBETCTBYET IOPOrOBOMY YPOBHIO C(HOPMUPOBAHHOCTHU PE3YJIbTATOB OOyUEHUSI.

Pe3yabTaT 00ydyenusi cunraercss Hec)OPMUPOBAHHBIM, €CJIH CTYJEHT MPHU BHITIOJHEHUU 3a]1a-
HUN HE JEMOHCTPUPYET 3HAHUU yueOHOro Marepuala, JOMycKaeT OIMOKH, HEYBEPEHHO, C OOJIBIIUMU
3aTPyAHCHUSIMU BBITIOJHACT 33JIaHUsI, HE JIEMOHCTPUPYET HEOOXOAUMBIX YMEHHUM, Ka4e€CTBO BBHIMOJIHEH-
HBIX 3aJJaHUl HE COOTBETCTBYET YCTAHOBJIEHHBIM TPEOOBAHUSAM, YTO COOTBETCTBYET AONOPOTOBOMY
YPOBHIO.

4.2. MeToauyecKue yKa3aHus 1Jisl 00y4aKUIUXCH M0 OCBOCHUI) TUCHMIJIMHBI HA 3aHATHAX
JIEKIIUOHHOT0 THIIA

JlekIIMOHHBIN KypC MpeArnoiaraeT CUCTEMAaTH3UPOBAHHOE M3JI0’KEHHE OCHOBHBIX BOIPOCOB Te-
MaTHYECKOro IMiaHa. B Xo/ie TeKIIMOHHBIX 3aHITHI PaCKPBIBAIOTCS 0a30BbIE BOMPOCH B paMKax KaXKIOu
TeMbl JUCHUTIIUHBIL. O003HAYAIOTCS KIIIOUEBBIC aCTIEKTHI TEM, a TAKXKE JETAI0TCs aKIIEHThI Ha HanboJsee
CJIOKHBIE M BaXKHBIE MOJIOKEHHSI U3y4aeMoro maTtepuaia. Marepuaibl JEKUUNA SBISIIOTCA OMOPHOM OC-
HOBOMU JIJIs1 TIOJITOTOBKU OOYYAIOIIUXCS K MPAKTUYECKUM 3aHITHSAM / TaOOpaTOPHBIM paboTaM U BBHITIOJ-
HEHUS 3aJ]aHUi CaMOCTOSTENIbHOM paboThI, a TaKKe K MEPONPUATHUSIM TEKYIIEro KOHTPOJIS yCIIeBaeMo-
CTH ¥ IPOMEKYTOYHOM aTTECTALMH 110 JUCITUTIIHHE.

B xome NeKIMOHHBIX 3aHITHIA PEKOMEHIYeTCs BECTH KOHCIEKTHPOBAaHUE y4yeOHOTro marepHana.

Bo3MoxHO BeieHre KOHCIIEKTA JICKITUH B BUJI€ MHTEJUICKT-KapT.

4.4. MeTroanuecKkue yKa3aHus AJIs1 00y4alOIUXCHA M0 OCBOCHUIO TUCHHMILUIMHBI HA 3aHATUSX

CeMHHAPCKOI0 THIIA

[IpakTuueckue (ceMUHApCKUE) 3aHATHUS MPEACTABISAIOT COOOM JeTamu3aluio JEKIIMOHHOTO Teope-
TUYECKOT0 MaTepHalla, IPOBOAITCA B LIENAX 3aKPEIUIEHUS Kypca U OXBaTbIBAalOT BCE OCHOBHBIE Pa3/IEbl.
OcHoBHOH (popMOIt TpOBEIEHUSI CEMUHAPOB M IPAKTHUECKUX 3aHITUHN SIBIETCS 00CyX/AeHre Hanbomee
MPOOJIEMHBIX U CIIOKHBIX BOIIPOCOB IO OT/IENBbHBIM T€MaM, a TaKkKe pelIeHre 3a7a4d 1 pa3oop NpruMepoB
Y CUTyaluil B ayJJUTOPHBIX YCIOBHUSX.

[IpakTHyeckue (ceMUHAPCKUE) 3aHATHUS 00YYaIOLINXCsl 00ECTIeUNBAIOT:

- IPOBEPKY M YTOUHEHUE 3HAHUM, MOJIYYEHHBIX Ha JIEKIHSIX;

- IOJTyYeHHE YMEHUI U HaBBIKOB COCTABIJICHHS JOKJIAZ0B U COOOIEHHH, 00CYX/I€HUsI BOIIPOCOB IO
yueOHOMY MaTepuany AUCHUIIINHBL;



- MIOJIBEICHUE UTOTOB 3aHATUN MO PEUTHUHTOBOM CUCTEME, COTJIAaCHO TEXHOJOTHYECKON KapTe AU C-
HMUITJINHBI.

4.5. MeToanuyeckne yKa3aHus M0 cCaMOCTOSITeJIbHOI padoTe 00y4arouuxcs

CamocrosTenbHas padoTa 00ecIeYrBaeT MOATOTOBKY 00YYarOIIErocsi K ayJJUTOPHBIM 3aHATHIM H
MEPOTPHUATHIM TEKYIIETO KOHTPOJS U MPOMEKYTOYHOW aTTECTAllMU 10 M3y4yaeMoW aucuuIuinHe. Pe-
3yJIbTaThl ATOH MOJATOTOBKH MPOSIBIISIOTCS B aKTUBHOCTH 00YYArOIIErocsl Ha 3aHATHSIX U B KAUECTBE BBI-
MOJIHEHHBIX MPAKTHYECKUX 3aIaHUN U APYTrUX (POpM TEKYIIero KOHTPOJIS.

[Tpu BBIIOTHEHHUHU 3a/IaHU TSI CaMOCTOSITEIBHON PabOThl PEKOMEHIyeTCsl MpopaboTKa MaTepua-
JIOB JICKIIUH TI0 KaXI0H MPOWICHHON TeMe, a TaKkKe U3yYeHHUE PEKOMEHIyeMO JINTEpaTyphl, IPEICTaB-
neHHoH B Pasznene 5.

B mpornecce camocTosATenbHON paObOThl IPU U3YYEHHH TUCIMILIMHBI CTYIEHTHI MOTYT HCIIOJIB30-
BaTh B CHEIUAIM3UPOBAHHBIX AYAUTOPHIX JUISI CAMOCTOSATEIBHON PabOThl KOMIBIOTEPHI, OOecIeunBa-
IOIIeMY JIOCTYI K MIPOrPaMMHOMY OOECIICYCHHUI0, HEOOXOAMMOMY ISl U3yYCHHS JIUCIUILTUHBI, & TAKKe
JOCTyM Yepe3 WH(HOPMAIMOHHO-TEIICKOMMYHHKAITMOHHYIO ceTh «MHTepHET» K 3JEKTPOHHOUN nH(popMa-
IMOHHO-00pa3oBarenbHON cpeae uHcTutyTa (QMOC) u snekrponHont Oubnuoreunoit cucreme (ObC),
rJie B 3JICKTPOHHOM BHJIC PACIOiaraloTcs yueOHbIe M y4eOHO-METOINYSCKHUE MaTepHaIIbl, KOTOPBIE MO-
T'YT OBITh UCIIOJIB30BaHBI ISl CAMOCTOSITEIIbHON paOOThI TIPU U3YyYCHUH JUCIUTLTAHBI.

s oOydJaromuxcs 1mo 3a09HOi GopmMe 00yUICHHsI caMOCTOsATEbHAST paboTa SBISICTCS OCHOBHBIM
BUJIOM Y4eOHOU JESTEIbHOCTH.

5. YueOHo-MeTOAMYecKOe 1 MH(OPMAITUOHHOE 00ecTiedyeHHue TN CIIUTIITUHbI

5.1. IlepeyeHb OCHOBHOW M [IONOJHHMTEJIbHOH Y4eOHOH JIMTEPATYpPbl, HEOOXOAUMOM IJIsA
OCBOEHUS TUCIHILIMHBI

Bes nuteparypa, BKItOUeHHAs! B JaHHBINA TepedyeHb, MPEJICTaBICHA B BUJIE AJIEKTPOHHBIX pecyp-
coB B 3JieKTpoHHOU Oubnmoreke wHcTUTyTa (DBC). JluTeparypa, ucmnonp3yeMas B IEYaTHOM BHJC,
MpeJICTaBJIeHa B HAYYHOH OMOIMOTEeKe yHUBEpcUuTeTa B 00beme He MeHee 0,25 3K3eMIUIIpOB Ha OJHOTO
oOydarorierocs.

OcHoOBHas IUTEpaTypa

1. Hlanbrun, B. @. 3amuTa koMnbeloTepHON HHPOpMaLuu. DPPEKTUBHBIE METOIBI U CPEJI-
ctBa [Tekcr]: yuebHoe mocobue aist crya. By3oB / B. @. lllansrun. - M. : JIMK Ilpecc, 2010. - 544 ¢
2. BacwuiibkoB, A. B. UHpopMmalroHHble cucTeMbl M UX 6e3omacHocTh [ Tekcr] : yuebHoe

nocobue / A. B. Bacuibkos, A. A. Bacunskos, U. A. Bacunbkos. - M. : @opywm, 2011. - 528 c. - (Ilpo-
beccuonanpHOE 00pa3zoBaHUe).

3. Homno3zoB H. JI. [IporpamMmmMHbIe cpencTBa 3aiuThl HHPOpMauu [ DIeKTpOHHBIN pecypc:
koHcrnekT jekuuit / JlonozoB H. JI., I'ynprsieBa T. A. - Hoocubupck: HI'TY « 2015. - 63 c. - Pexum
noctyma: http://www.knigafund.ru/books/185990/read#page?

JlonosiHUTE/ILHAS JIUTEPATYypAa:

1. Kopuees, U. K. 3ammura unpopmanuu B opuce [Tekcr] : yueouuk / U. K. Kopnees, E. A.
Crenanos. - M. : [Ipocnekr, 2008. - 336 c.

2. Mensnukos, B. I1. Undopmannonnas 6e3onacHoCcThb U 3amuTa uapopmarmu [Teker]:
yaebnoe nocobue / B. I1. Mensuukos, C. A. Kneiimenos, A. M. Ilerpakos ; mox pexa. C. A. Kneitmano-
Ba. - 3-€ U311, crep. - M. : Akagemus, 2008. - 336 c.

3. Nmeiinos, B. S. 3amura konbuaeHmaisHoi nadopmanmn [ Tekct] : yaeOHoe mocodue /
B. 4. Nweiino, M. B. Meuarynss. - M. : ®opym, 2009. - 254 c.

4. Uy6ykosa, C. I'. OcHoBbI ipaBoBoii nHPopmaTHku [ Tekcr] : yueOnoe nocobue / C. T
YyOyxosa, B. JI. Qnbkun. - U3na. 2-e, ucnp. u gomn. - M. : Ungppa-M : Kontpaxr, 2010. - 276 c.

5. ObecnievyeHne 3anIUThI MEPCOHATBHBIX AaHHBIX [ TekcT] : MmeToanyeckoe mocobue / 1. A.
baiimakosa [u ap.]. - M. : OOO "1C-ITabaummar", 2011.

Tabnuua 7 — YuebHO-MeToIn4YecKoe obecreueHrue CaMOCTOATEIbHOM paboThl 00yJarommxcs


http://www.knigafund.ru/books/185990/read#page2

Ne ni/m Pa3nes (Tema) AMCOMIIMHBI Jlutreparypa
(cchllIKa HA HOMEP B CIIHCKe JINTe-
parypbl)
1 2 3
1 OCHOBHbBIE MOHATHS U ONIPeIeSIeHUs
1.1 HcTounuku, pucku u popMbl atak Ha HHGOpMa- | OcHoBHAs: 1
a0 Hononuurensuas: 1,2,3,4,5
1.2 [TonuTHKa U CTaHIAPTHI 0€30MACHOCTH OcHoBHas: 1
JononuurensHasnl,2,3,4,5
2 Kpunrorpaduueckue moaenu.
2.1 AnropuT™bl U(poBaHKs. AJITOPUTMBI AyTCH- OcHoBHas: 1
TU(UKALIMH [TOJIb30BATEIICH. JlonomsurensHas: 1,2,3,4,5
2.2 Moienn 6€301acCHOCTH OCHOBHBIX OIEPaIlMOH- OcHoBHas: 1
HEBIX CHCTCM. Hononuurensuas: 1,2,3,4,5
3 AJIMUHHUCTPHPOBaHHE ceTel
3.1 3amuTa HHPOPMAITUH B CETAX. OcHOBHas: 3
Hononaurensuas: 1,2,3,4,5
3.2 MHoOroypOoBHEBas 3aIIUTa KOPIIOPATUBHEIX Ce- OcHOBHas: 3
Tei JononuurensHas: 1,2,3,4,5
4 TpeGoBanus K cucTeMaM 3alMTHI HHGOPMATMHU
4.1 HanpaBneHI/m Pa3BUTHS CPCACTB 0e30MacHOCTH OcHoBHas: 1, 3
HPCAIIPHATHS. JononuutensHas: 1,2,3,4,5
4.2 IIpaBoBBIE NOCIEACTBUSA HECAHKLIMOHUPOBAHHO- | OcHOBHAS: 1, 3

0 JocTyna K nH(popMaIuu

Hononaurensuas: 1,2,3,4,5

5.2. lIpogeccuonanbHble 6a3bl JAHHBIX, HHPOPMALMOHHO-CIIPABOYHbIE CHCTEMbl, HHTEP-

HeT-pecypchl

1.

Koncynprantllnmtoc [DnexTponHsbli pecype]| CripaBouHas mpaBoBasi cuctema. — Pexxum gocryna:
http//www.consultant.ru

OnekTpoHHas 6ubaroTeuHas cucrtema Pszanckoro uncturyra (¢punuana) MoCKOBCKOIro MoJu-
TEXHUYECKOT0 HHCTUTYTA [ DIEKTpOHHBII pecypc]. - Pexxum moctyma: http://bibl.rimsou.loc/ -
3ari. ¢ sKpaHa.

OnekTpoHHO-0MOaoTeuHast cuctema «M3natensctBa Jlanb» [DnekTpoHHBIHN pecypce]. - Pexxum
noctyna: https://lanbook.com/. - 3ari. ¢ skpana.

OneKTpoHHO-0MOaoTeuHast cuctema FOpaiit [DnekTpoHHbIH pecypc]. —

Pexxum nmoctyma: https://urait.ru/- 3arn. ¢ sxpana.

OnekTpoHHO-OnbnoreyHas cucrema [IPR SMART [OnextpoHnnslii pecypc]. - Pexxum gocrymna:
https://www.iprbookshop.ru/. - 3arm. ¢ skpana.

5.3. [IporpamMHoe oGecnieyeHHe

HNudpopmannonHoe obecrneueHne y4yeOHOro mpoiiecca Mo JUCHUIUIMHE OCYIIECTBISIETCS C HC-

MMOJIb3OBAHUEM CJICAYIOUICTO NPOTrpaMMHOIO obecrieueHus (J'II/II_ICH3I/IOHHOI‘0 n CBO60I[HO pacrpocTpaHs-
eMOFO), B TOM YHCJIC OTCYECCTBCHHOI'O NPOMU3BOJICTBA.

Ne HaumeHoBaHue YcaoBus xocryna

n/n

1 Microsoft Windows W3 BHYTPEHHEH CeTH YHHBEpCUTETA (JTUIICH3U-
OHHBIH JI0rOBOP)

2 Microsoft Office 13 BHYTPEHHEH CETH YHUBEPCUTETA (JTUIICH3H-
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OHHBIN JIOTOBOP)

3 KoncynsrantlLmoc U3 BHYTPEHHEH ceTH YHHBEpCUTETA (JHIIEH3H-
OHHBIN JIOTOBOP)
4 CA0 MOODLE 13 J000H TOUKH, B KOTOPOU UMEETCS IOCTYI K

cetu IHTepHET (JIMIIEH3UOHHBIN TOTOBOP)

6. Onucanue MaTepUAIbHO-TEXHUYECKO 0a3bl, HEOOXOAUMOM JIA OCYyIIEeCTBJIEHUsA 00pa-
30BaTEJIbHOIO NPoIecca MO TUCHUILINHE

[ToMerieHnust MpeacTaBisSIOT co00i y4eOHBbIE ayTUTOPHU JUIS TPOBEACHUS YYEOHBIX 3aHATHUH,
MPEelyCMOTPEHHBIX Y4e€OHBIM IUIAHOM U paboueil mporpaMMoin AUCHHUILUIMHBI, OCHAIllEHHbIE 000pya0Ba-
HUEM U TEXHHUYECKUMH CPEICTBAMU O0yUYCHHUS.

3aHATHSA JIEKIHOHHOTO TUNIA (NpU HAIUYUU 8 YueOHOM niaHe). YueOHble ayAUTOPUH IS 3aHs-
TUH JIEKIIMOHHOTO THIAa YKOMIUIEKTOBAaHBI MEOENBI0 M TEXHHUYECKUMH CPEICTBAMHU OOYUEHUS, CIIyKa-
IIMMH JUIsl TIpeicTaBieHusl yueOHoil uHdopmanuu (CTalMOHapHbIE WM MEPEHOCHbIE HaOOphI JEMOH-
CTPAIlMOHHOTO 000pyA0BaHUs (IIPOEKTOP, SKPaH, KOMITBIOTEP/HOYTOYK), y4eOHO-HATIISIHBIC ITOCOOUS
(mpe3eHTanuu MO TeMaM JIeKIui), obecreunBaronfe TeMaTHYeCKHe UIUTIOCTPAllii, COOTBETCTBYIOIINE
JaHHOM MpOrpamMMe AUCIUTUINHBL.

3aHATHSA CEMUHAPCKOT0 THIIA (MpU HATUYUU 8 YUeOHOM niane). Y4eOHbIe ayIUTOPUHU IS 3aHS-
TUH CEMHUHAPCKOTO THIA YKOMIUIEKTOBAHBI MEOEIIbI0 U TEXHUYECKUMHU CPEICTBAMH OOYYEHUS, CIykKa-
MU JUIsL TIpeicTaBleHusl yueOHoil uHdopmanuu (CTalMOHApHBIE WU MEPEHOCHbIE HA0OpHI JEMOH-
CTPAIMOHHOTO 000pyIOBaHUs (TIPOCKTOP, IKPaH, KOMITBIOTEP/HOYTOYK).

IIpomexyTouHas arrecranus. /(71 mpoBeaeHNU TPOMEXYTOUYHOM aTTECTAllUU IO AUCLUIIIIMHE
UCTIOJIB3YIOTCSl KOMITBIOTEPHBIE KIIACCHI, OCHAIIEHHBIE KOMIIBIOTEPHON TEXHUKOW ¢ BO3MOKHOCTBIO TI01-
KIoueHus: K cetd UHTepHeT M o0ecrneuyeHHWEM JOCTyla B D3JIEKTPOHHYI HHGOPMAalMOHHO-
00pa3oBaTeNbHYI0 CpeAy YHHBEPCUTETA W/WIU Y4eOHBIC ayIUTOPUHU, YKOMIUICKTOBAHHBIC MEOCIBI0 U
TEXHUYECKUMHU CPEJICTBAMU O0yUECHHUSI.

CamocrosiTeibHasi padora. [lomemenns A caMOCTOATENBHON pabOThl OCHAIIEHBI KOMITBIO-
TEPHON TEXHHUKOW C BO3MOXHOCTBIO MOJKIIOUEHUS K ceTH «VIHTEpHET» U AOCTYNOM K 3JIEKTPOHHON MH-
(dhopmarmoHHO-00pa30BaTeIbHON cpefie MHCTUTYTA. JJIsi OpraHu3aiui CaMOCTOATENILHON paboThl 00y-
YArOIIUXCS UCTIONB3YIOTCS:

KOMITHIOTEPHBIE KJIACCHl HHCTUTYTA,

6ubnuoTeka, UMeroIas Mecta A 00y4aroluXcs, OCHAIIEHHbIE KOMIIBIOTEPAMHU C JIOCTYIIOM K
0a3aM JaHHBIX U ceTH VIHTEepHeT.

JuekTpoHHas uHHopManuoHHO-o0pa3oBaTeabHas cpeaa mHeruryra (QUOC). Kaxnawrii
oOyuaroluiicss B TEYEHHE BCEro nepuona oOydeHHs oOecrieueH MHAMBHIYaTbHbIM HEOIPaHWYEHHBIM
JOCTYIIOM K JJIEKTPOHHOU HH(pOpMAIMOHHO-00pa3oBarenpHOU cpeae uHctutryta (QMOC) u3 mroboit
TOYKH, B KOTOPOI UMeeTCsl AOCTYI K MHPOPMAIIMOHHO-TEIEKOMMYHUKAaIIMOHHOM cetn "UHTepHeT", kak
Ha TEPPUTOPHH UHCTUTYTA, TaK U BHE €€.

OUOC uHcTUTYTa 00ECTIEUYNBACT:

JOCTYM K y4eOHBIM TJIaHaM, padOYuM MporpaMmMaM JUCHHUIUIHH (MOIyIei ), MporpaMMaM MPaKkTHK,
AJIEKTPOHHBIM y4eOHBIM HM3JIaHUSM H 3JCKTPOHHBIM 00pa30BaTENBHBIM pecypcaM, yKa3aHHBIM B pado-
YHUX IporpaMMax TUCIUIUIMH (MOIyJIeH ), mporpaMMax MpakTUK;

dbopMHUpOBaHKE AIEKTPOHHOTO MOPTHOIHO 00YJAIOIIETOCs, B TOM YUCJIE COXPAaHEHHE ero padoT U
OLIEHOK 3a 3TH palOTHI.

B cnyuae peanuzamum oOpa3oBaTeNbHONW MPOTPaMMbl C PUMEHEHHEM SJIEKTPOHHOTO OOy4YEeHWSI,
JTMCTAaHIIMOHHBIX 00pa3oBaTenbHbIX TexHonoruit MOC 1ononmHuTeNsHO 00ECTIeYHBAET:

¢bukcanmo xomaa 00pa30BaTENFHOTO MpOIlEcca, Pe3yIbTaTOB MPOMEXKYTOYHOM aTTeCTaIllid U pe-
3yJITATOB OCBOCHUS 00pa30BaTeIbHON MPOTPaMMBlI;

NPOBE/ICHUE YYCOHBIX 3aHATHH, MPOLEAYP OLEHKH Pe3yJbTaTOB O0YYCHHUs, pean3anus KOTOPhIX
MPEeJyCMOTPEHA C MPUMEHEHHUEM 3JIEKTPOHHOIO OOyuYeHHs], TUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHO-
JIOTH;

B3aMMO/IEIICTBHE MEXIY y4aCTHUKAMHU 00pa3oBaTeIbHOTO MPOLEcca, B TOM YHUCIE CHHXPOHHOE U
(W) acCHHXPOHHOE B3aMMOJICHCTBHS TIocpecTBOM ceTu "MHTepHeT".
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3ammra HHGOpMALIUU

Aynuropus Ne 33

AyauTopus 1Sl TIPaKTHIECKUX U
CEMHHAPCKHUX 3aHATHI
AyauTopus Juisi KypCcOBOTO TPO-
€KTUPOBAHUA

CToJbI, CTYJIbS, KJIACCHAS JTOCKA,
Kadenpa JUIs mperno1aBaTest
KOMITBIOTEP, MPOEKTOP, SKPaH

- Microsoft Win Starter 7 Rus-
sian Academic OPEN 1 License
No Level Legalization Get
Genuine. JIunensus No
47945625 ot 14.01.2011

- Microsoft Office 2010 Russian
Academic OPEN 1 License No
Level. Tunensus Ne 47945625
ot 14.01.2011

- Kaspersky Security Cloud
21.1.15.500. OtedyecTBEHHOTO
MIPOM3BOJICTBA, OCCIIaTHAS BEP-
CUs

- LibreOffice 7.0.3. CBoOoaHO
pacmpocTpaHsiemMas

Cpok aeitctBus JIuneHsuit: 10
30.08.2024.

390000, Psi3anckas 001acTh, T.
Ps3anb, yn. Konxo3nas, 1. 2a

Ayautopus No 217
JlexunoHHas ayIUTOpUS
Aynuropus i1 TpPYNIOBBIX U
WHJUBUAYAIbHBIX KOHCYIbTALUN
- Croubl, CcTyNbs, KJIAcCHas J0C-
Ka, Kadenpa 715 IpernoaaBarers;
9KpaH, >Kal03H, MPOEKTOp, HO-
YTOYK.

390000, Ps3amckass o0acTb, T.
Psazanb, yn. IlpaBo-JIbibenckas,
26/53

Aynuropus Ne 206
Kommnsrorepnas ayiuropus
Aynuropus U1 KypcoBOIo Ipo-
€KTUPOBAHHUS

Aynuropus Ui caMOCTOSITENb-
HOM pabOThI OCHAIIIEHHAS KOM-
NBIOTEPHON TEXHUKOH C BO3-
MO>KHOCTBIO TIOJIKITIOUEHHUSI K Ce-
i «HTEepHET» N 0OecrneyeHneM
JIOCTYIIa B DJIEKTPOHHYIO HH-
(opmanMoHHO-
o0pa3oBaTeNnbHyI0 Cpeay HHCTH-
TyTa

PaGouee mecto npenonaBarens:
- IEPCOHAJIbHBIN KOMIIBIOTED;
Pabouee mecto ydamerocs:

- IEPCOHANIbHBIN KOMIIBIOTED
MporpaMMHOE oOecrieueHne

- Microsoft Win Starter 7 Rus-
sian Academic OPEN 1 License

390000, Ps3anckas oGmacTh, T.
Psazanb, yn. IlpaBo-JIbibenckas,
26/53
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No Level Legalization Get
Genuine. JInnensus Ne
47945625 ot 14.01.2011

- Microsoft Office 2010 Russian
Academic OPEN 1 License No
Level. Tunensus Ne 47945625
ot 14.01.2011

- Kaspersky Security Cloud
21.1.15.500. OTedecTBEHHOTO
IIPOU3BOJICTBA, OecIUIaTHas Bep-
cus

- LibreOffice 7.0.3. CobOoauo
pacrmpocTpaHseMast

Cpok peiictBust Jluuensuit: 1o
30.08.2024.

7 MDoH/ OLIEHOYHBIX CPEICTB JIsl MPOBeeHUs MPOMEXKYTOUYHOI aTTecTaluu 00y4arIuxcs
10 AUCHUIIMHE «3amuTa nHpOpMaLuK»

7.1 IlepeyeHb KOMIETEHIHII ¢ YKa3aHUEM 3TANOB UX (OpMUPOBAHUS B MPOIECCE OCBOECHHSA
00pa3oBaTeJILHON MPOrPaMMBbI
Tabnuna 8 — Dtansl popmMupoBaHusi KOMIIETEHIUN B MPOIECCE OCBOCHHUS TUCIIUTUIMHBI

Ne Kox Hepuox ¢op- HaumenoBanmue
I /1'1 Kountposanpyemsle pa3ienbl KOHTPOJIMPY- | MHPOBaHMS OLEHOMHOIO
(TemMbl) JUCUMIJIMHBI eMoii KOMIIETeHIIMHU
cpeacTBa
KOMIIeTeHIIMH
1 HUcrounnku, pucku u GopMbI aTak YK-2,1IK-1 | B TeueHue Bonpocs! k sk3ameny,
Ha HH(OpMALIHIO BOCBMOTO BOIIPOCHI ISl IOATO-
2 [omurtuka u crangapTel Oe3omnac- VK-2, [1K-1 cemecrpa TOBKH K ITpaKTHYE-
HOCTH CKUM 3aHATHSIM,
3 AnroputMmsl muppoBanus. Airo- YK-2, TIK-1 TECTOBBIE 3aaHuUs
PUTMBI ayTeHTU(PUKAIIUH TT0TH30-
BaTeJIeH.
4 Mopenu 6€30acHOCTH OCHOBHBIX | VK-2, TTK-1
OTIEPAIIMOHHBIX CUCTEM.
5 3amuTta HHPOPMAIUH B CETAX. VK-2, I[TIK-1
6 MHOFOYpOBHeBilSI 3alIuTa KOpIo- VK-2, [TIK-1
pPaTUBHBIX CETEH
7 Hampasnenus pa3Butusi cCpeacTs VK-2, [TIK-1
0€30MMacCHOCTH MPEATIPUATHS.
[IpaBoBbIE OCTIEACTBUS HECAHK- VK-2, T[TIK-1
8 | IMOHUPOBAHHOIO JIOCTYIIA K HH-
dbopmaruu

uX (popMupoBaHMs, ONIMCAHME IKAJ OLCHUBAHUS

7.2 Onucanue nokasaresjieid 1 KpUTepHueB OLCHMBAHUSI KOMIIETCHI M Ha Pa3JIMYHbIX 3Tanax

Tabnuua 9 — IlnanupyemMblie pe3ynbTaThl 00yUeHHS, XapaKTePU3UPYIOLIUe Tanbl (GopMUpOBaHUS

KOMITETEHINI
Komnerennusi | YpoBensn IHokazaTenu chopmMupoBaHHoCTH KoMnerenuun | HaumenoBanue
OCBOEHHUA OLIeHOYHOI0
KOMIIETCHIIUH CpeacTBa
VYK-2, T[IK-1 | [Toporossrii CrnocoOHOCTh OCYIIECTBIIATh TOWCK, XpaHEHHUE,
HEKOTOpbIe BUIbI 00pabOTKH MHPOPMALIUHU U3 pa3-
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JIMYHBIX HCTOYHHMKOB U 0a3 JaHHBIX

Bricokuit

T'MH

CrocoOHOCTh OCYIIECTBIISATh TIOUCK, XpaHEHUeE,
00paboTKy W aHaM3 WHPOPMAIMH U3 PA3TAYHBIX
HMCTOYHUKOB M 0a3 JaHHBIX, MPEACTABIATH €€ B
TpebyeMoM ¢dopmaTe ¢ HCIOJIb30BaHUEM HHGPOP-
MAaI[MOHHBIX, KOMITBIOTEPHBIX M CETEBBIX TEXHOJO-

Tabmuma 10 — Onrcanue mokasaTesnei 1 KpUTEpUeB OLICHUBAHUS KOMITCTCHITHIA

Komme- Pe3yabTaTsl Ikana oneHUBAHHUS, KPUTEPUH OLEHUBAHUS YPOBHSI OCBOEHUS
TEeHIUA o0yyenusi (10 | KOMIETEHIUH
sranam  ¢op- | He ocBoena OcBoeHa ya- OcBoena OcBoena
MUPOBaHMS CTHYHO B OCHOBHOM
KOMIIeTeHIIHA)
3HaTh: He cnocoGen | YacTtuuno [Toka3biBaeT [TonmHoCTHIO BHAzAE-
YK-2, METOJIbl U Cpell- | OCYLIECTBISATh | BIAJAEET CIO- | XOPOUIYIO €T CIIOCOOHOCTBIO
I1K-1 CTBa  IIOJIyYe- | IOMCK, XpaHe- | COOHOCTbIO CIIOCOOHOCTh OCYILIECTBIATh IIO-
HUS, XpaHEHHs U | HUe, 00pabdoT- | OCYUIECTBIATh | OCYIIECTBISATh | UCK, XpaHEHHE, 00-
nepepadboTKu Ky ¥ aHaiM3 | IOWCK, XpaHe- | IOUCK, XpaHe- | paboTKy M aHaJIN3
nHpopManuu; nHpopManuu | HHE, 00paboT- | HUE, 00paboT- | MHDOpMaAIUU U3

dbopmartel mpen-
CTaBJICHUS JaH-
HBIX; OCHOBHBIC
MPUHIIMIBL  T10-
ctpoenust OBM,
Ymersn:
chopMypo-
BaTh  TpeOoBa-
HUS K TEXHUYe-
CKHUM CpeJICTBaM
JUISS  peIICHUS
OTpeIeNIeHHBIX
3a1a4; paszpada-
ThIBaTh  ajro-
puTMBL  00pa-
OOTKH JaHHBIX;
OpPTraHHU30BBIBATH
BBIYHUCITUTEINb-
HYIO CETb.
Biaagern:
OCHOBHBIMH Me€-
TOJaMHU, CIOCO-
Oamu © cpen-
CTBaMH TMOJTy4e-
HUS, XpaHCHWSI,
nepepadoTKu
uHpopMauu H
MPUMEHSITh  UX
MpH  pPEIICHUH
MOCTABIIEHHBIX
3ajady; cpen-
CTBAaMHU OpTaHH-
3allMd  BBIYHC-
JINTEJIbHOW CETH

W3 Pa3IMYHBIX
HUCTOYHUKOB U
0a3  JIaHHEIX,
MIPE/ICTaBIATh
ee B Tpedye-
MoM (Qopmare
C HCIOJIb30Ba-
HUEeM UHGOP-
MAaIMOHHBIX,

KOMITBIOTEP-

HBIX U CETEBBIX
TEXHOJIOTUI

Ky ¥ aHaIu3
uHpopmarun
U3 PA3THYHBIX
HUCTOYHUKOB U
0a3  JaHHEIX,
MIPEJICTaBIISTh
ee B TpeOye-
MoM (popmate
C UCIOJbh30Ba-
HUEM HuHpop-
MAaITMOHHBIX,

KOMIIBIOTEP-

HBIX U CETEBBIX
TEXHOJIOTUI

Ky ¥ aHaIu3
uHpopmauu

U3 PA3THYHBIX
HUCTOYHUKOB U
0a3  JaHHEIX,
MPEJICTaBIISTh
ee B Tpedye-
MoM (popmarte
C UCIOJB30Ba-
HUEeM uHbop-
MAaIMOHHBIX,

KOMITBIOTEP-

HBIX U CETEBBIX
TEXHOJIOTUI

pPa3IUYHBIX HUCTOY-
HUKOB U 0a3 naH-
HBIX, MPEACTABIATH
ee B TpedyeMom
dbopmate ¢ UCIOJIb-
30BaHUEM HHGOP-
MAI[MOHHBIX, KOM-
NBIOTEPHBIX U Ce-
TEBBIX TEXHOJIOTHUI
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7.3 TunoBble KOHTPOJIbHbIE 33[IaHUSI WJIH HHbIE MaTepPUAJIbl, HEOOXOAUMBbIE JJIs1 OLEHKHU
3HAHMA, YMeHHMii, HABBIKOB U (WJIM) ONbITA JeATeJIbLHOCTH, XapaKTEePHU3YIIUX 3Tanbl Gopmupo-
BAHHUS KOMIIETCHIMIA

7.3.1 Bonipochl Uil MOATOTOBKH K IK3aMeHY MO TUCHHUILIHHE «3ammuTa HHGopMamum:
1. Kommnsrorepasie BUpycol. VIX pa3HOBUIHOCTH.

2. AHTHBHpYCHBIE cpeicTBa. [IpuMepsl aHTUBUPYCHBIX ITPOrPaMM.

3. [TonsTue nuopmanmoHHOM 0€30MacCHOCTH.

4. [TonsiTre KOHDUIECHITUATEHOCTH HHPOPMAIIHH.

5. ITonsarue nocryna Kk HHGOpMALUHU (CAHKIMOHUPOBAHHbIN U HECAHKLIMOHUPOBAHHBIH J10-
CTYyIN).

6 [Tonarus unenTudukanus, ayrTeHTUUKALK U aBTOPU3ALIUSL.

7 [Tonsatue yrposa 6€30MacHOCTH.

8. [ToHsiTHE YSI3BUMOCTH CUCTEMBI (CETH).

9. [ToHATHE aTaku HA KOMIBIOTEPHYIO CHCTEMY.

10.  OxapakrepusyiTe MOIX0AbI K 00€CIIEUEHUI0 KOMIIBIOTEPHOI HH(OpMAIIHH.

11.  IlepeunciuTe OCHOBHBIC ¥ BCIIOMOTATEIbHbIE CEPBUCHI OE30MACHOCTH, JaWTE X KJIACCH-
(dukamuro.

12.  JlaiiTe XapakTepUCTHKY TPy TpeOOBaHUN K CUCTEME 3aIUTHI.

13. «@DparmeHTapHbIi» 0AX0 B 00ecreueHNH 0€30MacCHOCTH KOMIIBIOTEPHON CHCTEMBI.

14. «KomrmiekcHbI» Moaxo/ B obecreueHnn 0€301MacHOCTH KOMITBIOTEPHON CUCTEMBI.

15. B uem 3akiroyaeTcs NOJUTHKA O€30M1aCHOCTH KOMIBIOTEPHONH CHCTEMBbI?

16.  Ha gem ocHOBaHa «n30MpaTebHas NOTUTHKA O€30MacHOCTH?

17. Hadem ocHOBaHa «I1OJIHOMOYHAs» MTOJUTHKA 0€3011aCHOCTHU?

18.  Iloustue kpunrorpaduu. OCHOBHBIE BHJIBI I (POB.

19.  OO0oOuieHHas cxema KpuntocucTeMsl. [IOHATHS CUMMETPUYHON M aCHMMETPUYHON KpHII-
TOCHUCTEMBI.

20.  Ilepeuncnure OCHOBHBIE AITOPUTMbI KpUNITOrpadhUUECKUX Mpeodpa3oBaHU.

21.  Ilepeuncnure OCHOBHBIE METOBI KPUITOTPahUIECKOH 3aIUTHl HHPOPMAIIUN B KOMIIBIO-
TEPHBIX CHCTEMax M CeTsIX.

22.  Kak knmaccu(uuupyroTcs CpecTBa KPUITOTpa@HueCcKon 3aluThl HHpOpMaIun?

23.  OcCHOBHBIE TOCTOMHCTBA U HEJJOCTATKH aIrOpUT™Ma MHU(POBAHUS TaHHBIX C TTOMOIIBIO
DES.

24.  Ilepeuncnure OCHOBHbIE KOMOMHAIMH, UCTIONb3YEMbIE MPHU MU(PPOBAHUU AITOPUTMOM
DES.

25.  Ilepeuncnure OCHOBHBIE peKUMBI paboTh! anroput™a DES.

26.  Kak obOecrieunBaeTcsi KPUIITOCTOMKOCTh ACHMMETPUYHBIX KPUIITOCUCTEM?

27.  KakoBO OCHOBHOE Ha3HaueHHE Xeul-pyHKIUH?

28.  KakoBbI OCHOBHBIE PUHIHITEI (POPMUPOBAHHS XeTI-PYHKITUN?

29. OTnuuuTenbHble 0COOEHHOCTH OTeYeCTBeHHOTO cTanaapTa xemn-pynkuuu (OCT P
34.11-94) ot anroputmoB xermmpoBanust MD5 nu SHA.

30.  IlepeuncnuTe OCHOBHBIE aJITOPUTMBI JIEKTPOHHOM LU(POBOM MOINUCH U YKAXKHUTE HA UX
MPUHITUTTHATHHBIE OTINIHS.

31.  CoBpemeHHbIe IpHIOKeHUs kpuntorpaduu. [Tpumepsr.

32. TunuyHbIe aTaky Ha OTIEPAIMOHHYIO CHCTEMY.

33. [ToHsATHE 3aIUIEHHON ONEPALlMOHHON CUCTEMBI.

34, ArnmapatHoe o0ecredeHre CPeICTB 3aIUThI OTIEPAIIMOHHON CHCTEMBI.

35.  IIpob6nemsl 6e3onacHoctu IP-ceteil.

36.  Hamboiee pacipocTpaHeHHBIC BAPHAHTHI aTaK HA KOMIIBIOTEPHYIO CHCTEMY Ha OCHOBE
npotokona TCP/IP.

37. ChopmymupyiiTe CHUCOK (HYHKIIMOHATBHBIX e()EKTOB C TOUYKH 3PEHHS 3aIUTHI B HC-

nosib3yeMoi onepannonHoi cucreme (OC).
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38. Kakwue snmementsr 6e3omacHocTH cogep:kut OC Windows 2000/XP/Vista?
39. Hazosure snements! 6e3omacaocta OC UNIX?

40. OCHOBHBIE MIPAKTUICCKHE BOMTPOCHI 3alTUTHI HH(POPMAIIUH.

41.  IIporpamMMHBIE CPEICTBA 3ALIUTH U YHUYTOKEHUS HH(DOPMAIIH.

42.  OCHOBHBIE PUHIUIIBI TOCTPOCHHUS MOICUCTEMBI HH()OPMALIMOHHON OE30MaCHOCTH.

43.  Drambl HOCTPOCHHUS NOJCHCTEMBI HHPOPMALIMOHHON OE30MAaCHOCTH.

44, OO6mue mpuHIHIBI 0OecTieueHnss THPOPMAITMOHHOM 0€30MaCHOCTH.

45.  CpencrBa obecrieueHus: KOH(PUICHINAIBHOCTH TaHHBIX.

46. CpenctBa naeHTU(UKAIMN U ayTeHTU()UKAIIUN TTOJIH30BaTEIICH.

47.  llpuBenuTe OCHOBHBIE CXEMbI HICHTU(UKALIUY U ayTeHTU(UKALIUY TOJIb30BATEIS.

48.  JlocTOMHCTBAa OMOMETPUUECKUX CIIOCOOOB MACHTU(UKALIUHN U AyTeHTU()UKALIUH 110 CPaB-
HEHUIO C TPAAUIIMOHHBIMHU.

49. CpencrBa ayTeHTU(DUKAIIMH ICKTPOHHBIX TAHHBIX.

50.  IIpaBoBbi€ MOCIEACTBUS HECAHKIIMOHUPOBAHHOTO CheMa U UCTOJIb30BaHUs KOH(DUACHIIH-
aJIbHOM MH(pOPMALIUH.

51.  OcoOGeHHOCTH NIPUMEHEHUsI TEXHUYECKUX CPEICTB YHHUTOXKEHUS HH(POpMaIlMK Ha Mar-
HUTHBIX ¥ ONTHYECKUX HOCUTEIISX.

52.  llpuBenute Ki1accu(PpUKAIMIO CUCTEM 3aIUTHI IPOIPAMMHOTO 0OECTIeYeHHUSI.

53.  CpaBHHTE OCHOBHBIE TEXHUYECKHE METO/IbI U CPEACTBA 3aIIUTHI IPOrPAMMHOT0 obecIie-
YCHMUS.

54.  HaszoBWTe OTIIMYMS CUCTEM 3alIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA OT CUCTEM 3a-
IIUTHI OT HECAHKITMOHUPOBAHHOTO KOMHUPOBAHUSI.

55.  IlpuBeamte ompeneeHNe MOHATUH «IIPOTOKOIUPOBAHUE» U «AyTUT

56.  HazoBuTe 3a1auu, peaiu3yeMble IPOTOKOJIUPOBAHUEM U ayTUTOM.

S7.  JlaiiTe XapakTepUCTUKY 3a7aul aKTUBHOT'O ayJuTa.

58.  Ilepeuncnute QyHKINH U KOMIOHEHTHI ceTu VPN.

59.  Knaccudumupyiite VPN 1o crioco0y TEXHUYECKOW pealn3aiiy U apXUTCKType TeXHUYEC-
CKOTO pelICHHUS.

60.  KakoBbI criocOOBI 3aIUTHI HH(OPMAIHH TPU MEKCETEBOM B3aUMOICHCTBUN?

61.  Kakue kpunrorpadudeckre IpOTOKOJIbI UCTIONb3YIOTCS JUISl 3alUThl TEXHOJIOTUHU «KJIHU-
eHT-cepBep»?

(PoHJ OLIEHOYHBIX CPEACTB NPEACTABICH B IPUIOKEHUH K paboyeil mporpamme)

7.3.2 O0pa3usbl TeCTOBBIX 3a1aHMii
CamocrosTenpHas paboTa CTyJEHTOB PEAyCMOTPEHA YI€OHBIM TIAHOM IO JUCIUIIIHHE B 00b-
eme 72 dacoB (ouHast popma oOydenus) u 94 yacos (3aouHast popma 0OyUeHHS).

TemaTuKa caMOCTOATEIbLHON PAGOTHI:

Paszoen 1. Koppexmupyrowue kool

1. Ouenka u BEIOOp KOPPEKTUPYIOLIETO KO/Ia JJI KOHTPOJIS TOCTOBEPHOCTH MH(POPMAIUH.

2. IlocTpoeHne HUKINYECKOTO KOJa C MUHUMAJIbHBIM KOJOBBIM PACCTOSIHUEM.

3. AITOpUTM ompeielieHUsT KOJTUYECTBA BAPHAHTOB OIMOOK, HE OOHAPYKUBAEMBIX ITUKIMUYECKUM
KOJIOM.

4. Anroputm noctpoenus koaa [lnoTkuna.

5. AlropuT™m NOCTPOEHUSI UHTEPAKTUBHOIO KOAA.

6. AITOPUTM TIOCTpOEHUs Kosla MakmoHamba.

7. AropuTM MOCTPOEHUS Ma)KOPUTAPHOTO HUKINYECKOTO KOJa.

Pazoen 2. Cospemennvie cummempuyHvle KpUNmocucmembl

1. AmepukaHckuii ctannapt muppoBanus 1aHHbx DES.

2. Aaroput™m mmdpoBanus nanHbix IDEA.

3. OreuectBeHHbI cTanaapt mmdposanus ganHbix ['OCT 28147-89.

4. AITOpUTM MOCTPOCHUS KPUIITOCUCTEMBI XHUJLIA.

5. Anroput™m mudpoBaHus HHPOPMALIUKA METOOM FaMMUPOBAHUS JUISI CHMMETPHUYHBIX CUCTEM.
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6. Anroput™m mudpoBaHus nHGOpPMAITUU METOI0M BepHaMa Jyisi CAMMETPUYHBIX CHCTEM.

7. O630p METOJIOB TeHEPALINU, XPAHSHHSI U PACTIPOCTPAHEHUS KPUNTOTPAQUISCKIX KITFOUCH.
Pazoen 3. 3awyuma 6 onepayuonnvix cucmemax

1. 3amumTa B onepanuonHoit cucreme UNIX.

2. 3ammuTa B onepannonHoi cucteme Windows NT.
3. 3amuTa B onepannonHoi cucteme IBM OS/390.

4. MeTopl B cpeICTBA 3alllMThI OT yIaJIEHHBIX aTak uyepe3 ceTh Internet.

Paszoen 4. Accumempuunvie kpunmocucmembi

03O DNk W —

. Cxema mudposanus [Tomura-Xenamana.

. Cxema mumdpoBanus Inb-I"amars.

. Anroput™ udposoit moamucu RSA.

. Anroput™m 1udposoit noanucu Dib-I"amans.
. O630p METOJI0B M CPEACTB 3alLUTHI OT YAAJEHHBIX aTak uepe3 ceTh Internet.

. 3amuTa HHPOPMAIUH B 3JIEKTPOHHBIX IJIATEKHBIX CHUCTEMAaX.

. Obecnieuenme 6e30MacHOCTH ICKTPOHHBIX IIATEeXeH yepes3 ceThb Internet.

. [IporpamMMHas peanuzaius OJHOHAMPABICHHON X31I-(YHKIIMH HA OCHOBE CUMMETPUYHBIX
OJIOYHBIX AITOPUTMOB.

9. AnroputMm 1dpoBoil noanucu Dinb-I"amans s ayTeHTU(PUKALNUN JIEKTPOHHBIX JOKYMEH-

TOB.

10. Peanuzanus npoTokoiia HAeHTU(UKAIIMY C HYJIEBOU Mepenadyeit 3SHaHHi

7.3.2 O6pa3ubl OMI1€TOB ISl MPOBEAEHUSA IK3aMeHAa

Ps3anckuil ~HCTUTYT

«YTBEPXIAIO»

(bummai) JK3aMeHANMOHHDBIN Omtet Ne 1 3aB. kadempoii
MockoBckoro
rOCYJapCTBEHHOTO M0 JUCHUUIUIAHE «3aiuTa HHPOPMALIUN»
HOJUTEXHUYECKOTO JUis O4HOU (OopMBI 00yUeHus,
YHUBEPCHUTETA Hanpasienue 09.03.02  cemectp 8 « » 2023r.
1. OGmue npuHIHIBI 0becnieueHust HH(HOPMAIIMOHHON 0€30MacHOCTH.
2. CpencrBa ayTeHTU(DUKAIIMN YIIEKTPOHHBIX TaHHBIX.
Ps3aHckuil ”HCTUTYT «YTBEPXIAIO»

(punuan)
MOCKOBCKOTO
rOCyJ1apCTBEHHOIO
MOJIMTEXHUYECKOTO
YHUBEPCUTETA

DK3aMeHAIMOHHBIN OnJjieT Neo 2

M0 JUCLUUIUIMHE «3aluTa HHPOpMaLUN»
JUTsl O4HOM (OpMBI 00yUeHMS,
HanpasieHnue 09.03.02  cemectp 8

3aB. xadeapoi

« » 2023r.

1. KakoBbl OCHOBHBIE TPUHLUIIBI (POPMHUPOBAHUS XEII-(DYHKIHH
2. JlaiiTe XapaKTEepUCTHKY TPYI TPEOOBAHHIA K CHCTEME 3aIlUTHI

7.4 MeToanuyeckne MaTepHaJibl, ONpelesioIye NpoueAypbl OeHUBAHUS 3HAHUH, YMEHHH,
HABBIKOB M (MJIM) ONBITA AEATEIbHOCTH, XaPAKTePU3YIOIIHUX 3TAaNbI GOpMHUPOBAHUS KOMIIETEHIUH

7.4.1 MeToau4yecKkue peKOMEH/IalMU 110 NMPOBeIeHNI0 IK3aMeHa

1) Hean npoBenenust

OCHOBHOM 11€J1bI0 TPOBEJICHUSI SK3aMEHA SIBJISIETCS ONPEEICHUE CTETIEHH JTOCTHXKEHUS 1IeJIei 1o
yueOHOM AUCHUITIMHE WK ee pa3aenaM. OCylecTBIsSETCs] 3TO MPOBEPKON M OIIEHKOW YPOBHS TEOPETHU-
YECKUX 3HAHUMU, MOJYUYECHHBIX CTYJICHTAMH, YMEHUS MPUMEHATh MX K PELICHUIO MPAKTUYECKUX 3a]ad,
CTETeHU OBJIAZICHUsI CTyJIEHTaMH MPaKTUYECKHUMH HaBbIKAMU M YMEHUSAMHU B 00beMe TpeOoBaHU pado-
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4el MporpaMmsl 10 JUCLUIUIMHE, & TAKXKE UX YMEHHME CaMOCTOSITENbHO padoTaTh ¢ yueOHOM IuTepary-
poii.

2) ®opma npoBeaeHUs

@opMOH NMPOMEKYTOUHON ATTECTALMM 110 JAHHOW IUCLUILIMHE BOCBMOM CEMECTPE B COOTBET-
CTBMHM C y4eOHBIM IpauKoM, SABJISIETCS dK3aMEH. DK3aMeH IIPOBOJIUTCS B 00beMe pabodel mporpaMMel
B YCTHOU (opme. DK3aMEHAIIMOHHBIE OMJIETHI MOTYT UMETh JIBE YAaCTH - TEOPETUYECKYIO M MpaKTHYe-
cKkyto. IIpakTuueckas yacTb MOXKET OLIEHUBATBHCS C MOMOIIbIO TEXHUUECKUX CPEACTB, IIPU 3TOM OUJIETHI
COZIepKaT TOJILKO TeopeThyeckre Borpockl. MHbopMamus o cTpykType OMIeTOB JOBOIUTCS CTYACHTAM
3a0J1arOBpEMEHHO.

3) MeToa npoBeeHus

DK3aMeH IPOBOJUTCS IO OUIIETaM WM C HCIIOJIB30BAHUEM CIIHCKA BOIIPOCOB.

IIo mpakTHyecKUM BOIpOCAM JIOIyCKAEeTCsA NPOBEPKA 3HAHWM C IOMOIIBIO TEXHUYECKUX CPEICTB
KoHTpoJs. [Ipr HEOOXOIUMOCTH MOTYT pacCMaTPUBATHCS JOMOJIHUTEIbHBIE BOIPOCH! U MPOOJIEMBI, pe-
11aThCs 3a1a4 U IPUMEPHI.

4) Kpurepun 10mycka cTyIeHTOB K 3K3aMEHY

B cootBercTBUM C TpeOOBaHUAMM PYKOBOISIIMX AOKYMEHTOB M coryiacHO IlonokeHuio o Teky-
IIEM KOHTPOJI€ 3HAaHUIN U POMEKYTOUHON aTTECTALUU CTYJEHTOB UHCTUTYTA, K AK3aMEHY J0IyCKalOTCs
CTY/IEHTHI, BBIIIOJHUBILNE BCEe TPEOOBAaHUS YUeOHON MPOrpaMMBl.

5) OpranuszanuoHHbIe MEPONPUATHS

5.1. Haznauenue npenonasaTesis, IPUHUMAOIIETO SK3aMEH.

DK3aMeHbl TPUHUMAIOTCA JIMLIAMHU, KOTOPbIE YUTAIU JIEKIIMU 10 JAHHOM JUCHUIUIMHE, PemeHuem
3aBeyrouiero kadeapoi onpenenstoTcss TOMOIHUKYA OCHOBHOMY 3K3aMEHATOpy M3 YHMCIia IpenojiaBa-
TeJeH, BeAylUMX B JAHHOM TpyIIe NPaKTUYECKUE 3aHATHUS, a €CIH JIEKLIUU 10 pa3zesiaM y4yeOHOH nuc-
LUIUIMHBI YATAINCh HECKOJIBKUMU IPENOAABATEISAMH, TO ONPEAEIAETCS COCTaB KOMUCCUU I IIpUEMa
sk3ameHa. CTyieHTaM IIpU 3TOM OIIEHKA BBICTABJISETCS METOAOM IOTOKA.

5.2. KoHkpeTrusauus yciaoBUi, IPH KOTOPBIX CTYAECHThI OCBOOOXKIAIOTCS OT CAaud 3K3aMeHa (oc-
HOBA - Pe3yJIbTaThl PEUTUHIOBOM OLIEHKH TEKYILETrO0 KOHTPOJIS).

Ilo nmpeacraBieHuo NpenoaaBarTesis, BEAYLIEro 3aHATHs B yueOHOI rpymie, 3aBeayromui kade-
pOii MOXKET 0CBOOOJUTH CTYACHTOB OT claud fk3aMeHa. OT sKk3aMeHa 0CBOOOXKIAtOTCs CTYJEHTHI, ITOKa-
3aBIIMX OTJIMYHBIE U XOPOLIME 3HAHUS M0 pe3ysIbTaTaM PEHTHHIOBOM OLIEHKHM TEKYLLEro KOHTPOJS, C
BBICTABJIEHUEM UM OLIEHKH «xopoio». Co CTyAeHTaMU, UMEIOIMMHU MPETEeH3UU Ha OLEHKY «OTIMYHOY,
MIPOBOJIUTCS coOece0BaHUE BO BpPEMs 3aueTa WM BO BpeMs MPOBEICHHs KOHCYJIbTAIlUU MEpe]] dK3aMe-
HOM.

6) MeToauyeckue yKazaHusi IK3aMeHATOPY

6.1. Konkperusupyercs pabora mpenojaBaTeneil B npes 3a4€THBINA NEPUOA U B IEPUOJ] HEMOCPE -
CTBEHHOM MOJATOTOBKH OOYUaIOIIUXCS K K3aMEHY.

Bo Bpemst moAroTOBKM K 3a4€Ty BO3MOKHBI MH/IMBUyaJIbHbI€ KOHCYJIbTAIINH.

6.2. YTOUHAIOTCSI OPraHU3allMOHHBIE MEPONPUATHS M METOAMUYECKNE IIPUEMBI IPU NPOBENCHUU
9K3aMEHa.

Konn4ecTBo 0AHOBPEMEHHO HAXOASIIMXCH JK3aMEHYWIIUXCH B ayauTtopuu. B ayauropun,
/i€ MPUHUMAETCS PK3aMEH, MOXET OJIHOBPEMEHHO HaXOJIUThCS CTYJEHTOB U3 pacuera He Oosee ecatu
9K3aMEHYIOLINXCS Ha OJTHOTO 3K3aMeHaTopa.

Bpemsi, oTBe1eHHOE HA MOATOTOBKY OTBETA 110 OMJIETY, HE JOJDKHO MPEBBIIATh: s 3adera — 40
MUHYT. [lo McTeUYeHUIO JaHHOTO BPEeMEHH TOcCIe MOodydeHus OuieTa (Bompoca) CTYJeHT JO0JKeH ObITh
TOTOB K OTBETY.

Oprasm3zanus NPpaKTHYEeCKOH 4YacTH 3K3aMeHa. [IpakTuyeckas 4acTh 3K3aMEHa OpPraHM3yeTCs
TakK, 4ToObl o0OecreyrBaiach BO3MOXXHOCTh MPOBEPUTH YMEHHUE CTYIEHTOB MPUMEHSITh TEOPETHUECKHE
3HAHUA NIPU PELIEHUH NPAKTUUYECKUX 3aJaHUN, OCBOEHNE KOoMIIeTeHIIMI. OHa MPOBOAUTCS IMYTEM IOCTa-
HOBKHU 3K3aMEHYIOIIMMCS OTJENbHBIX 3ajad, YIpaKHEHUH, 3aJaHui, TpeOyIOIHUX MPaKTUYECKUX JIei-
CTBUH IO PELICHUIO 3aAaHNN. KaKblil CTYyIEHT BBIIOIHSET 3a/1aHUE CAMOCTOSITENIBHO ITyTEM ITPOU3BO-
CTBa pacueToB, pelIeHus 3aaay, paboThl ¢ JOKyMeHTaMu U Ap. [Ipu BbINOSHEHUN 3a/laHui CTYIEHT OT-
BEYAET Ha JOIOJIHUTENIBHBIE BOIIPOCHI, KOTOPHIE MOXKET CTABUTh DK3aMEHATOP.

HeiicTBus 3K3aMeHaTOpAa.
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CryneHTy Ha ’K3aMeHE pasperiaeTcs Opath onuH OwieT. B ciydae, korma sK3aMeHYIOMUNACS HE
MOJKET OTBETHTH Ha BOIIPOCH OMJIeTa, €My MOKET OBITh IPEAOCTaBIeHa BO3MOXHOCTh BBIOpAaTh BTOPO
OWJIET MPHU YCITOBUW CHUKEHUS OIEHKH Ha 1 Oas.

Bo BpeMsi ucnbITaHHS MPOMEXKYTOYHOH aTTECTallMd CTYACHTHI MOTYT IOJB30BaThcs pabounMu
IporpaMMaMi y4eOHBIX JTUCHUIUIMH, a TAKXKe CIPAaBOYHUKAMH U MIPOYUMH MCTOUHHUKAMU MH(POPMAIUH,
MepevYeHb KOTOPBIX YCTaHABIMBAETCS MIPEMOIaBATEIIEM.

Hcnonp3oBaHue marepualioB, HEe MPEAYCMOTPEHHBIX YKa3aHHBIM IE€PEUHEM, a TaKKe IOIbITKA
O6I_I_ICHI/I$I C OpyruMu CTyJACHTaAMU WJIM HWHBIMHU JIMOAMHU, B TOM YHUCIIC C NMPUMCHCHHUEM 3JJICKTPOHHBIX
CPEICTB CBSI3M, HECAHKIIMOHUPOBAHHbBIE IPEMoaBaTesieM MepeMellleHne M0 ayJIuTOPUU U T.Il. HE pas3-
pelaercs M SIBJISIOTCS OCHOBAaHUEM JUIsl YAAJICHUS CTYJAEHTa U3 ayAUTOPUU C TOCIEAYIOUIMM MPOCTaB-
JICHUCM B BCAOMOCTHU OLICHKHU «HCYHOBJICTBOPUTCIBHO.

CryneHT, MOJIy4YMBIIMN Ha 3K3aMEHE HEYJIOBJICTBOPUTENBbHYIO OICHKY, JTUKBUAUPYET 3a/10JKEH-
HOCTh B CPOKH, YCTAaHABJIMBAEMbIM IPHUKA30M JUPEKTOpa MHCTUTYTAa. OKOHYATENbHAs Mepecaadya dK3a-
MEHa MPUHUMAETCs KOMHUCCHEH B COCTaBe TPEX YelIOBEK (3aBeAyroluil Kageapoii, IeKTop MoToKa, mpe-
nojaBaTellb POACTBEHHON AUCIUIUIUHBI).

3amava mperoaaBarens Ha dK3aMEHE 3aKII04YaeTcss B TOM, YTOObI BHUMATENbHO 3aClyIIaTh CTY-
ACHTA, IPOKOHTPOJIUPOBATH PCIICHUC NPAKTHYCCKUX 3aﬂaHHﬁ, npeaoCTaBUThL €MY BO3MOKHOCTD ITOJIHO-
CTBIO M3JIOXKHUTHh OTBET. 3acHyIllMBas OTBET U AHAIU3UPYSd METOJbI PElICHUN MPaKTUYECKUX 3a/laHuM,
IpenojaBaTesib NOCTOSHHO OLIEHMBAET HACKOJIBKO IOJIHO, CUCTEMHO M OCMBICIEHHO OCYIIECTBIISETCS
OTBET, PEIIaeTCs MPAKTUYECKOE 3a/laHue.

Cunraercsa 0eCTaKTHOCTBIO IMPEPBIBATL OTBET CTYACHTA, MPCIKACBPEMCHHO JaBaThb OLUCHKY €ro OT-
BETaM U JICHCTBUSM.

B Tex ClIydadax, Korga OTBCTbI Ha BOIPOCHI MW HNPAKTHYCCKHUC IICfICTBH?[ ObLIH HEAOCTAaTOYHO
MOJIHBIMH WJIM JIOMYILEHBI OIHUOKH, MPENoIaBaTelb MOCiIe OTBETOB CTYJACHTOM Ha BCE BOMPOCHI 3a7aeT
AOIOJHHUTCIBHBIC BOIIPOCHI C LCJIbIO YTOYHCHUA YPOBHA OCBOCHUS AUCHUILIMHBI. CogepxcaHHe HHIAWBH-
Iya’dbHBIX BOMPOCOB HE JIOJKHO BBIXOJUTH 32 paMKu pabodeil mporpammbl. Ecnu cTyaeHT 3aTpynHsaeT-
CA Cpa3y OTBCTUTH Ha ZIOHOJ'IHI/ITGJH)HLH\/JI BOIIPOC, OH OOJDKCH CIIPOCUTH PAa3pCIICHUA NPEAOCTABUTL EMY
BpEeMs Ha MOATOTOBKY U MOCJe MOATOTOBKH OTBEYAET Ha HETO.

Ixana ¥ KpUTEPUH OLECHUBAHUSA

Tabnuma 11 — lkana u kpuTepun OllEeHUBAHMSI OTBETA HA SK3aMEHE

Ouenka
Kpurepun

«OTJIHYIHO» «Xopouio» «YAOBJIETBOPHUTECJIBHO»

Ob6beMm I'mybokne  3Ha- | JlocTaTOYHO
HUS, YBEPEHHBIE | IOJIHBIE 3HAHMS,
NEUCTBUS TI0 pe- | MPaBUIbHBIC
LIICHUIO TMPAKTHU- | AEHUCTBUA no | TBepaple 3HaHHS B 00BEME OCHOB-
YECKUX 3aJaHUi B | PEIICHUIO TPAK- | HBIX BOIMPOCOB, B OCHOBHOM TIpa-
MOJIHOM 00BbeMe | THYECKUX 3aja- | BUJIbHBIE PEIICHUS MPAKTUYECKUX
y4aeOHOU npo- | HU B oOBeMe | 3aJjaHUl, OCBOCHHE BCEX KOMIIETEH-
rpaMMBbI, OCBOE- | yueOHOW  Tpo- | Ui

HHUE BCEX KOMIIe- | TpaMMBbI, OCBOE-
TEHIUN HHE BCEX KOM-
MEeTECHUUN
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CHCTEMHOCTD OtBerel Ha BO- | OTBeThI Ha BO- | OTBETHI Ha BO-
MPOCHl  JIOTUYHO | TIPOCHI YBSI3aHBI | POCHI B TIpelie-
yBsI3aHBI C y4ue0- | ¢ y4yeOHBIM Ma- | JaX  y4eOHOTo
HBIM Marepua- | TepuajioM, BbI- | MaTepuaia, BbI-
JIOM,  BBIHECEH- | HECEHHBIM  Ha | HECEHHOTO Ha
HBIM Ha  KOH- | KOHTPOJb, a | KOHTPOJIb

TPOJIb, & TAKXKE C | TAKXKE C TeEM,
TE€M, YTO HU3ydYal | 4YTO Hu3ydall pa-

panee Hee Nmeercss  HEOO-

XO0OAUMOCTB B IIO-

OCMBICIIEHHOCTD [IpaBuneubie  u | [IpaBunbHbIE Homyckaer  He-
CTaHOBKE HaBO-
yOeuTenbHbIe OTBETHI U IpAaK- | 3HAYUTEIIbHBIE
. JSIIUX BOIIPOCOB
otBeThl. bricTpoe, | THUeckue Jeil- | omuOKU MpU OT-
IIpaBWJIbHOE U | CTBUSL. BETaxX W IpaKTH-
TBOpUYECKOE MpH- YeCKUX JIeHCTBU-
HATHE pewleHuii, | 1IPABAIBHOE AX.
Gesympeunass ot- | IPHHATHE — pe-
paGoTka pemennii | EHHH. I'pa- | Jonyckaer He-

MOTHass  OTpa- | TOYHOCTH B TIpH-
00TKa pElIeHUN | HATUU pEeleHUN
10 331aHUSIM 0 33aJJaHUSAM

3aJaHui. YMeHHe
JIeJIaTh BBIBOJIBI

WuTerpanbHas OLIEHKA 3HaHUM, YMEHUI M HaBBIKOB CTYJEHTA OIPEeIIIeTCs 110 YACTHBIM OLICHKaM
3a OTBETHI Ha BCE BOIPOCHI (3aJaHus) OuiIeTa, B COOTBETCTBUU C pa3pabOTaHHBIMU U YTBEPKJIECHHBIMU
KPUTEPUSIMH.

NunoBanuoHHbie (hOPMBI IPOBEIEHUS 3aAHATHI

B xome ayauTOpHBIX y4eOHBIX 3aHSATHUN MCIOJIB3YIOTCS Pa3IMYHbIE MHHOBAIMOHHBIE (OPMBI U
cpeacTBa 00y4eHHsI, KOTOpbIE HAIMPaBJICHBI Ha COBMECTHYIO paboTy mpernojaaBaress U O0ydarouumxcs,
o0CyX/IeHHe, TPUHATHE TPYIIIOBOTO pelieHusl. Takue METOJbl CIOCOOCTBYIOT CIUIOYEHHUIO TPYIIIBI U
00ecreurnBaT BO3MOXXHOCTH KOMMYHHKAIMI HE TOJIBKO C MpernojaBaTeieM, HO U ¢ APYTUMHU olOydae-
MBIMH, OTIMPAIOTCS HA COTPYTHUYECTBO B MIPOIIECCE MO3HABATEIBHOM IEATETHHOCTH.

VYcenemHas peanu3anus coiepKaHusl Kypca OCHOBBIBAETCSI Ha UCIOJIb30BAHUM AKTUBHBIX U UHTEP-
aKTHUBHBIX METOI0B 00yueHus (Tabnuma 13).

Ta6J11/1ua 13 - I/IHTepaKTI/IBHHe O6pa30BaTeJ'ILHLIe TCXHOJIOTHUH, UCIIOJIB3YCMBIC B aYAUTOPHBIX 34~
HATUAX

Ne | Paszpen (tema) nucuuniuHbl | Buja 3aHsaTus ®opma padoTbI
n/n
Anroputrmsl mudposanus. An- | [Ipaktuueckoe | IlpencraBnenue u oOcyxaeHUE JOKIAI0B
1 | roput™mbl ayTeHTU(DUKAITMH 3aHATHE
I10JIb30BATENIEH.
2 3amuTa nHpopmauu B cetsax. | [Ipaktuueckoe | [IpeacraBneHue u oOcyxieHue T0KIa10B
3aHATHE

8. Oco0eHHOCTH OpraHu3anuu 00y4eHus 1Jisl JIML C OTPAHMYEHHBIMU BO3MOKHOCTSAMH 3/10-
POBbSI M HHBAJINI0B
[Tpu HEoOxoaMMOCTH paboyas MporpaMMa JUCHUILIMHBI MOXKET ObITh aJlaTHpOBaHa JUIs o0ecrie-
YyeHHs1 00pa30BaTeNIbHOTO MPOllecca UHBAUIOB U JIUI] C OTPaHUYEHHBIMU BO3MOXHOCTSIMU 370POBbsI, B
TOM YHCIIE Ul TUCTAaHIMOHHOTO 00yuyeHus. [lyig aToro Tpedyercs 3asBieHUE CTYACHTA (€ro 3aKOHHOTO
MIPE/ICTaBUTEIS ) U 3aKIIIOYEHHE IICUXO0JI0ro-MeauKo-nenarornueckoi komuccuu (ITMIIK).
B cnydae HE0OX0aUMOCTH, O0YJarOIIUMCS W3 YHCIa JHIl C O'PAaHMYEHHBIMH BO3MOXKHOCTSIMU
3J10pOBbsI (10 3asBJICHUIO 00y4aroUerocs) a il MHBAJIMJIOB TAK)KE B COOTBETCTBUU C MHIMBHyaIbHON
pOrpaMMoil peadMInTallui UHBAIKMA, MOTYT TMpeyiaraTbes CIeAYIOINe BapUaHTbl BOCTIPUATHS y4eO-
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HOW MH(GOpPMALMK C YIETOM HMX HWHAWBUAYAIBHBIX NCUXO(PHU3NYECKUX OCOOCHHOCTEH, B TOM HYHCIIE C
MPUMEHEHHEM JICKTPOHHOTO OOYUYEHUS M TUCTAHIIMOHHBIX TEXHOJIOTHIL:

- JUIS JIAL C HApYIICHUSMH 3PEHHS: B IIEYaTHON (opMe yBEeIWYEHHBIM MpU(PTOM; B HOpMeE dIIeK-
TPOHHOTO OKYMEHTa; B ¢opMme ayauodaiina (mepeBo] yueOHbIX MaTepualioB B ayanodopmar); B Ie-
4aTHOH (opMe Ha si3bIke bpaiins; nHIuBHyanbHbIe KOHCYJIBTALUN C TIPUBICUCHHEM TH(IOCYpaoIepe-
BOJIYMKA; MHMBHIyaJIbHbIC 3aJJaHHSI U KOHCYJIbTAIUH.

- 171 ML ¢ HapyLICHUSAMH ClTyXa: B Ie4aTHO (opme; B Gopme 3IIEKTPOHHOTO TOKYMEHTa; BHU-
JeoMaTepruaibl ¢ CyOTUTpaMy; WHAMBHUIYAIbHbIE KOHCYJIbTALUU C MPUBJICYCHUEM CYPJIOTEPEBOIUHKA;
VHIUBHUTyaJIbHBIC 3a/IJaHHUS U KOHCYJIBTALlUH.

- Ui JIML C HAapYIICHUSMH OINOPHO-IBUTATEIBHOTO ammapara: B medatHou ¢opme; B dopme
AJIEKTPOHHOTO JIOKYMEHTa; B (hopme ayanodaiina; HHINBUAYAIbHBIC 3a1aHUS M KOHCYIJIbTAIHH.

21



Pabouas nporpaMma JuCHUIIIMHBI pa3padoTaHa B COOTBETCTBUU C:

- GenepanbHbId TOCYIAPCTBEHHBIN 00pa30BaTEIbHBIN CTAaHAAPT MO HAIPABJICHUIO
noarotoBku (cnernuanbHocTr) 09.03.02 «MHDOpMaIIMOHHBIE CUCTEMBI M TEXHOJIOTUNY U
YPOBHIO BBICIIIET0 00pa3oBaHus bakaiaBpuar, yTBep>KJIE€HHBIN nMprukazoM MUHOOpHAYKH
Poccun ot 19.09.2017 Ne 929 (nanee — ®I'OC BO);,

- y4eOHBIM IIJIaHOM (OYHOM, 3a04HOM (GopM 00yUeHHUsI) 1O HAMpPaBICHUIO TMOITO-
toBkH (09.03.02 NHpopmanimoHHbIE CUCTEMBI U TEXHOJIOTHUHU.

PaGouast mporpaMma JUCIUTUIMHBI BKIIOYAET B CE0S OIEHOYHBIE MaTEepPUAbI IS
MPOBEJICHUSI TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH U MTPOMEKYTOUHOM aTTeCTAIlMU MO JUC-
nuruHe (1.7 OueHovnsie Matepuanbl ((POHA OIEHOYHBIX CPENCTB) JUISl TEKYIIETO KOH-
TPOJISl YCTIEBAEMOCTH U MMPOMEKYTOUHOU aTTECTAIUN ).

Astop: O.B. Tuxonona, k.¢.-M.H., fouieHT kadenpsl «MHpopmaTiKa U HHPOpPMa-
LIMOHHBIE TEXHOJIOTUH»

[Iporpamma ogoOpena Ha 3aceganuu kadeaps «MubopmaTuka u nHbOPMAIIMOH-
Hble TexHoorum» (mpotokoa Ne 10 ot 24.06.2023).
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