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Pabouas nmporpamMMa AUCIUIUIMHBI pa3paboTaHa B COOTBETCTBUU C:

- @enepaiabHBIM IOCYIapPCTBEHHBIM 00pa30BaTENbHBIM CTAaHJAPTOM BBICHIETO0 OOpa30BaHMS IO
Harnpasienuto moarotoBku 09.03.01 Mudopmaruka u BelYUCINTENbHAS TeXHUKA (OakaiaBpuar), yTBep-
XKIeHHBIN puKkazoM MunoopHayku Poccun ot 19.09.2017 Ne 929 (manee — ®I'OC BO);

- y4eOHBIM IUIaHOM (OYHOM W 3a04HOM (opM oOydeHus ) 1Mo HarmpasiaeHuio moaroroku 09.03.01
Nudopmarrka v BEIYUCIUTETbHAS TEXHUKA

PaGouas nmporpamMma AMCUMILTUHBI BKIIOYAeT B ceOs OLIEHOYHbIE MaTEpUaIbl AJIsl POBEICHUS Te-
KYIIET0 KOHTPOJISI YCIIEBAEMOCTH U MPOMEKYTOUHOM arTecTanuu no aucuurinie (n.7 OueHouHble Ma-
Tepualibl (POH] OIEHOYHBIX CPEJICTB) JUISl TEKYIETO0 KOHTPOJIS YCIIEBAEMOCTH M ITPOMEKYTOUHOM aTTe-
CTaIum).

Agtop: A.C. CuBupKuHa, K.IL.H., To1eHT Kadeapsl «MHpopMmaTuka 1 HHPOPMAIIMOHHBIE TEXHOIIO-
run» Pszanckoro nnctutyta (punuana) MoCKOBCKOTO MOJUTEXHHYECKOTO YHUBEPCUTETA.

[Iporpamma omobpena Ha 3acenanuu kKadenpsl «MHDopMaTHKa M MHPOPMAITMOHHBIE TEXHOJIO-
rur»» (mpotokoi Ne 11 ot 27.06.2024).



1. TlepeyeHb MJIAHHPYeMBIX pe3yJIbTATOB O0Y4YeHHMs MO JAMCUMILIMHE, COOTHECEHHBIX C
IUIAHMPYEMbIMH Pe3yJIbTATAMM 0CBOCHHUsI 00Pa30BaTeIbHON NMPOrpaMMbl

1.1. Illeab ocBOEHUS M CIUATNIIUHBI

Llenpro ocBOCHMS AUCIUIUIMHBI siBisieTcs (1):

- (opmupoBanue y oOydarolmuXxcsi YHUBEPCAIbHBIX KOMIETCHIIMN, HANpPaBICHHBIX Ha pa3BUTHE
CIIOCOOHOCTH OTIPEICNIATh KPYT 33724 B paMKaX MOCTABICHHOW IIeJTM U BBIOUPATH ONTUMAIBHBIE CIIOCO-
Obl UX pelleHus], UCXO0/A U3 JCHCTBYIOIIUX MPABOBBIX HOPM, UMEIOIIUXCSI PECYPCOB U OTpaHUYEHU I

- ¢opmupoBaHue y oOydaronuxcs / yriyojaeHrne ypoBHs OCBOCHHs oOydarorumucs (2) mpodec-
CHUOHAJIbHBIX KOMIIETCHIINI, HEOOXOMMBIX pa3padOTKu TPeOOBaHMIA M TIPOCKTUPOBAHUE TPOTPAMMHOTO
obecrnieueHus

Obaacts npodec- | Tunsi 3aga4 npodec- 3apaun npogeccHOHATbHOM IesITeJIbHOCTH
CHOHAJBLHOH Jesi- CHOHAJLHOH Jesi-
TeJIbHOCTH (10 Pe- TEJbHOCTH
ectpy MuHTpyaa)
40 Ckso3Hbie 6udbvl NPOEeKMHbLL IIposedenue namenmuwvix ucciedosanutl ¢ ooacmu
npogheccuonanvbHoll ACYVIT
desimenbHOCMU

K ocHOBHBIM 3a/1a4amM M3Y4EeHHS AUCIUIUIMHBI OTHOCUTCS MOJATOTOBKA O0YYaOIIUXCS K BBIMOJ-
HEHUIO CJIEIYIOIUX TPYIOBBIX QYHKIMI B COOTBETCTBHH € MpodeccHnoHabHBIMU cTaHAapTamu (3).

HaumenoBanue npogeccuo- | Koa, HaumeHoBanue u ypo- | Kox u HauMeHoBaHue TPYI0BBIX
HaJabHBIX cTanaapToB (IIC) | Bens kBasmpukanun OTP, | GpyHknmii, Ha KOTOPbIE OPHEHTH-
HA KOTOpble OPHEHTHPOBA- pOBaHA TUCHMIJIHHA
HA JMCIHUILJIHHA
40.057 C, Ilposedenue pabom no C/02.6, H3yuenue u npeocmasie-
Cneyuanucm no asmomamusu- | npoekmuposanuio ACVII, 6 | Hue pykogoocmey omuemos o ne-
POBAHHBIM CUCIEMAM YnpaeJie- PeO0BOM HAYUOHALHOM U MeHCO)-
HUs1 NPOU3B00CMBOM HapoOHOM onvime paspadomxu u
sneopenus ACYII

1.2. IlepevyeHb MJIAHMPYEMBbIX Pe3yJIbTATOB 00y4eHHS MO JUCHHUIINHE

B pesynbprare ocBOoe€HUS AMCLUUIUIMHBI «3aluTa HHGOpMAIMU» y o0ydaromerocss GopMHUpYyOTCs
yHHBepcaibHble kKomneTeHnnn YK-2 u npodeccrnonansusie komnerenuuu [1K-1. Conepxanue ykaszan-
HBIX KOMIIETEHIMHA M MepeueHb IUIaHUPYEMbIX pe3yJIbTaTOB 0Oy4eHUs MO JaHHOW TUCLHMIUIMHE IMpe.-
CTaBJIEHbI B Tabnue 1.

Tabnuna 1 — [Inanupyemsie pe3yibTaThl 00yUEHUS TT0 TUCIUTLUINHE

Kon Pe3yabTarsl ocBoenus OI1 IlepeyeHb MuIaHUPYEMBbIX Pe3yJIbTATOB 00yue-
KOMIIe- (coneprkaHue KOMIIETEHINH) HUA 10 IMCHUILJIMHE
TEHUHH
1 2 3
YHuBepcajbHbIe
VK-2. CnocobGen onpenensats Kpyr | YK-2.1. [Tonumaer 6a30Bble MPUHLHUIIBI TOCTA-
YK-2 3aaa4 B paMKax IMOCTaBJICHHOM OEJIM M | HOBKHU 3a/ia4 U BBIpa6OTKI/I peI_HCHI/Iﬁ

BBI6I/IpaTB ONTHUMAJIbHBIE CIIOCOOBI MX
pemenus, ucxoas u3 neifcteyromux | YK-2.2. BriOupaeT ontuManbHbIE CIIOCOOBI pe-
IPaBOBBIX HOPM, UMEIOIIUXCI PECYp- mICHUA 3aaa4, UCXOAd U3 ﬂeﬁCTByIOLHHX ImpaBo-
COB U OI‘paHI/I‘{CHI/Iﬁ BbIX HOpM, UMCIOIIIUXCA pECYPCOB 1 OI‘paHI/I‘-ICHI/Iﬁ




I1K-1

ITK-1 Pa3pabotka TpeboBanuit u mpo- | [IK-1.1 AHanu3 BO3MOXXHOCTEH peanu3aluu Tpe-
€KTUPOBAHUE IPOTPaMMHOT0 oOecrie- | O0BaHUH K  KOMIBIOTEPHOMY IPOTPAMMHOMY
YCHUS o0ecreYeHnIo

[IK-1.2 Pa3paboTka TEXHHMYECKUX CIECIH(PUKAIIIMA
Ha MporpaMMHbIE KOMIIOHEHTBI U UX B3aUMOJCHi-
CTBHE

[IK-1.3 IlpoexkTupoBaHH€ KOMIBIOTEPHOTO MPO-
IPaMMHOTO o0ecreueHus

2 MecTO AUMCHMILVIMHBI B CTPYKType 00pa3oBaTesbHOI nporpamMmsl JlucuuninHa «3amura

nHpOpPMAIIMN» BXOJUT B cOCTaB AUCHUIUTMH biioka, popMupyemoii yuacTHUKaMu 00pa3oBaTebHBIX OT-
HOIIIGHUH 00pa3oBaTeNbHON MporpaMMbl OakanaBpuara mo HampasieHuto noaroroBku 09.03.01 Un-
(dbopmaTrKa U BEIMUCIUTEIbHAS TEXHUKA.

3.1 TpeOoBaHusI K BXOJAHBIM 3HAHUSIM, YMEHUSIM U HABBIKAM 00y4ar0IIHXCH

HSy‘leHI/IC JUCHOUITIIMHBI 6a3preTc;I Ha 3HaHUAX, ITOJYUCHHBIX I10 I/IH(I)OpMaTI/IKe B paMKax I10JIy-

YEeHMsI CpEIHEro 00111ero oopa3oBaHusl.

MaMHu

Jl1sl OCBOEHHUS AUCHUIUIMHBI «3aluTa HHPOpMALUN» CTYCHT JOJKEH:
3HATh:

¢ (yHIameHTaIBHBIE OCHOBBI IKOJIBHOTO Kypca HH)OPMATHKHY;
yMeThb:

® IIPOBOJUTH BBIYHCJICHUA B I[BOI/ILIHOI71 CUCTCMC CUHCJIICHUS,

® OCYHCCTBIIATH NCPEBOA YHCCII MCKAY HBOHHHOﬁ, ﬂeCﬂTHqHOﬁ n HICCTHaﬂHaTequHOﬁ CHUCTC-
CUHCJICHUS,

e peraTh 3a/a4M pu oMoy Gopmyn OyneBoil anredpsl;

® CTPOUTH NpOCTEHIINE GIOK-CXEMBI AITOPUTMOB;

BJIa/1eTh:

e paboTOH B TEKCTOBBIX PEIAKTOPAX;

e paboToil B pelakTOpax MEKTPOHHBIX TAOIHII;

e paboToii B rpaduyeckux peaakropax;

® METO0JIaMH aJrOPUTMH3ALIHH.

3.2 B3aumocBA3b ¢ APYrUMHU AUCHUILIMHAMHA

B3aumocBsI3p 1aHHON OUCHUIUIMHBI C JAPYTUMHU JUCHUIUIMHAMU OOpa3oBaTeNIbHON MpOrpamMmbl

MMpeaACTaBJICHA B Ta6J'II/II_[e 2.

Tabmuia 2 — CTpyKTypHO-JI0THYeCcKas cxeMa (hOpMUPOBAHUS KOMITCTCHITHIA

Kommne- | IIpexmecrByromme Jdannas IHocaenyrommue
TEHIUA AU CHMILINHBI JUCHMILTIMHA JUCHHMILINHBI
ABTOMaTH3UpPOBaHHbBIE HH(OPMAIIMOHHO-
VK-2, BBenenue B nn- VIIPABJISIONIAE CUCTEMBI
I1K-1 (dbopmalvoHHbIE 3amuTa uH- IIpoekTpoBaHuEe aBTOMaTU3UPOBAHHBIX CH-
TEXHOJIOTHHU (opmaruu CTEM
IIporpammupoBanue MareMaTryecKkre OCHOBBI TEOPUU CUCTEM
U OCHOBBI aJITOPUT-
MH3aIAU
OmneparnoHHBIE CH-
CTEMBI
TexHonorus npo-




rpaMMHUPOBAHUS

3. CTpyKTypa M coiep:KaHHe JMCHUIIHHbI

OO6mast TpyI0EMKOCTh JUCIUIUIMHBI «3aIuTa HH(QOpMaIMu» COCTaBIsSET 3 3a4ETHBIC CAMHUIIBI,

108 akameMuyeCcKUX 4acoB.

Tabmuma 3 — OObeM IUCHUMIUIMHBI «3amuTa WHPOpMALMW» B aKaJeMHYecKMX uacax (s od-

HOI/3204HOM (opM 00yUIEHUs)

Buna yueOHoii padoTnl

Bcero uyacos

JJISE OYHOM Jlnst 3a04HOM
(¢hopmbl (popmbl
KonTakTHass paGora o0yuyawuiuxcsi ¢ mnpenojaaBaTe- 32 12
JeM
AynuTopHasi padora (Bcero) 32 12

B TOM YHCIJIE:

Jlexum 16 6

CemuHapbl, IPAKTUYCCKUC 3aHATHUS 16 6

JlabopaTopHbie paboThI

Bueaynutopnas padora (Bcero)

B TOM YHCIIE:

I'pynmoBasi KOHCYJIbTAIUS
CamocrosiTesibHas padoTa o0y4yawuuxcs (Bcero) 76 87
B TOM YHCIIE

KypcoBoe npoexkTupoBanue

Pacuetno-rpaduueckue paboTsl

Pedepar

Jlpyrue BHIBI 3aHATUH (n0020mosKa K 3aHAMU- 76 87
AM, doMauwiHaa paboma, no020Mmo6Ka K KOHMPOIbHOU pa-
bome, paboma ¢ aumepamypoii)
Bujx npome:xyTo4HOI aTTecTAMU ) 9
(3 - sauem, D - sxzamen, 30 — 3auem ¢ oyenxor)
OO0mas TPy10eMKOCTh THCIIHILTHHBI, YaC 108 108
O01mas Tpy10eMKOCTh JTHCIUILIHHBIL, 3.€. 3 3

3.1. Conep:kanue IMCHHUILIMHBI, CTPYKTYPHPOBAHHOE MO TeMaMm, 1isi cryaenTros OUHOM

®OPMbI OBYYEHUA

Pacnipenenenne pa3aenoB JUCIUTIINHBI «3amuTa HHGOPMAIHI TI0 BUAAM yU4€OHBIX 3aHATHH U X
TPYAOEMKOCTh yKa3aHbl B Tabuie 4 11 ouHON (opMBbI O0YUEHHS.

Tabmuua 4 — Pa3fensl QUCHMIUIMHBL «3amuTa HHPOPMALMU» U UX TPYAOEMKOCTh MO BHJAM y4eOHBIX

3aHATHH (17151 OYHOU (POPMBI O0YICHUSI)

Ne Pa3zgen nucumnanHbI
n/n

0Oo0-
mast

Buabl y4eOHbIX 3aHATHI, BKJIIOYAS
CaMOCTOSITEIbHYIO Pa0oTy 00y4arommuxcs,
U TPY10€eMKOCTh

(B yacax)
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1 2 3 4 5 6 7 8 9
BocbMmoii cemecTp
1 OcHoBHbIE MOHATHUS U OIIpe- 26 4 4 18
neJIeHus. [TpakTrueckue
1.1 | UcrouyHuku, pucku u HOpMbI 12 2 2 8 3aaHus, TCCT
aTak Ha MHQOpMAIIHIO
1.2 | IlonuTHKa 1 cCTaHIApPTHI O€3- 14 2 2 10
OIMACHOCTH
2 Kpunrorpaguueckue Moaesan. 28 4 4 20
2.1 | Anroputmsl mudpoBaHus. A- 14 2 2 10 | [Ipaktuueckue
TOPUTMBI ayTEHTU(UKAIUN 3a/laHus, TecT
II0JIb30BATEIEH.
2.2 | Mouenu 0e30MacHOCTA OCHOB- 14 2 2 10
HBIX ONEPAITMOHHBIX CUCTEM.
3 AJIMMHHCTPHPOBAHHUE CceTeil 26 4 4 18
3.1 | 3ammTa nHGOpPMAIIMH B CETSIX. 12 2 2 8 [IpakTrueckue
3.2 | MHoroypoBHeBas 3aiuTa Kop- 16 2 4 10 | 3apmaHus, TecT
MOPATUBHBIX CETEH
4 TpeGoBanus k cucremam 3a- 28 4 4 20
M THI HHGOpMALUH [IpakTuueckue
4.1 | Hanpanenus pa3Butus cpeacrs | 14 2 2 10 | 3apmaHus, TecT
0€30MaCHOCTH MPEATPUSITHSL.
4.2 | IlpaBoBbIe MOCTIEICTBUS HE- 14 2 2 10
CaHKIIMOHHPOBAHHOTO JTOCTYTA K
uHdopManuu
dopma aTTecTallNU 3
Bcero yacoB no AucuunJnHe 108 16 16 76

Tabmuua 5 — Pa3nensl qUCHUIUIMHBL «3amuTa MHGOPMALUN» U UX TPYLOEMKOCTh MO BUIAM Yy4eOHBIX
3aHATUN (17151 3204HOM PopMBI 00yUEHNs)

Bunabl y4eOHbIX 3aHATHI, BKJIIOYAS
Ne | Paspen nuCHMIIMHBI P CaMOCTOSITEIbHYIO pa0oTy 00y4aromuxcs,
n/n 5 U TPY10€MKOCTh =
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1 2 3 4 5 6 7 8 9
BocbMoii cemecTp
1 OcHoOBHbBIC IOHATHS H OIIpe- 25 1 4 20
JeJIeHUsl. [IpakTrueckue
1.1 | Ucrounuku, pucku U GopMbl 125 ] 0,5 2 10 | 3amaHus, TecT
aTak Ha HHQOPMAIIHIO
1.2 | IlonuTHKa ¥ CTaHAAPTHI O€3- 125 | 05 2 10
OMACHOCTHU
2 Kpunrorpaguyeckue Moaesan. 25 1 4 20




2.1 | Anroputmsl mudpoBaHus. A- 125 0,5 2 10 | [IpakTuueckue
TOPUTMBI ayTeHTU(UKALIUN 3a/laHus, TeCT
TI0JIb30BATEIICH.

2.2 | Monenu 6e30macHOCTH OCHOB- 125 0,5 2 10
HBIX OMEPAIIMOHHBIX CUCTEM.

3 AJIMHUHHCTPHPOBAaHHE ceTel 35 2 6 26

3.1 | 3ammTa nHGOpMAIIMH B CETSIX. 13 1 2 10 | [Ipaktuueckue

3.2 | MHoroypoBHeBas 3aiuTa Kop- 22 1 4 17 | 3apaHus, TecT
MIOPAaTUBHBIX CETEH

4 TpebdoBanus Kk cucremMam 3a- 36 2 4 30
IUTHI HHpOPMALNH [TpakTHueckue

4.1 | HampaBnenwust pa3BuTus cpeacts | 21 1 2 18 | 3apmaHus, TecT
0€30MaCHOCTH NMPEATPUSITHSL.

4.2 | IIpaBoBbIE TIOCTIEICTBUS HE- 15 1 2 12
CaHKIMOHUPOBAHHOTO TOCTYyTA K
nHhopManuu
@opma aTTeCTAIIUH 9
Bcero 4acoB mo JucHuInHe 108 6 6 96

3.2 Conep:kaHue THCHUILTHHBI «3ammTa HHpOpMAIUN», CTPYKTYPHPOBAHHOE MO pa3ieiam
(Temam)
Coneprxanue NEeKIIMOHHBIX 3aHATUM MPUBEJICHO B TaOIHUIIE 5.
Tabnuna 5 — ConepxaHue JICKIIMOHHBIX 3aHITHI
Ne ni/m HaumenoBanue pa3jaeia Conep:xanue pasjaena (TeMbl)
(TeMBbI) THCIHTIJTHHBI AUCIHUTIIUHBI
1 2 3
1 OCHOBHbIE MOHATHS H OTIPe/IeIeHHS.

1.1 VcTo4HUKH, PUCKHU 1 (Op- Teopus 3amutsl nHGopMmari. OCHOBHbIEC HAPABICHUSI.

Mbl aTaK Ha HHPOPMALMIO | Ofecredenne MHOPMALMORHOH GE30MACHOCTH H HATIPABITE-
HUs 320U Thl. KOMIUIEKCHOCTE  (T1e/1eBasi, WHCTPYMEHTAJb-
Hasl, CTPYKTypHas, (QyHKIMOHaIbHAas, BpeMeHHas). Tpebo-
BaHUs K CUCTEMeE 3aIlUThl HHpOopMarmu. YTpo3sl HHpOpMa-
uu. Bunbr yrpo3. OCHOBHBIEC HapyIIEHUs. XapaKTep MPOUC-
XO0XKJIeHus yrpo3. Mcrounuku yrpo3s. Ilpennoceuiky nosisie-
HUS yTPO3.

1.2 ITonutHka ¥ cTaHAAPTHI Cucrema 3amutsl nHGopmaruu. Kiaccel kaHATOB HECAHKITHO-

OesomacHOCTH HUPOBAHHOTO MOJTydeHus nHGopManuu. [[pUYnHbEl HAPYIIEHHS
[EIOCTHOCTH MH(pOpManuu. MeToIbl U MOJENN OLEHKU Y3
BUMOCTH HH(popMmaruu. OOmas MoAens BO3JICHCTBUS Ha WH-
dopmarmio. OOmias Mojenb mpoliecca HapylieHus Gu3nde
CKOMH 11€JIOCTHOCTH HH(OpMaIiK
2 Kpunrorpadguyeckne moaesu.

2.1 Ausroputmbl indposanus. | IMonstue kpuntorpaduu. OcHOBHBIE BUABI IHPpoB. 0600-
AJrOpUTMBI ayTeHIH‘bHKa' IIEHHAS CXEMa KPUIITOCUCTEMBL. [IOHATHSA CHMMETPHYHOM 1
Rt ACUMMETPUIHON KpUNITOCUCTEMBI. OCHOBHBIE JITOPUTMBI

KpunTorpaduueckux npeodpazoBaHuii. OCHOBHBIE METOIBI
KpUnTOrpaduueckoi 3ammThl HHPOPMAITMH B KOMITBIOTEPHBIX
cuctemax u cersx. Knaccudukamus cpeacTs kpunrorpapude-
CKO¥ 3anuThl HHpopMarwu. OCHOBHBIC JOCTOMHCTBA U HEJIO-
CTaTKH aJlropuTMa mudpoBaHus JaHHBIX ¢ momortpio DES.
2.2 Monenu 6e30macHOCTH 0C- | [lepeunciuTe OCHOBHBIE PEKUMBI paboThl anroputma DES.

HOBHBIX OIICPAIMOHHLBIX CHU-
CTEM.

Kak obecrnieunBaeTcsi KpUITOCTOMKOCTh aCUMMETPUIHBIX
kpunrocucteM? OCHOBHOE HAa3HAUEHUE XeI-PYHKITUN U OC-
HOBHBIC IPUHIIUIIEI €¢ (hopMupoBanusi. OTIUIUTETHHBIE 0CO-
O0eHHOCTH oTedecTBeHHOro cTanaapra xemr-gynakiuu ('OCT




P 34.11-94) ot anropurmoB xemupoanust MDS u SHA. Oc-
HOBHBIE QJITOPUTMBI AIEKTPOHHON ITUGPOBOM MOIMICH U UX
MpUHLIMINATIbHBIE OTINYKsA. COBpEeMEHHbIE MPUIIOKEHUS
kpunrorpaduu. Ilpumepsl. Tunnynbie aTaku Ha ONIEPALUOH-
HyI0 cucteMy. [loHsTHE 3aIIUIIIEHHON OTepallMOHHOI cucTe-
MBbI. AnnapatHoe 00ecTieYeHre CPeACTB 3aIUThI OTIePaIluOH-
Hot cuctemsl. [Ipobiembr 6e3onmacHoctr IP-cereii. Hanboiee
pacnpocTpaHEHHbIE BApPUAHTHI aTaK Ha KOMIIBIOTEPHYIO CH-
creMy Ha ocHOBe mipotokojia TCP/IP. Criucok gpyHKIIMOHaIb-
HBIX JIe(PEKTOB C TOUKH 3PEHHS 3aLIUTHI B HCIOIB3YyEMOM

onepanronnoi cucreme (OC). Dnementsl 6e3onacHocTr OC
Windows 2000/XP/Vista.

AJMMHUCTPHPOBaHUE ceTeil

3.1

3amuTa nHPOpPMAIUH B Ce-
TAX.

OCHOBHBIE IPAKTUYECKHUE BOIIPOCHI 3aIIUTHI HH(OPMAIIHH.
[IporpamMMHBIE CpeICTBa 3aIIUTH M YHUYTOXKEHUS HHPOpMa-
ouu. OcHOBHBIE IMPUHIMUIIBI TIOCTPOCHUA TOACUCTCMbBI MH-
dbopManroHHOI 6€30MmacHOCTH. DTanbl HOCTPOCHUS TOJICH-
cTeMbl HH()OPMAITMOHHON 0€30MaCHOCTH.

3.2

MHoroypoBHeBas 3amura
KOPIIOPAaTHUBHBIX CETEN

OO6mue npuHIHIBI 0OecreueHuss THPOPMAITMOHHOH Oe3-
onacHocTH. CpezcTBa obecreyeHus: KOHPUACHIUATbHOCTH
naHHbIx. CpencTBa uIeHTU(DUKALIUY U ayTeHTH(PUKAIUU
nosib3oBareneil. [IpuBennre ocHOBHBIE CXeMbI HIEHTU(DUKA-
[IMU U ayTeHTU(PHUKAIUH 1T0Ib30BaTens. JloctonHncTBa 6uo-
METPHUUYECKUX CIIOCOOOB MICHTU(UKANN U ayTCHTHU(PUKAITUN
[0 CPaBHEHUIO C TpaAUIIMOHHBIMU. CpesicTBa ayTeHTU(hUKa-
IIUU JICKTPOHHBIX JaHHBIX. [IpaBOBBIE MOCIEICTBUS HECAHK-
[IMOHMPOBAHHOT'O CheMa U UCIIOJIB30BaHUs KOHDUACHIIUATb-
Ho# nHpopmaruu. OCOOEHHOCTH TPUMEHEHUS TEXHUYECKUX
CPEICTB YHUUYTOXKEHUS MHPOPMAIIUN HA MATHUTHBIX U OITH-
YECKUX HOCUTEJISIX.

TpeGoBannus K cucTeMam 3aIMThl HHPOPMALHMHT

4.1

Hanpasnenus pazsutus
CpencTB 6€30MacCHOCTH
TPEIIPUSTHSL.

HpI/IBeI[I/ITe KHaCCHq)HKaHI/IIO CHUCTEM 3alIUThI IPOTPAMMHOTIO
obecrnieueHns. CpaBHUTE OCHOBHBIE TEXHUYECKUE METOIBI U
Cpe/ICTBa 3alUThI IPOTPaMMHOT0 obecrieuenust. OTIUYus Ch-
CTEM 3aIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA OT CUCTEM
3alUThl OT HECAHKLMOHUPOBAHHOTO KonupoBaHus. Onpene-
JIEHUE TIOHATUHN «IIPOTOKOJIMPOBAHUE» U «ayIHUT». 3a/1auu,
peaIN3yEMbBIC IPOTOKOJIHUPOBAHUCM U ayAUTOM U UX XapaKTe-
PUCTUKH

4.2

IIpaBoBBIE OCIENCTBUS HE-
CaHKLIMOHMPOBAHHOTO J10-
CTymna K uHhopManuu

[lepeuncnure ¢pyHknuu u komnoHeHTsl cetn VPN. Knaccu-
¢ummpyiite VPN mno cnoco0y TeXHHYECKOH peanu3anuu u
apXUTEKType TeXHU4eckoro pemieHus. KakoBbl crocoObl 3a-
MIUTHl UHGOPMAIMK TIPU MEXCceTeBOM B3aumojeiicteun? Ka-
KM€ KpunTorpaduyeckue MpoTOKOJbI UCIOJIb3YIOTCS s 3a-
IIUTHI TEXHOJIOTUU «KJIUEHT-CEpBEP»?

Tabnuna 6 — ConepkaHue MPaKTUYECKUX 3aHATHH

Ne i/

HaumenoBanue pa3jaeia
(TemMbl) TUCHMIIIHHBI

Conep:xanue pa3jesna IMCUUILTHHBI

1

2

3

1

OcHOBHbBIE IOHATHSA U onpeacjicHus.

1.1

WcTounuku, pucku u ¢hop-

| Tpe6oBanus k cucTeMe 3amuUTh HHGOPMALMK. YTPO3bI HH-




MBI aTaK Ha HH(pOPMALIUIO dbopmaruu. Buasl yrpo3. OcHOBHbIE HapyleHus. XapakTep
MPOUCXOXKACHUA yrpo3. Mctounuku yrpo3. [Ipeanoceuiku mo-
SIBJICHHS yTPO3.

1.2 [TonuTHKa U cTaHAAapTHI MeToapl M1 MOICTTH OLEHKH ysI3BUMOCTH MH(popmarnuu. OOras

besomacHoCTH Mozenb Bo3aeicTBus Ha uH(opManuo. O0mas MOIEIb Mpo-
1ecca HapymeHus: GU3NUECKON IEIOCTHOCTH HH(OpMAIUH
2 Kpunrorpaguyeckue Moaesu.
2.1 AnropuTM™bl MH(POBAHHUS. OcHoBHuble Bubl mudpoB. O000IIIEHHAas cXeMa KPUITOCHU-

ANTOpUTMBI ayTeHTH (KA~

. cteMbl. OCHOBHBIE QJITOPUTMBI KpUITOTpaprUECKUX Ipeoo-
MM TI0JIb30BaTeIeH.

pa3oBaHuil. OCHOBHBIE METO/IbI KPUIITOTpapUUECKON 3alTUTHI
MH(POPMALIUU B KOMITBIOTEPHBIX CUCTEMAaX M CETSIX..
2.2 Mopenu 6e30macHOCTH OC- | OcHOBHBIE peXKUMBI paboTh anroputma DES. OcHoBHOE
HOBHBIX OICPAIMOHHBIX CH- | yazyayenune xeru-QyHKIUHA U OCHOBHBIE IIPUHIHUIILL €€ (Hop-
CTEM. MupoBaHus. OTINYUTENbHBIE 0COOCHHOCTH OT€YECTBEHHOTO
cranaapta xenr-pyakiuu (IOCT P 34.11-94) ot anroputmoB
xemupoBanust MDS u SHA. OcHOBHBIE alrOpUTMBI 3JE€K-
TPOHHOH IU(POBOI MOATTMCH U UX TPUHIUITAATBHBIE OTIIH-
yusi. CoBpeMeHHbIe TpuiiokeHus: kpuntorpaduu. [Ipumeps.
[TpoGiemsr 6e3onacHocTu [P-cereii. Hanbouee pacmnpocrpa-
HEHHbIC BAPHAHTHI aTaK HA KOMITBIOTEPHYIO CUCTEMY Ha OC-
HoBe npoTtokona TCP/IP.

3 AJIMHHUCTPHPOBAHHE CeTeM
3.1 3ammTa nHopMaluK B ce- | . [IporpaMMHbIE CpPeICTBA 3AIMThl U YHHUTOKEHHS HUHPOP-
TIX. Manuu. OCHOBHBIE TIPUHIMIIBI TIOCTPOEHHUS MOICUCTEMBI HH-
dbopMarmoHHOM 6€30MaCHOCTU. DTabl TOCTPOCHUS MO/ICU-
cTeMbl HH()OPMAITMOHHON 0€30MaCHOCTH.
3.2 MHuoroypoBHeBast 3aimra CpenctBa uaeHTH(PHUKAIUN U ayTeHTU(DUKAIIH [10JIb30BaTe-
KOPHOPAaTHBHBIX CCTCH neit. [IpuBeauTe OCHOBHEIE CXEMBI UICHTH(OHUKALIMY U ayTEH-
TU(UKAUK ToJb30BaTesst. CpencTBa ayTeHTU(UKALIMH JJIEK-
TPOHHBIX JaHHBIX. OCOOEHHOCTH MPUMEHEHHS TEXHUIECKUX
CPEICTB YHUUYTOXKEHUSI HHPOPMALIMU Ha MAaTrHUTHBIX U ONTH-
YECKHX HOCHUTEJISIX.

4 TpeGoBannus K cucTeMam 3aIMThl HHPOPMALHMHT
4.1 Hamnpasienus passutust CpaBHUTE OCHOBHBIE TEXHUYECKUE METOIbI U CPEJICTBA 3alllU-
CPeIICTB Be30macHOCTH ThI IPOrPaMMHOT0 obecrieuerust. OmnpeeneHne NOHITHI
TPCATPHATHA. «IPOTOKOJIMPOBAHUE» U «AYAUTY». 3329, peallu3yeMble Mpo-
TOKOJIMPOBAHUEM M ayJTUTOM M UX XapaKTEePUCTHKH
4.2 IIpaBoBbie mocencTBus He- | Knaccupuuupyiite VPN 1o cnoco6y TeXHHYECKOH peanu3a-
CaHKLIMOHMPOBAHHOTO 10~ | 1y 1 apXuTEKType TEXHMYECKOTO pereHus. KakoBel crioco-
cTyna k HHpopmaLuH Obl 3amuUThl WH(OOpPMAIMKU TMPU MEXKCETEBOM B3aUMOJICH-
crBun? Kakue kpunrorpaduueckie IpoTOKOJIbI UCTIOIb3YIOT-
Cs1 JUTsI 3aITUTHI TEXHOJIOTUN «KIIMEHT-CepBEp»?

4. MeToauvecKue YKa3aHu sl 00y4aIIMXCH 110 0CBOCHUIO TUCUMUIIMHBI

4.1. O0mue MeToAMYeCKHEe PEKOMEHIALMH 110 OCBOEHUIO IMCUMILIMHBI, 00pa3oBaTe/ibHbIe
TEXHOJIOTHH

JlMcIuIuIiHa peann3yeTcss TOCPEACTBOM TPOBEIEHUS KOHTAKTHOW paboThl ¢ OOyYarOIIMMHUCS
(BKITIOUYAs TPOBE/ICHHUE TEKYIIEr0 KOHTPOJIS YCIIEBAEMOCTH ), CAMOCTOSITENILHON paboThl 00yJalONIMXCS U
MPOMEKYTOUYHOM aTTECTALIUH.

KonTaktHas pabota MokeT ObITh ayAMTOPHOHN, BHEAYAUTOPHOH, a TakkKe MPOBOJUTHCS B DJICK-
TpOHHOU MH(GOPMAITMOHHO-00pa3oBaTebHOU cpene nuctutyta (ganee - DMOC). B ciayuae npoBenenus
YacTH KOHTaKTHOU paboTsl no auctuminHe B OMOC (B COOTBETCTBHM C paclMCaHUEM YUEOHBIX 3aHs-
THH), TPYJOEMKOCTh KOHTaKTHOU pabota B DMIOC skBUBalIeHTHA ayIUTOPHOU padoTe.



ITpu mpoBeneHuN y4eOHBIX 3aHATUH MO AUCHUILUIMHE 00€CIICUNBACTCS pa3BUTHE Y 00YJatOIUXCs
HaBBIKOB KOMAaHIHON paboThl, MEXIMYHOCTHOH KOMMYHUKALIUU, TPUHATHS PELICHUN, JTUAEPCKUX Ka-
4ecTB (BKJIIOYAs MPOBEIECHNE MHTEPAKTUBHBIX JICKIUH, IPYNIIOBBIX JUCKYCCHH, POJNIEBBIX UIP, TPEHUH-
rOB, aHAJINW3 CUTYyallud ¥ MMHUTALMOHHBIX MOJIENEH, MperojaBaHie AMCUUIUIMHBI B (hopMe Kypca, co-
CTAaBJICHHOTO HA OCHOBE PE3YJIbTATOB HAYYHBIX MCCIEAOBAHUMN, IPOBOJUMBIX HHCTUTYTOM, B TOM YHCIIE
C YYETOM PETMOHAIBHBIX OCOOCHHOCTEN NMPO()EeCCHOHAIBHON IEATEIILHOCTH BBITYCKHUKOB U MOTPEOHO-
cTelt paboTomareneit).

[IpenoiaBanye NUCIUILIMHBI BEJETCS ¢ MPUMEHEHUEM CIIEAYIOIINX BUAOB 00pa30BaTENbHBIX TEX-
HOJIOTHH:

- 9IeKMpOHHOE 0OYUeHue,

- npobemuoe odbyuenue,

- pazbop KOHKpemHuIX CUmyayuii;

PesynbTaT 00yuenus cunraercsi cpopMupOBaHHBIM (IOBBLIICHHBIN YPOBEHBb), €CIIU TEOpE-
TUYECKOE COJIEpXKaHUE Kypca OCBOEHO MOJHOCTBIO; IIPU YCTHBIX COOECEJOBAHUAX CTYAEHT MCUEpIIbIBa-
IOlIe, TIOCIIEeJOBATENBHO, YETKO M JIOTMYECKH CTPOMHO M3iaraeT y4yeOHBI MaTepual; CBOOOIHO CIpaB-
JseTcs C 3aJavyaMH, BONPOCAMHM U JPYTMMHU BHJAMH 3aJlaHHi, TpeOyroIUX NPUMEHEHUs 3HaHWH, HcC-
I0JIb3YET B OTBETE JONOJHUTENbHBIN MaTepua; BCe IPeIyCMOTPEHHbIE paboueil yueOHOI porpaMMoit
3aJJaHMs BBIIIOJIHEHBI B COOTBETCTBUU C YCTAHOBJIIEHHBIMU TPEOOBaHUSIMM, CTYJEHT CIOCOOEH aHAJIU3U-
pOBaTh MOJIYYEHHBIE PE3YJIbTATHI; IPOSIBISAET CAMOCTOSTEIIBHOCTD IIPH BBIIOJHEHUH 3aIaHUM, YTO COOT-
BETCTBYET MOBBIIIEHHOMY YPOBHIO C(QOPMUPOBAHHOCTH PE3yJIbTATOB O0YUEHUSI.

PesyabraT 00yuenus cunraercsi cpOpMHPOBAHHBIM (IIOPOTOBBIi YPOBeHb), €CIIM TEOPETUYE-
CKO€ COJIepKaHKe Kypca OCBOEHO MOJHOCTBIO; IIPU YCTHBIX COOECEJOBAHUAX CTYIEHT IOCIEI0BATENbHO,
YEeTKO U JIOTMYECKH CTPOMHO M3JaraeT y4eOHbIil MaTepuall; ClipaBiseTcs ¢ 3aJadyaMU, BOIPOCaMH U JIpy-
IMMU BUJIaMU 3a/1aHuil, TpeOyIOIMX NMPUMEHEHUs 3HaHUH; Bce NpPeAyCMOTpeHHble paboueil yueOHOM
IIPOrpaMMOil 3aJJaHUs! BBIIIOJIHEHBI B COOTBETCTBUM C YCTAaHOBJIEHHBIMU TPEOOBAHUSIMU, CTY/IEHT CIIOCO-
O€H aHaJIM3UPOBaTh MOJIyYEHHbIE PE3YJIbTATHI;, MPOSBISAET CAMOCTOATEIBHOCTD IIPU BBINOJIHEHUH 33]a-
HUH, YTO COOTBETCTBYET ITOPOTOBOMY YPOBHIO C(HOPMUPOBAHHOCTH PE3YIHTATOB OOYICHUSI.

PesynbTaT 00y4eHusi cuuraercss Hec(pOpMHUPOBAHHBIM, €CIIM CTYJEHT IPU BBIIOJHEHUM 3a/1a-
HUN HE JEMOHCTPUpPYET 3HAHWN yueOHOro Marepualia, AOMYCKaeT OUIMOKH, HEYBEPEHHO, C OONbIINMU
3aTPy/HEHUSIMH BBITIOJIHAET 33JJaHUs, HE IEMOHCTPUPYET HEOOXOAUMBIX YMEHHUH, KaueCTBO BBIIIOJIHEH-
HBIX 3aJJaHUl HE COOTBETCTBYET YCTAHOBJIEHHBIM TPEOOBAHUSAM, YTO COOTBETCTBYET JIOINOPOTOBOMY
YPOBHIO.

4.2. MeToauyeckue yKa3aHHs 1JIsl 00y4aIOLIUXCS 110 OCBOCHMIO AUCHMIIIMHBI HA 3aHATHAX
JIEKIIHOHHOI'0 THUIIA

JIexuMOHHBIN KypC MPEANoaracT CUCTEMATU3UPOBAHHOE HM3JI0KEHHE OCHOBHBIX BOIIPOCOB Te-
MaTHYECKOro IMjiaHa. B Xo/ie TeKIIMOHHBIX 3aHITUH pacKpbIBAIOTCS 0a30BbIE BOMPOCH B paMKax KaXKIOu
TeMbl TUCHMITIMHBL. O003HAUaOTCs KIIOUEBbIE ACIIEKThl TEM, a TAKXKe JIeNal0TCs aKIeHThl Ha Haubosee
CJIOKHBIE M BaXKHBIE ITOJIOKEHHS M3y4aeMOro mMarepuaia. Marepuansl JEKIHMN SBISIOTCS ONMOPHON OC-
HOBOH JUIs MOATOTOBKM OOYYAIOIIMXCS K MPAKTUUECKUM 3aHATUAM / TaOOpaTOPHBIM paboTaM U BBINOJ-
HEHUS 3aJaHUi CaMOCTOSITENIbHON paboThl, @ TAKKe K MEPONPUITUSIM TEKYIIEro KOHTPOJISI yCIIeBaeMo-
CTH ¥ IIPOMEKYTOYHOM aTTECTALMHU 110 JUCLHUIIIINHE.

B xone NeKIMOHHBIX 3aHATUNH PEKOMEHIYETCs BECTH KOHCIEKTHpPOBAaHUE Y4eOHOro marepuala.

Bo03MO0KHO BeileHHE KOHCIIEKTA JIEKIIUN B BUJI€ UHTEJUIEKT-KApT.

4.4. MeToauyeckue yKa3aHus 1JIsl 00y4aIOLIUXCSl 10 OCBOCHMIO AUCHMIIIMHBI HA 3aHATHAX

CEMHUHAPCKOI0 THNA

[IpakTuyeckue (ceMUHAPCKUE) 3aHATHS MPEJCTABISAIOT COOO0M JeTaNIN3aluUI0 JIEKIIMOHHOTO Teope-
TUYECKOTO MaTepHaia, MpOBOIATCS B IEJISX 3aKPETUICHHS Kypca U OXBaTHIBAIOT BCE OCHOBHBIC Pa3/Ieibl.
OcHoBHO# (popMoii MpoBECHUS CEMUHAPOB M MPAKTUYECKUX 3aHATHH SIBIIsIETCS 00CYXIeHHE HauboJee
MPOOJEMHBIX U CIIOKHBIX BOITPOCOB IO OTAEITHLHBIM TEMaM, a TakKe perieHue 3a/1a4 U paz0dop MpUMEPOB
U CUTyalu# B ayIUTOPHBIX YCIOBHUSX.

[IpakTuueckue (ceMUHAPCKUE) 3aHATHS 00Y4aIOIIUXCsl 00ECIIEUNBaIOT:

- IPOBEPKY U YTOYHEHUE 3HAHUM, [TOJTy4YCHHBIX Ha JICKLUAX;
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- MMOJTyYE€HUE YMEHUW U HAaBBIKOB COCTABJICHHUS JOKJIAJA0B M COOOIIEHUM, 00CYKACHHUS BOITPOCOB IO
yu4eOHOMY MaTepHany AUCUUIUINHBL;

- MOJIBEICHUE UTOTOB 3aHATUN MO PEUTUHTOBOM CUCTEME, COTJIACHO TEXHOJIOTHYECKON KapTe IHC-
HMUITJINHBI.

4.5. Meroan4yeckue yKa3aHus M0 CAMOCTOSITeIbHOM padoTe 00y4arommuxcs

CamocrosTenbHast paboTa obecreunBaeT NOJArOTOBKY 00Yy4aroIerocs K ayJMTOPHBIM 3aHATUSAM U
MEPONPUSITHAM TEKYILIETO KOHTPOJS U MPOMEKYTOUHOM aTTECTAI[MU MO U3ydaeMou aucuuruinHe. Pe-
3yNbTaThl 3TON MMOATOTOBKH MPOSBISIOTCS B aKTUBHOCTH O0YYAIOIIErocsl Ha 3aHATUSX U B KAUECTBE BbI-
MOJIHEHHBIX MPAKTUYECKUX 3aJaHUN U APYTUX (POPM TEKYIIero KOHTPOJIS.

[Tpu BEIMOTHEHWH 33aJaHUM TSI CAMOCTOSITENILHON paboThl peKOMEHAYeTCsl MpopaboTKa MaTepua-
JIOB JIEKLIMM 1O Ka)KJ0M IPOWJIEHHON TeMeE, a TAKKE N3yUYEHUE PEKOMEH1yEMOM JIUTEPATYPbI, IPEACTaB-
neHHou B Pasznene 5.

B nporecce camoctosTenbHON pabOThl MPU U3YYEHUU AUCLHUILIMHBI CTYIEHThl MOTYT HCIOJIB30-
BaTh B CHEIUATM3UPOBAHHBIX AYJAUTOPHIX JUISI CAMOCTOSATEIBHON PabOThl KOMIBIOTEPHI, OOeCIeunBa-
IOIEMY JOCTYI K MPOrpaMMHOMY OO€CTIeYeHHI0, HEOOXOIMMOMY ISl U3YUYEHHS TUCIUIIINHBI, a TaKXKe
JOCTYI Yepe3 WH(HOPMAMOHHO-TEIICKOMMYHHUKAITMOHHYIO ceTh «MHTepHET» K 3JIEKTPOHHON mH(pOpMa-
IMOHHO-00pa3oBarensHON cpeae uHcTutyTa (QUOC) n snekrponHon Oubnuoteunoit cucreme (ObC),
rJie B 3JICKTPOHHOM BHJIE PACIIONaraloTcs yueOHbIe M YIeOHO-METOMYECKHUE MaTepUaibl, KOTOPBIE MO-
T'YT OBITh HUCIOJIB30BAHBI AJI1 CAMOCTOSTENILHOM pabOThI MPU U3yYEHUH TUCHUTUIMHBI.

s oOydJaromuxcs 1mo 3a09HOi GopmMe 00yUICHHsI caMOCTOsATENbHAST paboTa SBISICTCS OCHOBHBIM
BUJIOM Y4€OHOM NESTEIbHOCTH.

5. YueOHo-MeTOAMYeCKOe U MH(OPMAITMOHHOE O0ecTieyeHue JUCHUIITTHHBI

5.1. IlepeyeHb OCHOBHOW M [ONOJHHUTEJbHOH Y4eOHOH JIMTEPATYpPbl, HEOOXOAUMOM IJIs
OCBOEHUS TUCHHILIMHBI

Bes nuteparypa, BKIItOUeHHas B JaHHBIN MepedyeHb, IPEICTaBICHA B BUJIE dJIEKTPOHHBIX pecyp-
COB B 3JIeKTpoHHOM Oubnuotexke uHctutyra (ObC). Jluteparypa, ucnonas3yemas B MEYaTHOM BHJE,
MpeJiCTaBlIeHa B HAYYHOH OMOIMOTEeKe yHHBEpcUTeTa B 00beme He MeHee 0,25 9K3eMIUIIpOB Ha OAHOTO
oOydarormierocs.

OcHoOBHas JIUTEpaTypa

1. Hlanbrun, B. @. 3amuTta koMneoTepHOi nHGOpManuu. DPPeKTUBHbIE METO/IBI U Cpel-
ctBa [Tekcr]: yuebHoe mocobue ans crya. By3os / B. @. lllansrun. - M. : JIMK Ilpecc, 2010. - 544 ¢
2. BacwuiibkoB, A. B. UHpopMmalroHHble cucTeMbl M uX 6e3omacHocTh [ TekcT] : yuedHoe

nocobue / A. B. Bacuibkos, A. A. Bacunskos, U. A. Bacunbskos. - M. : @opywm, 2011. - 528 c. - (IIpo-
beccruoHanbHOE 00pa30BaHUE).

3. Hono3zos H. JI. [IporpamMmmMHubie cpencTBa 3aniuThl UHPOpManuu [ DIEKTPOHHBIN pecypc]:
koHcrnekT jgekuuit / JlonozoB H. JI., I'ynprsieBa T. A. - Hoocubupck: HI'TY « 2015. - 63 c. - Pexum
noctyma: http://www.knigafund.ru/books/185990/read#page?

JlonosiHUTeIbHAS JIUTEPATYypa:

1. Kopuees, U. K. 3ammura unpopmanuu B opuce [Tekcr] : yueonuk / U. K. Kopuees, E. A.
Crenanos. - M. : [Ipocnekr, 2008. - 336 c.

2. Menbsnukos, B. I1. Undopmannonnas 6e3onacHOCTb U 3amurta nHpopmarun [ Tekcr]:
yaebnoe ocodue / B. [1. Mensuukos, C. A. Kneiimenos, A. M. I[lerpakos ; oz pen. C. A. Knelimano-
Ba. - 3-€ U311, crep. - M. : Akagemus, 2008. - 336 c.

3. Wetinos, B. f1. 3amuTa konpuaenmansaoi uadopmarmu [Tekcr] : yaebHOe mocodue /
B. 4. Neiino, M. B. Meuarynss. - M. : ®opym, 2009. - 254 c.

4. Uy6ykosa, C. I'. OcHoBbl ipaBoBoii nHPopmaTHku [ Tekcr] : yueOnoe nocobue / C. I
YyOyxosa, B. JI. Qnbkun. - U3na. 2-e, uctp. u gomn. - M. : Un¢ppa-M : Kontpaxr, 2010. - 276 c.

5. ObecniedyeHne 3aIUThI MEPCOHANBHBIX JaHHBIX [TekcT] : MmeTonuueckoe mocodue / U. A.
baiimakosa [u gp.]. - M. : OOO "1C-ITabaummar", 2011.
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http://www.knigafund.ru/books/185990/read#page2

Tabnuua 7 — YuebHO-MeToIn4ecKoe oOecreueHrue CaMOCTOATENbHOM paboThl 00yJaronmxcs

Ne ni/m Pa3nes (Tema) AucOMIIMHBI Jlutreparypa
(cchblIKa HA HOMEP B CIIMCKe JIUTe-
paTypel)
1 2 3
1 OCHOBHbIE MOHATHS U ONIPeIeSIeHUs
1.1 Hctounuku, pucku u Gopmbl atak Ha uHGOpMa- | OcHosHas: 1
M0 JlononuuTenbpHas: 2, 8
1.2 [TonuTuka u crangapThl 0€30MaCHOCTH OcuosHas: 1
JlononuurenpHas: 2, 8
2 Kpunrorpaduyeckue moaenu.
2.1 Anroputmsl mudpoBaHus. AJTOPUTMBI ayTEeH- OcnosHas: 1
TU(DUKALMY [T0JIb30BaTENCH. JlononHuTe b HAS: 3
2.2 Monenu 6e30macHOCTH OCHOBHBIX OIEpalMoOH- OcnosHag: 1
HBIX CHCTCM. JlononuurensHas: 2, 11
3 AJIMUHHUCTPHPOBaHHE ceTel
3.1 3amuTa HHPOPMAIUH B CETAX. OcHoBHas: 3
JomomaurenpHas: 6,8
3.2 MHoroypoBHeBasi 3a1MTa KOPIOPATUBHBIX Ce- OcHoBHas: 3
Tei JlononuurenpHas: 6,8
4 TpeGoBanus K cucreMam 3alIUThHl HHPOpMALNH
4.1 HanpaBneHI/m Pa3BUTHS CPCACTB 0€e30MacHOCTH OcuosHast: 1, 3
HPCATTPHAATHA. JlononuutensHas: 4, 5, 7
4.2 IIpaBoBbIe NOCIEACTBUSA HECAHKIIMOHUPOBAHHO- | OcHOBHAS: 1, 3

ro JocTyna K nH(popMaIuu

HomnonaurenvHas: 4, 5, 7

5.2. lIpogeccuonabHbie 6a3bl JAHHBIX, HHPOPMALMOHHO-CIIPABOYHbIE CHCTEMbl, HHTEP-

HeT-pecypchl

1.

Koncynprantllntoc [DnexTponHsbli pecypc] CripaBouHast mpaBoBas cuctema. — Pexum nocryna:
http//www.consultant.ru

DnekTpoHHas 0ubimnoTeyHas cuctema Pszanckoro nncrturyra (punmrana) MocKOBCKOTO MOJIH-
TEXHUYECKOTO MHCTUTYTA [ DJIEKTPOHHBIN pecypc]. - Pesxum moctyna: http://bibl.rimsou.loc/ -
3ari. ¢ sKpaHa.

OnekTpoHHO-0nOanoTeuHas cuctema «M3natensctBa Jlanb» [DnekTpoHHBIH pecypc]. - Pexxum
nocryma: https://lanbook.com/. - 3arm. ¢ skpana.

DneKkTpoHHO-0nbMoTeunas cucrema KOpaiit [DnekTponHslit pecypce]. —

Pexxum moctyma: https://urait.ru/- 3arn. ¢ skpana.

OnekTpoHHO-O0nbnmoreyHas cucremMa [IPR SMART [Onektponnslii pecypc]. - Pexxum gocryma:
https://www.iprbookshop.ru/. - 3arm. ¢ skpana.

5.3. [IporpammHoe obecrieyeHue

Nudopmarnmonnoe obecrieueHne yuyeOHOTO MpoIecca Mo JUCHUIUIMHE OCYIIECTBIISIETCS C WC-

MOJIb3OBAHUEM CJICAYIOLICTO NPOTrpaMMHOIO obecrieueHus (J'II/II_ICHSI/IOHHOI‘O n CBOGOI[HO pacnupocCTpaHsi-
eMOFO), B TOM YHCJIC OTCYCCTBCHHOT'O NPOMU3BOICTBA.

Ne HaumeHoBaHue YcaoBus nocryna
n/n
1 Microsoft Windows 13 BHYTPEHHEH CETH YHUBEPCUTETA (JTHIICH3H-
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http://bibl.rimsou.loc/
https://urait.ru/
http://www.iprbookshop.ru/

OHHBIN JIOTOBOP)

2 Microsoft Office U3 BHYTPEHHEH ceTH yHUBepCcHUTeTa (JIMLIEH3U-
OHHBIN JIOTOBOP)

3 Koncynsrantlntoc U3 BHYTPEHHEHN CeTH yHUBEpcUTeTa (JIMLIEH3U-
OHHBIN JIOTOBOP)

4 CA0 MOODLE U3 J10001 TOUKH, B KOTOPOU UMEETCS IOCTYI K
cetu MIHTEepHET (JIMIIEH3MOHHBIH JOTOBOP)

6. Onucanue MaTepUAIbHO-TEXHUYECKO 0a3bl, HEOOXOAUMOM /JIf1 OCYIeCTBJIECHUNA 00pa-
30BaTEJIbHOIO NPoIecca MO TUCHUILINHE

[ToMemienust MpencTaBiIsAOT co00M ydeOHBIE ayIUTOPHH JAJIsl MPOBEIEHUS YYEOHBIX 3aHATHH,
MPEelyCMOTPEHHBIX Y4eOHBIM IUIAHOM U pabouell mporpaMMoi JUCIUILIMHBI, OCHAIIEHHbIE 000pY10Ba-
HUEM U TEXHHUYECKUMH CPEICTBAMU O0yUYCHHUS.

3aHATHA JIEKIHOHHOTO THUINIA (NpU HAIUYUU 8 yueOHOM niane). YUeOHbIe ayAUTOPUU TS 3aHsI-
TUN JIEKIIMOHHOTO THIA YKOMIUIEKTOBAaHbl MEOENbI0 U TEXHUUYECKUMU CPEICTBAMHU OOYUYEHMs, CIyXa-
IIMMH ISl TIpeicTaBleHusl yueOHoil uHopmamu (CTalMOHAPHBIE WU TMEPEHOCHBIE HA0OpHI JEMOH-
CTPaIlMOHHOTO 000pyAOBaHUs (IIPOEKTOP, IKpPaH, KOMITBIOTEP/HOYTOYK), y4eOHO-HATISIHBIC ITOCOOUS
(mpe3eHTanuu MO TeMaM JIEKI[Hil), o0ecreunBaroe TeMaTHYeCKUe WILUTFOCTPAIlUU, COOTBETCTBYIOIINE
JaHHOM MpOTrpamMMe AUCIUTUINHBL.

3aHATHSA CEMHHAPCKOTO0 THIIA (Mpu HaIuyuu 8 yueOnom niaue). Y 4eOHble ayAUTOPUH ISl 3aHS-
TUH CEMHUHAPCKOTO THIA YKOMIUIEKTOBAHBI MEOEIIbI0O U TEXHUYECKUMHU CPEICTBAMH OOYYEHHs, CITyxkKa-
LIUMH [T IPeACTaBlIeHUs yueOHOI nHpopMaIiy (CTallMOHAPHBIEC WM [IEPEHOCHBIE HAOOPBI

IIpomexyTounas arrecranus. /(s npoBeneHNs NPOMEXYTOUHONW aTTECTAllMU 110 AUCLUIUIMHE
UCIOJIB3YIOTCSI KOMITBIOTEPHBIE KJIACCHI, OCHAIIIEHHBIE KOMITBIOTEPHOIN TEXHUKON C BO3MOXKHOCTBIO MOJI-
KIIOYeHUsT K ceTu VHTepHeT u o0OecredeHHeM [OCTyla B JIIEKTPOHHYIO HH()OPMAIMOHHO-
00pa3oBaTeNbHyI0 CpeAy YHHUBEPCUTETa W/UIU y4eOHbIe ayAUTOPUU, YKOMIUJICKTOBaHHbIE MeOeIblo U
TEXHUYECKHMU CPEACTBAMHU O0Y4CHUSI.

CamocrosiTeibHasi padora. [Tomenenus A caMoCTOATENbHON pabOThl OCHAIIEHBI KOMIIbIO-
TEPHOM TEXHUKOHN C BO3MOYKHOCTBIO MOJKIIIOUYEHUS K CeTH «IHTEpHET» U TOCTYNOM K 3JI€KTPOHHOW HH-
(bopManoHHO-00pa30oBaTeIbHON cpefe MHCTUTYTA. [l opraHu3aluy CaMOCTOSTEIbHON paboThl 00Y-
YarOIIUXCS UCTIOIB3YOTCS:

KOMIBIOTEPHBIE KJIaCChl HHCTUTYTA;

O6ubamoTeka, UMeroIas MecTa JUIsl 00y4YarolUXCcsl, OCHAILIEHHbIE KOMITBIOTEpAMU C JOCTYIOM K
6a3aM JaHHBIX U ceTH VIHTepHeT.

JuekTpoHHas uHGopManuoHHo-o0pa3oBaTeabHas cpeaa uHcturyra (QUOC). Kaxawiii
oOyyaromuiicss B T€YEHHE BCEro mepuoja oOydeHus oOecreueH MHIUBHUYaJbHBIM HEOrPaHUUYCHHBIM
JIOCTYTIOM K DJIEKTPOHHOW MH(OpManmoHHO-00pa3oBaTeiabHoil cpeae mHctutyta (QMOC) u3 mobdoi
TOYKH, B KOTOPOH MMeeTCs IOCTYN K MH(OPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHOM ceTu "MHTepHeT", kak
Ha TEPPUTOPHH UHCTUTYTA, TaK U BHE €€.

OUOC uncTuTyTa 06€ECTIeUNBALT:

JOCTYM K y4eOHBIM IJIaHaM, padOoyuM IporpaMmam JAUCHUILINH (MOAYyJel), mporpaMMaM IpaKTHK,
3JIEKTPOHHBIM y4eOHBIM M3JIaHHUSIM M 3JEKTPOHHBIM 00pa30BaTENIbHBIM pecypcaM, YKa3aHHBIM B pabo-
YHX MporpaMMax AUCIUIUINH (MOIYJIEH ), porpaMMax MpakTHK;

(bopMHpOBaHKE NEKTPOHHOTO MOPT(HOIUO 00YJaAIOLIErocs, B TOM YHCIIe COXpaHEHHE ero padoT u
OLIEHOK 3a 3TH paboTHI.

B cnyuae peanuzanuu oOpa3zoBaTeabHON MPOrpaMMbl ¢ MPUMEHEHHEM 3JIEKTPOHHOTO OOy4YeHMS,
JMCTAHIIMOHHBIX 00pazoBarenbHbIX TexHONMOTHH DMOC H0MOTHUTETHPHO 00ECTICUNBAET:

¢dukcanmio xoga o0pa30BaTENLHOTO MpPOIecca, Pe3yabTaTOB MPOMEXKYTOYHON aTTeCTalluu U pe-
3yJlbTaTOB OCBOEHUSI 00pa30BaTeNbHOMN MPOrpaMMBbl;

IpOBE/IeHUE YUEeOHBIX 3aHATUH, MPOLEAYpP OLEHKU Pe3ylIbTaTOB 0OyUeHUs, pearu3anus KOTOPhIX
MPEeyCMOTPEHA C MPUMEHEHUEM AIIEKTPOHHOTO OOY4YEeHHMsI, IUCTAaHI[MOHHBIX 00pa30BaTEIbHBIX TEXHO-
JIOTHUH;
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B3aMMOJICHCTBHE MEXAY y4YaCTHHKaMu 00pa3oBaTeNbHOTO MpoIecca, B TOM YHCIE CUHXPOHHOE U

(W1M) aCHHXPOHHOE B3aNMOJIEUCTBUS TocpeACcTBOM ceT "NHTepHer".

3amura uHPOpMaLuu

Aynuropus Ne 33

AyauTopus Uil IPaKTUHIECKUX U
CEMHUHAPCKUX 3aHATHI
AyauTopus Juisi KypCcOBOTO IPO-
E€KTUPOBAHU

CToJbl, CTYJIbsI, KJIACCHAS JI0CKA,
Kadenpa JUIs mperno1aBaTess
KOMITBIOTEP, MPOEKTOP, IKPaH

- Microsoft Win Starter 7 Rus-
sian Academic OPEN 1 License
No Level Legalization Get
Genuine. JIunensus No
47945625 ot 14.01.2011

- Microsoft Office 2010 Russian
Academic OPEN 1 License No
Level. Tunensus Ne 47945625
ot 14.01.2011

- Kaspersky Security Cloud
21.1.15.500. OtedyecTBEHHOTO
MIPOM3BOJICTBA, OCCIIaTHAS BEP-
CUs

- LibreOffice 7.0.3. CBoOoaHO
pacmpocTpaHsiemMas

Cpox nevictBus JlutieHnsuii: 10
30.08.2024.

390000, Ps3anckas o0J1acTs, T.
Psi3anb, yn. Konxo3nas, 1. 2a

Aynuropus Ne 217
JlexunoHHas ayIUTOpUS
Aynuropus Uil TPYNIOBBIX U
WHJUBUAYAIbHBIX KOHCYIbTALUN
- Crombl, cTynbs, KJIacCHas A0C-
Ka, Kadeapa Juisl IpernoaaBaTens;
9KpaH, >Kal03H, MPOEKTOp, HO-
YTOYK.

390000, Ps3amckass o0acTb, T.
Psazanp, yn. IlpaBo-JIbibenckas,
26/53

Aynuropus Ne 206
Kommnsrorepnas aynuropus
Aynuropus uig KypcoBOIo IIpo-
€KTUPOBAHUS

Aynuropus Ui cCaMOCTOSTENb-
HOM pabOTHI OCHAIIEHHAS KOM-
NBIOTEPHON TEXHUKOH C BO3-
MO>KHOCTBIO TIOJIKITFOUEHHS K Ce-
1 «HTEepHET» N 0OecneyeHneM
JIOCTYIIa B DJIEKTPOHHYIO WH-
(opmanMoHHO-
o0pa3oBaTeNnbHyI0 Cpeay UHCTH-
TyTa

PaGouee mecto npenonaBares:
- IEPCOHAJIbHBIN KOMIIBIOTED;
Pabouee mecto yuamerocs:

- IEPCOHANIbHBIN KOMIIBIOTED
MpOrpaMMHOE 00eCIIeYCHUE

390000, Ps3anckas obmacTh, T.

Psizanp, yn. IlpaBo-JIeibenckas,
26/53
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CHA

- Microsoft Win Starter 7 Rus-
sian Academic OPEN 1 License
No Level Legalization Get
Genuine. JIunensus Ne
47945625 ot 14.01.2011
- Microsoft Office 2010 Russian
Academic OPEN 1 License No
Level. JTuuensusa Ne 47945625
ot 14.01.2011
- Kaspersky Security Cloud
21.1.15.500. OteuecTBEHHOTO
IIPOU3BOJICTBA, OecIUIaTHas Bep-

- LibreOffice 7.0.3. CBob6oauo
pacrmpocTpaHseMast
Cpox neiictBust Jlunensuit: 1o
30.08.2024.

o JTMCHMIIJIMHE «3amnTa I/IH(l)OpMaIII/II/I»

7 MDoH/ OLIEHOYHBIX CPEICTB ISl MPOBeIeHUs MPOMEXKYTOUYHOIH aTTecTaluu 00y4arIuxcs

7.1 IlepeyeHb KOMIETEHIHIi ¢ YKa3aHUEM 3TANoOB UX (OpMUPOBAHUS B MPOIECCE OCBOECHHSA
00pa3oBaTeJILHON MPOTrPaMMbI
Tabnuna 8 — Dtansl popmMupoBaHuss KOMIIETEHIIUN B MPOIECCE OCBOCHHUS TUCIIUTUIMHBI

Ko Ilepuoa ¢op-
N KonTposmpyemblie pa3aesibl KOHT 0.?11/1 le osa(ll:ug Haumenosanue
n/n pPO-THpY P pOTHpY P OLICHOYHOI'0
(TemMbl) JUCUMIJIMHBI eMoii KOMIIETeHIMHU
cpeacTBa
KOMIIeTeHIIH U
1 WcTounnky, pucky 1 (hOpMBbI aTak VK-2,1IK-1 | B Teuenue Bormpocs! k 3a4ery,
Ha MH(pOpMAIHIO BOCBMOT'O BOIIPOCHI JUISI TIOJTO-
5 [omurtuka u cranaapTel Ge3omnac- VK-2,IIK-1 | cemecrpa TOBKH K IIpaKTUYe-
HOCTH CKUM 3aHATHIM,
AnroputMmsl mudpoBanus. Airo- VK-2, I[IK-1 TECTOBBIC 3aJaHHU
3 PUTMBI ayTeHTU(PUKAIIMH TT0TH30-
BaTeNei.
Mopenu 6€30macHOCTH OCHOBHBIX VK-2, TIK-1
4 ONEPALMOHHBIX CUCTEM.
5 3amuTta HHPOpPMAIUH B CETAX. VK-2, TIK-1
MHoroypoBHeBas 3amura KOpIo- YK-2, IIK-1
6 paTUBHBIX CEeTeH
Hamnpasnenus pa3BuTus cpesicTs VK-2, [IK-1
7| 6esonacHocTH MpEANPUSITHS.
[IpaBoBbIE MOCTIEACTBUS HECAHK- VK-2, [IK-1
8 | IMOHMPOBAHHOIO TOCTYIIA K UH-

dbopmaruu

7.2 Onucanue nokaszaresjieil U KpuTepUeB OLCHNBAHUS KOMIIETEHIMI HA Pa3JIMYHBIX ITanax
uXx GopMHPOBAHUSA, ONIUCAHUE IIKAJ OLlEeHUBAHUS
Tabnuma 9 — [lnanupyemMble pe3ynbTaThl 00YUSHHsI, XapaKTePU3UPYIOLIUE dTanbl (HOPMUPOBAHHS
KOMIIETEHITHI

KoMnerenuus

YpoBeHb
OCBOEHH

IToxasaTenu cpopMHUPOBAHHOCTH KOMIIETEHIIUH

HaunmenoBanue
OLICHOYHOI'0
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KOMIICTCHIIMHU

cpeacTBa

YK-2

[ToporoBssiii

CriocoOHOCTh TMOHMMATh CYHIHOCTh M 3HAuYCHHUE
nHpOpMaui B Pa3BUTHH COBPEMEHHOTO HHGOP-
MAIMOHHOTO OOIIECTBa, MCIOJIb30BATH COBPEMEH-
HBIC NTPOTPAMMHBIE CPEJICTBA ISl PCIICHHS BBIYHC-
JIUTCIJIbHBIX 3aa4

Bricokuit

CnocoOHOCTh HUCIOJIb30BaTh OCHOBHBIE 3aKOHBI
€CTeCTBEHHOHAYYHBIX JUCHUIUIMH B Mpogeccuo-
HaJbHOM JIEATEIIBHOCTH, NPUMEHATh IOJIHBINA
CIEKTP METOJO0B MAaTEMaTUYECKOr0 aHaIW3a U Ma-
TEMaTHYECKOro (KOMIbIOTEPHOT0) MOJAEIUPOBa-
HUS, TEOPETUUYECKOTO U SKCIIEPUMEHTAIBHOIO HC-
CJIEIOBAHMS

ITK-1

[ToporoBssiii

CnocoOHOCTh OCYILIECTBIIATh TOUCK, XpaHEHHE,
HEKOTOPBIC BUBI 00pabOTKK MHGOPMAIIIHN U3 Pa3-
JMYHBIX UCTOYHUKOB U 0a3 TaHHBIX

Bricokuit

CrocoOHOCTh  OCYILIECTBIATh IOMCK, XpaHEHUE,
00paboTKy M aHAIW3 MHPOPMALIUU U3 PA3ITUIHBIX
UCTOYHHKOB W 0a3 NaHHBIX, MPEICTABIATh €€ B
TpeOyemMoM ¢opMaTe C HCIOJIb30BAHUEM HH(OP-
MAaIMOHHBIX, KOMITBIOTEPHBIX M CETEBBIX TEXHOJIO-
I'nn

Bormpocs! k 3aue-
Ty, BOIIPOCHI JUIS
IIOATOTOBKH K
IIPAKTUYECKUM
3aHATUSAM,
TECTOBbIE 3a71a-
HUs

Tabmunua 10 — Onucanne nokasarenel U KpUuTeprueB OIEHHUBAHNS KOMITETSHITHN

Komme- Pe3yabTaThl lxkana ouneHnBaHWs, KPUTEPHUHU OIEHMBAHUSA YPOBHSI OCBOEHUS
TEeHIUA o0yuenusi (M0 | KOMIETEHIIUH
sranamMm  ¢op- | He ocBoeHa OcBoena 4a- OcBoena OcBoena
MHUPOBAHMS CTHYHO B OCHOBHOM
KOMIIeTeHIHii)
3HaTh: He cmocoGen | 3naer MuHu- | OcymiecTBisieT | YMeeT  cBOOOIHO
TeopeTHdeckue | oToOpaTh MyM OCHOBHBIX | IOUCK M aHa- | HAXOAUTh HYXHYIO
OCHOBBI WH(OP- | HY)KHBII MaTte- | MOHITHIA U | IU3  HYXHOM | Il pEILIECHUsS HWH-
YK-2 MAaTUKH; OCHOBHI | pHaJI JJIS pe- | MpUeMoB  pa- | ansi  pemenus | Gopmaruio  (pop-
anreOpbl JIOTH- | IEHUsI  KOH- | O0Thl ¢ yueO- | uHpopMaMU | MyJbl,  METOJBbI),
KH;  (opMaThl | KPETHOM 3a/ia- | HBIMA MaTepH- | U3 Pa3HBIX HC- | pellaTh 3aJadyud |
MPEACTABICHUS | YU, HE MOJXKET | aJaMHu. TOYHUKOB apryMEHTHPOBAHO
JAHHBIX; OCHO- | COOTHECTHU Yactuuno (exmui, OTBEYaTh Ha IIO-
Bbl TEOPUU all- | U3yYAEMBbIil yMeeT TpumMe- | yueOHHUKOB) U | CTaBI€HHbIE  BO-
TOPUTMOB. Marepuail C | HUTb ~ UMelo- | 0a3 TaHHBIX. MIPOCHI;
YmMmers: KOHKPETHOU LIYIOCS HH- | YMeeT pemarh | MOXKET MpenJio-
MPUMEHATH  all- | TpoOIeMOit dbopmanuio K | CTaHAAPTHBIE | KUTh BapUaHTHI
reOpy  JOTUKH pemieHuio  3a- | 3agaHus (IO | pellleHusl MmaTema-
UL  pEIIeHHs a4 YKa3aHHOMY TAYECKUX 3a7a4 C
3aj1ad, YMETh AITOPUTMY) NPUMEHEHUEM WH-
MPUMEHATHh TEO- (GhOpMaIMOHHBIX,
pUI0  QJITOPUT- KOMITBIOTEPHBIX U
MOB ISl peliie- CETEBBIX TEXHOJIO-
HHJ 3a7a4. rum
Baaners:
MaremaThuye-
CKMM  armapa-
TOM OCHOB all-
reOpbl  JIOTHKH,
TEOPUH  aJIro-
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PUTMOB Jisi pe-
LICHUS 3a/1a4.

I1K-1

3HaTh:

METOJIbl U Cpej-
CTBa  TOJNy4e-
HUS, XpaHEHUS U
nepepadboTKu
nH(popManuu;
dbopmartsl mpen-
CTaBJICHUA JaH-
HBIX; OCHOBHBIC
MPUHLIMIIBL  T10-
ctpoenust OBM,
Ymers:
chopMynupo-
BaTh  TpeOoBa-
HUS K TEXHUYe-
CKHM CpeJICTBaM
JUISE  peIICHUS
oTpeeNeHHBIX
3ama4; paspada-
ThIBaTh  ajro-
puUTMBI  00Opa-
OOTKH JaHHBIX;
OpPraHU30BBIBATH
BBIYHCITUTEIb-
HYIO CETb.
Biaagern:
OCHOBHBIMH Me€-
TO/JaMHU, CIOCO-
Oamu u cpen-
CTBaMH TMOJTy4Ye-
HUS, XpaHCHWSI,
nepepaboTKu
uHpopMauu "
MPUMEHSITh  UX
pU  peIICHUH
MOCTaBIIEHHBIX
3ajay; cpen-
CTBAaMHU OpraHH-
3allMd  BBIYHC-
JINTEJIbHOW CETH

He cnocoben
OCYILIECTBIISITh
MOWCK, XpaHe-
HUe, 00paboT-
Ky W aHaimm3
nHpopmanuu

W3 Pa3IMYHBIX
HUCTOYHUKOB U
0a3  JaHHBIX,
MIPE/ICTaBIATh
ee B Tpedye-
MoM (opmare
C HCTOJb30Ba-
HUEeM HHGOP-
MAaIlMOHHBIX,

KOMITBIOTEP-

HBIX U CETEBBIX
TEXHOJIOTHUI

YacTtuuHo
BJIQJIET  CIIO-
COOHOCTBIO
OCYIIECTBIISATh
MOWCK, XpaHe-
Hue, o0paboT-
Ky ¥ aHaIu3
uHpopmarun
U3 Pa3TMYHBIX
HUCTOYHUKOB U
0a3  JaHHEIX,
MPEJICTaBIISTh
ee B TpeOye-
MoM (popmate
C UCIOJb30Ba-
HUeM HH)Op-
MaIMOHHBIX,
KOMIIBIOTEP-
HBIX U CETEBBIX
TEXHOJOTHI

[Toka3biBaeT
XOPOIIIYIO
CIIOCOOHOCTh
OCYILIECTBIISITh
MOWCK, XpaHe-
Hue, o0paboT-
Ky W aHaIu3
uHpopmaruu
U3 Pa3TMYHBIX
UCTOYHUKOB H
0a3  JaHHBIX,
NPECTABIIATh
ee B TpeOye-
MoM (popmate
C UCIOJB30Ba-
HUEeM HH)Op-
MaIMOHHBIX,
KOMIIbIOTEP-
HBIX U CETEBBIX
TEXHOJOTHI

ITosnHOCTBHIO BIAjIE-
€T CHOCOOHOCTBIO
OCYIIECTBIISITh TI0-
UCK, XpaHEeHHe, 00-
paboTKy W aHaIu3
uHpopmaruun U3
pPa3IUYHBIX HCTOY-
HUKOB 1 0a3 IaH-
HBIX, MPEACTABIATh
ee B TpeOyemoMm
dbopmate ¢ UCTOIIb-
30BaHUEM HHGOP-
MAaIIMOHHBIX, KOM-
NBIOTEPHBIX U Ce-
TEBBIX TEXHOJIOTHUH

7.3 TunoBble KOHTPOJIbHbIE 33[IaHUS WJIH HHbIE MaTepUAJIbl, HEOOXOAUMBbIE JJIs1 OLEHKHU
3HAHM, YMeHHMIi, HABBIKOB U (MJIM) ONBITA AeATeIbHOCTH, XapaKTePHU3YIOIIHUX 3Tanbl GopMHUpPoO-
BAaHHUS KOMIIETCHIIMIA

7.3.1 Bonpochl AJ151 MOATOTOBKHU K IK3aMeHY M0 AUCHUILIHHE «3ammTa nHpopManum»:
KomnerotrepHsie Bupycel. VX pa3HOBUIHOCTH.
AHTUBHpYCHBIE cpenicTBa. [IprMepsl aHTUBUPYCHBIX IPOTPaMM.
[Tonsatue nnpopMaIiOHHON 0€30MaCHOCTH.

[TonsTre KOHPUACHIMATBHOCTH HH(POPMAITUH.

1.

2.
3.
4
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[TonsiTre noctyna k MHGOpPMAIMK (CAHKLIMOHUPOBAHHBIA U HECAHKIIMOHUPOBAHHBIN J10-

CTYyIN).

6. [TonsTus nnentudukanys, ayrTeHTU(GUKAIUSI 1 aBTOPU3AITHSL.

7. [TonsiTre yrpo3a 6e30MacHOCTH.

8. [ToHsiTHE YSI3BUMOCTH CHCTEMBI (CETH).

9. [TonaTne ataku Ha KOMIBIOTEPHYIO CHCTEMY.

10. OxapakTepu3yiTe MOIX0 bl K 00€CTIEUeHUI0 KOMITBIOTEPHON HH(OpMAITUH.

11.  IlepeunciuTe OCHOBHBIC U BCIIOMOTaTEIbHbBIE CEPBUCHI OE30MAaCHOCTH, JalTe X KIaCCH-
(dbukamuto.

12.  JlaiiTe xapakTepuCTHKY Ipyn TpeOOBaHUN K CUCTEME 3alllUThI.

13.  «@DparmeHTapHBI» MOAX0 B 00ecrieueHHH Oe30MaCHOCTH KOMIIBIOTEPHON CHCTEMBI.

14.  «KommiekcHbli» MoIX0A B 00ecrieueHuH 0e3011acCHOCTH KOMIIBIOTEPHON CHCTEMBI.

15. B uem 3akirodaeTcs MOJUTHKA O€30MaCHOCTH KOMITBIOTEPHOM CUCTEMBI?

16.  Hayem ocHoOBaHa «u30MpaTebHAs MOJIUTHKA Oe30macHOCTH?

17. Ha 4em OCHOBaHa «IIOJIHOMOYHAs» MOJUTHKA 0€301MacCHOCTH?

18.  Ilonstue xkpunrorpaduu. OCHOBHBIE BUJIbI IIU(DPOB.

19.  OO6oOmieHHas cxeMa KpUNTOCHCTEMBI. [[OHATHS CHMMETPHYHON U aCHMMETPHUYHOM KPHII-
TOCHUCTEMBI.

20.  Ilepeuncnure OCHOBHBIE ITOPUTMBI KpUNITOrpAadUIECKUX MTPEOOpa30BaAHU.

21.  Ilepeuncnure OCHOBHbIE METOABI KpUIITOrpahuyecKoi 3auThl MH(POPMALMK B KOMIIbIO-
TEPHBIX CHCTEMaxX M CeTSX.

22.  Kaxk kmaccupuupyroTcs CpeacTBa Kpuntorpadudeckoii 3amuThl nHGopManuu?

23.  OcHOBHBIE JJOCTOMHCTBA ¥ HEJJOCTATKH aIrOpUTMa MH(POBAHUS JaHHBIX C TTOMOIIBIO
DES.

24.  llepeuncnure OCHOBHBIE KOMOWHAIMH, UCIIOJIb3YEMbIE PH MU(PPOBAHUN AITOPUTMOM
DES.

25.  Ilepeuncnure OCHOBHBIE PEKUMBI pabOThI anroput™a DES.

26.  Kak o0OecrnieunBaeTcsi KpUIITOCTOMKOCTh ACHMMETPUUHBIX KPUITOCUCTEM?

27. KakoBo ocHOBHOE Ha3HaueHHEe Xen-QyHKIUNU?

28.  KakoBbl OCHOBHBIE IPUHLIUITEI (POPMUPOBAHMS XeII-PYHKIIUU?

29. OTnuuuTenbHble 0COOEHHOCTH OT€UECTBEHHOI0 cTanaapTa xeu-pynkuuu (I'OCT P
34.11-94) ot anroputmoB xermuposanus MDS n SHA.

30.  IlepeuncnuTe OCHOBHBIE aJTOPUTMBI JICKTPOHHOHN NHU(POBOA MOIIUCH U YKKHUTE HA UX
NPUHIUIHATIBHBIE OTIUYHS.

31. CoBpemeHHble npuioxeHus: kpunrorpadpuu. [Ipumepsr.

32.  TunuyHble aTaky Ha ONEPAIMOHHYIO CHCTEMY.

33.  TlonsATuHe 3aMIIEHHON ONIEPAIMOHHON CUCTEMBI.

34.  AnmapaTHoe obecrieueHue CpeICTB 3alUThl ONEPAUOHHON CUCTEMBI.

35.  TIpobGmemsr 6e30omacHocTH [P-ceteii.

36.  Haubounee pacnipocTpaHeHHbIE BApHAHTHI aTaK HAa KOMIBIOTEPHYIO CUCTEMY Ha OCHOBE
npotokoja TCP/IP.

37.  Cdopmynupyiite cucok (yHKIMOHATBHBIX J€PEKTOB C TOUKH 3PEHUS 3aIUTHI B UC-
noJsib3yeMoit onepannonHoi cucteme (OC).

38.  Kakue snementsl 6e3omacHoctH coaepxkut OC Windows 2000/XP/Vista?

39.  Hasoswure anementsl 6e3omacHoctd OC UNIX?

40.  OcCHOBHBIE IPAKTUYECKHE BOMPOCHI 3aIIUTH MH(POPMAIIH.

41.  IlporpamMMHBIE Cpe/ICTBA 3ALIUTHI U YHUUTOXKEHUS UHPOPMAIIIH.

42.  OCHOBHBIE IPUHIUIIBI IOCTPOEHUS MOACUCTEMbBI MH()OPMAITMOHHON 0€30IacCHOCTH.

43.  Drambl HOCTPOCHHS MOJCHCTEMBI HHPOPMAIIMOHHOW O€301TacHOCTH.

44,  OOmwue NpUHIHUIBI o0ecrieyeHnss HHPOPMALIMOHHOI 0€301MacHOCTH.

45, CpenctBa obecrieueHrst KOHQUIECHITUATHFHOCTH TAHHBIX.

46.  CpencrtBa HJIeHTHU(DUKALUY U ayTeHTH(PHUKAIUN TOIb30BATENEH.

47.  llpuBenuTe OCHOBHBIE CXEMbI MIEHTU(UKALINY U ayTEHTHU(PUKALMHU TOJIb30BaTENs.
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48.  JlocToMHCTBAa OMOMETPUYECKUX CIIOCOOOB UACHTU(UKAIIMY U ayTeHTU(PUKAIIUH 110 CPaB-
HCHUIO C TPaAUIITMOHHBIMHU.

49, CpenctBa ayTeHTH(UKAIIMT SJIEKTPOHHBIX JaHHBIX.

50.  IIpaBoBble MOCIEACTBUS HECAHKIIMOHUPOBAHHOTO ChEMa M MCIIOIb30BAHUS KOH(PUICHIIN-
aJIbHOW MH(pOpMaLUK.

ol. Oco0eHHOCTH TPUMEHEHHUST TEXHUUECKUX CPEACTB YHUUITOXKEHUSI HHPOPMALIMU HA Mar-
HUTHBIX ¥ ONTHYECKUX HOCUTEIISX.

52.  IlpuBeaute Ki1acCUPUKAIMIO CUCTEM 3aLIUTHI IPOrPAMMHOTO 00eCreueHusl.

53.  CpaBHMTE OCHOBHBIE TEXHUYECKHUE METO/IbI U CPEACTBA 3aILUTHI IPOrpaMMHOro obecrie-
YEHUS.

54.  Ha3zoBWTe OTIIMYMS CUCTEM 3aLIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA OT CHCTEM 3a-
IIUTHl OT HECAHKIIMOHMPOBAHHOT'O KOIMPOBAHUS.

55.  IlpuBeaute orpeneseHNE MOHATUH «IPOTOKOIMPOBAHUE» U «AyITUT

56.  Hasosure 3aaaun, peaar3yemMble IPOTOKOJIMPOBAHUEM U AYJAUTOM.

S7.  JlaiiTe XapakTEpUCTUKY 3a7aud aKTUBHOT'O ayJUTa.

58.  Ilepeuncnute GyHKIIMU U KOMIIOHEHTHI ceTd VPN.

59.  Knaccudumupyiite VPN 1o crioco0y TEXHUYECKOW pealli3aiiy U apXUTCKType TeXHUYC-
CKOT'O PEIICHHS.

60.  KakoBbI criocoOBI 3aIMTHI HH(GOPMAIMN IPU MEKCETEBOM B3aMMOACHCTBUM?

61.  Kakwue xpunrorpadudeckie NpOTOKOIBI UCIIOIB3YIOTCS JUIS 3aIIUThl TEXHOJIOTHH «KJTH-
EHT-cepBep»?

(PoHA OLIEHOYHBIX CPECTB MPEJICTABICH B MPUIOKEHUH K paboyeil mporpaMmme)

7.3.2 O0pa3usbl TECTOBBIX 3a1aHMii
CamocrosiTenpHas paboTa CTyIEHTOB IPEIYCMOTPEHA YIeOHBIM TJIAHOM TI0 AMCIUILUINHE B 00b-
eme 72 gacoB (ouHas hopma oOydeHus) u 94 gacos (3a04Hast popma 0OydIeHHS).

TemaTuKa caMOCTOATEIbHON PA0OTHI:

Pasoen 1. Koppexmupyrowue kool

1. OtieHka u BEIOOP KOPPEKTHPYIOLIETO KO A1 KOHTPOJIS JOCTOBEPHOCTH UH(POPMAIIUH.

2. IlocTpoeHne NUKINYECKOTO KOJJa C MUHUMAJIbHBIM KOJOBBIM PACCTOSIHUEM.

3. AnropuTM omnpeaeneHus KOJInyecTBa BApUaHTOB OMIMOOK, HE 0OHAPYKMBAEMBIX TUKINYECKIM
KOJIOM.

4. Anroputm noctpoenus koaa [lnoTkuna.

5. AlropuT™m OCTPOEHUSI UHTEPAKTUBHOIO KOJA.

6. AITOPUTM TIOCTPOEHUS Koja MakioHanbaa.

7. ANropuTM IOCTPOEHUS MaXKOPUTAPHOTO LUKINYECKOTO KOJA.

Pazoen 2. Cospemennvie cummempuyHvle KPUNmocucmembl

1. AmepukaHckuii ctannapt muppoBanus 1aHHbix DES.

2. Aaroput™m mudpoBanus nanHbix IDEA.

3. OreuectBeHHbI cTanaapt mmdposanus ganubix ['OCT 28147-89.

4. AITOpUTM MOCTPOCHUS KPUIITOCUCTEMBI XHUJLIA.

5. Anroputm mudpoBaHus HHOPMAIIMA METOAOM FaMMHUPOBAHUS ISl CHMMETPUYHBIX CHUCTEM.

6. AnroputM mudpoBaHus HHGOpMALIMK METOI0M BepHaMa 111 CHMMETPUYHBIX CHCTEM.

7. O030p METOAOB T'eHEPALIUH, XPAHEHUS U PACIIPOCTPAHEHHs KpUNTOrpadhUUeCcKuX KIFOUYeH.

Pazoen 3. 3awuma 6 onepayuonnwvix cucmemax

1. 3amuTa B onepannonHoi cucteme UNIX.

2. 3ammuTa B onepannonHoi cucteme Windows NT.

3. 3amuTa B onepanuonHoi cucteme IBM OS/390.

4. Metoapl 1 cpeAcTBa 3alUThI OT yIAJEHHBIX aTak yepes3 ceThb Internet.

Pasoen 4. Accumempuunvle Kpunmocucmemsi

1. Cxema mudposanus [lonura-Xennmana.

2. Cxema mmpoBanus Dnb-I"amans.
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3. Anroput™m 1udposoit moamucu RSA.

4. Anroputm udpoBoit noanucu nb-I"amans.

5. O630p METOJIOB W CPEICTB 3aIUTHI OT YAAJICHHBIX aTak uyepe3 ceTh Internet.

6. 3amuTa nHGOPMAIUH B JIEKTPOHHBIX TUIATEKHBIX CHCTEMAaX.

7. OGecrnieueHue 6€30MaCHOCTH JIEKTPOHHBIX IIATEXKEH uepe3 ceTh Internet.

8. [IporpammHas peanau3alysi OJHOHAIIPABICHHOMN X31I-(pYHKIUU HA OCHOBE CUMMETPHYHBIX
OJIOUHBIX aITOPUTMOB.

9. Anroputm tmdpoBoii noanucu Dib-I"amans a7 ayTeHTU(PUKAIIMH YIEKTPOHHBIX JOKYMEH-

TOB.
10. Peanuzanus mpoTokoa uaeHTH(GUKAIMK ¢ HYJICEBOU Nepeaadei 3SHaHUH
7.3.2 O6pa3ubl OWI1ETOB ISl MPOBEAEHUA IK3aMeHAa
Ps3aHckuil MHCTUTYT «YTBEPXIAIO»
(bummai) OK3aMeHANIMOHHBIN Omter Ne 1 3aB. kadempoii
MockoBckoro
roCy/1apCTBEHHOTO 0 TUCIUIUIMHE «3aiuTa HHhOpMaIun»
MOJIUTEXHUYECKOTO JUTSL O9YHON (hOPMBI OOYICHHSI,
YHHUBEpPCUTETA nanpasienue 09.03.01  cemectp 8 « » 2023r.

1. O6mme npuHIKIBI 0OecTIeueHUss HHPOPMAIIMOHHON 0€30IaCHOCTH.
2. CpenctBa ayTeHTU(DHUKAIINH SJICKTPOHHBIX JTAHHBIX.

Ps3anckuil ~HCTUTYT «YTBEPXIAIO»
(bummai) JK3aMeHANMOHHBIN OuteT Ne 2 3aB. kadeapoii
MOCKOBCKOT0
rOCyJJapCTBEHHOTO [0 JUCLUIUIMHE «3aluTa HHPOpMaLUn»
MOJIMTEXHUYECKOTO JUTsE OYHOU (POPMBI 00YUEHUS, « » 2023r.
YHHUBEpPCUTETA HanpasieHnue 09.03.01  cemectp 8

1. KakoBbl OCHOBHBIE IPUHLUIIBI (POPMHUPOBAHUS XEI-(DYHKIH
2. JlaiiTe XapaKTEepUCTHKY TPYI TPeOOBAaHUN K CHCTEME 3aIUThI

7.4 MeToan4yecKkne MaTepHaJibl, ONpeaesioIHe NPpoueAypbl OLCHMBAHUS 3HAHUH, YMECHHH,
HABBIKOB M (MJIM) ONBITA AeATEIbHOCTH, XapaKTePU3yOIIMX 3TaNbl (POPMHUPOBAHUA KOMIIETEHIHH

7.4.1 MeToauyecKkue peKOMEH/IALMH 110 MPOBEJIEHNI0 IK3aMeHa

1) Heab npoBenenust

OCHOBHOH 1IENIBIO NTPOBEEHUS IK3aMEHA SIBJISIETCS ONPEEICHUE CTENIEHU JOCTHKEHUS LIeIeH 1o
yueOHOM AMCHUITIMHE WK ee pazzaenaM. OCylecTBIsIeTcs 3TO MPOBEPKON U OLIEHKOW YPOBHS T€OPETH-
YEeCKUX 3HAHUH, MOJIyYEHHBIX CTYACHTAMHU, YMEHUS NPUMEHATh UX K PELICHUIO NMPAKTUYECKUX 3a7ad,
CTETeHU OBJIAZICHUsI CTyJIEHTaMH MPaKTHYECKUMH HaBbIKAMU U YMEHUSMHU B 00beMe TpeOoBaHUi pabo-
4ell mporpaMmsl 10 JUCHUIUIMHE, @ TAKXKEe UX YMEHHE CaMOCTOSITEIbHO paboTaTh ¢ yueOHOU TUTepary-
poii.

2) ®opma npoBeaeHHUs

@opMOH MPOMEKYTOUYHON ATTECTAlMM MO JAHHOM JUCLHUIUIMHE BOCBMOM CEMECTPE B COOTBET-
CTBHMHU C y4eOHBIM rpaukoMm, sBIsETCS SK3aMeH. DK3aMeH MPOBOJIUTCS B 00beMe pabodeil mporpaMMel
B YCTHOU (popme. DK3aMeHAIIMOHHBIE OMJIETHl MOTYT UMETh JIBE YaCTH - TEOPETHUYECKYIO0 M MpaKTUye-
cKkyto. IIpakTiueckast yacTb MOXKET OL[EHUBATHCS C MMOMOIIBIO TEXHUUECKUX CPEJICTB, IPU STOM OMIIETHI
coJiepKaT TOJIbKO TeopeThuyeckre Bonpochl. MHdopmMalinsg o cTpykType OUIIETOB TOBOJIUTCS CTYACHTaM
3a0J1arOBpEeMEHHO.

3) Metoa npoBeaeHus
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OK3aMeH IPOBOJUTCS IO OUIIETaM WM C UCIIOJIb30BAHUEM CIIHCKA BOIIPOCOB.

Ilo mpakTHuecKkuM BoIpocam J0IycKaeTcs MPOBEPKAa 3HAHUI C MOMOIBIO TEXHUYECKUX CPENICTB
KOHTpoJs. [Ipy HEOOXOIUMOCTH MOTYT pacCMaTPUBATHCS JTOMOJIHUTENbHBIE BOIIPOCH U IIPOOIEMBI, pe-
IaTbCAd 3a4a4u U IMPUMCPLL.

4) Kputepuu 10MycKa CTYJI€HTOB K dK3aMEHY

B cooTBeTcTBUM ¢ TpeOOBAHUSAMHU PYKOBOJSAIIMX JOKYMEHTOB M corjacHO IlojokeHuto o TeKy-
1M KOHTPOJI€ 3HAHUH M IPOMEXYTOYHOH aTTECTALMU CTYI€HTOB HHCTUTYTA, K 3K3aMEHY JIOIYCKaIOTCs
CTY/ICHTHI, BHIIIOJHHUBIINE BCE TPEOOBAHUS YUeOHON MPOTrPaMMBI.

5) Oprann3aumMoHHbIe MEPONIPUSTUHSA

5.1. Ha3nauenue npernojaBaressi, IPUHUMAIOLIETO IK3aMeEH.

OK3aMeHBI MMPUHHUMAIOTCA JIMIaMH, KOTOPBIC YUTAJIN JICKIIUU 110 I[aHHOfI JUCHUITIINHEC, Pemenuem
3aBeJyrouiero kadeapoil onpenensoTcss IOMOIHUKYA OCHOBHOMY 3K3aMEHATOPY M3 YMCIIa MperoiaBa-
Tesel, BeAyIIMX B JAaHHOM IpyIie MpaKTHYeCKUe 3aHATHS, a €CJIM JIEKLUH 110 pa3zienaM yuyeOHOH Juc-
LUIUIMHBl YUTAINCh HECKOJIBKMMHU IPENOaBaTesIMHU, TO ONPEAEISAeTCS COCTaB KOMUCCUU Ui IpuemMa
sk3ameHa. CTyieHTaM IIpU 3TOM OIIEHKA BBICTABIISETCS METOA0M IIOTOKA.

5.2. KonkpeTrusanus yciaoBUi, IPH KOTOPBIX CTYAECHTHI OCBOOOXKIAIOTCS OT CAayu 3K3aMeHa (oc-
HOBA - Pe3yJIbTaThl PEUTUHIOBON OLIEHKH TEKYILETO KOHTPOJIS).

ITo nmpeacraBieHuio npemnoaaBaress, BeIyLero 3aHATHs B y4eOHOH rpyme, 3aBenyromuil kaden-
PO MOKET OCBOOOJIUTH CTYIEHTOB OT cllaud dk3aMmeHa. OT sK3aMeHa 0CBOOOXKIAIOTCS CTYACHTHI, TOKa-
3aBIIMX OTJIMYHBIE M XOPOILME 3HAHUS MO pe3yjbTaTaM PEHTHHIOBOM OLEHKH TEKYLIEro KOHTPOJI, C
BBICTABJICHUEM UM OLCHKHU «XOPOLIO». Co CTyACHTaMU, UMCIOIIMMHU MPETCH3UN HAa OLUCHKY «OTJIHUYHOY,
IIPOBOJIUTCS coOece0BaHUE BO BpPEMs 3aueTa WM BO BpeMs MPOBEICHHs KOHCYJIbTAllUU MEpe]] dK3aMe-
HOM.

6) MeToauyeckue yKazaHusl IK3aMeHATOPY

6.1. Konkperusupyercs padora npenojaBaresiel B npes 3a4€THHIN NEpUOA U B IEPUO HETIOCPEI-
CTBEHHOM MOJATOTOBKH 00YUaIOIIUXCS K K3aMEHY.

Bo BpEMA NIOATOTOBKHU K 3a4CTy BO3MOXKXHBI MHAWBHUAYAJIbHBIC KOHCYJIbTAllH.

6.2. YTOYHSAIOTCS OpraHU3allMOHHBbIE MEPOIPHATHS U METOAWYECKHE MPUEMBbl IPU MPOBEICHUU
HK3aMEHa.

Konn4yecTBo 0AHOBPEMEHHO HAXOASAIIMXCH JK3aMEHYHWIIUXCH B ayauTopuu. B ayauropun,
/i€ IPUHUMAETCS HK3aMEH, MOXET OJIHOBPEMEHHO HaXOJUThCS CTYJEHTOB U3 pacuera He Oosee necatu
9K3aMEHYIOLIMXCS HAa OJJHOTO dK3aMeHaTopa.

Bpemsi, oTBeieHHOE HA MOATOTOBKY OTBETA 110 OMJIETY, HE JOJDKHO MPEBBIIATE: s 3adera — 40
MUHYT. [lo McTedeHuI0 JaHHOTO BPEMEHH MOcie MOoJydeHus OueTa (Bompoca) CTYyJAeHT JO0JKEH ObITh
rOTOB K OTBCTY.

Oprasm3anus NPpaKTHYECKOH 4acTH 3K3aMeHa. [IpakTuyeckas 4acTh DK3aMEHa OpPraHU3yeTCs
Tak, yT00BLI 00€ecreynBaiach BO3MOKHOCTD IMPOBEPUTH YMCHUC CTYACHTOB MPUMCHATH TCOPCTUUCCKHC
3HAHHUA [IPU PELIECHUH IPAKTUYECKUX 3aJaHUH, OCBOCHHE KOoMITeTeHIMI. OHa MPOBOAUTCS IMyTEM IOCTa-
HOBKHU 3K3aMEHYIOIMMCS OTIENIbHBIX 3a]a4, YIpaKHEHUH, 3a/aHui, TpeOyoMX MPaKTUYECKUX Aei-
CTBUH IO pEIICHUIO 3a1aHui. KaKplii CTyIEHT BBINOIHAET 3aaHUE CAMOCTOSTENBHO ITyTEM ITPOU3BOJI-
CTBa pacyeToB, pelleHus 3a7a4, padoThl C JOKyMeHTaMu U Ap. [Ipu BbIOIHEHUU 3alaHuil CTYJEHT OT-
BEYAET Ha JOIOJIHUTENBHBIE BOIIPOCHI, KOTOPHIE MOXKET CTABUThH HK3aMEHATOP.

HeiicTBus 3K3aMeHaTOpA.

CryneHTy Ha 9K3aMeHe pasperiaercst Opatb oauH Ouner. B cinydae, korjga sk3aMeHYIOMIMNCS He
MOKET OTBECTUTH Ha BOIIPOCHI 6I/IJ'I€Ta, €My MOXET OLITH npeaocTaBj€Ha BO3SMOXHOCTb BI)I6paTI) BTOpOﬁ
OUJIeT IpU YCIOBUU CHUIKEHUS OLEHKH Ha | Gai.

Bo BpEMs HUCHBITAHHUA HpOMe)KYTOHHOﬁ arreécTallui CTYACHTBI MOT'YT ITIOJIB30BaTbCA pa60'-II/IMI/I
porpaMMaMH Y4eOHBIX TUCIMILIMH, a TAKXKE CIPAaBOYHUKAMH M MPOYUMH UCTOYHUKAMHU HH(OpMAIIUH,
nepeyeHb KOTOPBIX YCTaHABIMBAETCS MPEToAaBaTeeM.

Hcnonp30BaHne mMarepualioB, HE NMPEAYCMOTPEHHBIX YKa3aHHBIM IEPEUHEM, a TAK)KE IOIBITKA
O6H_IGHI/I$I C IPpyruMu CTyACHTaAMM WA WHBIMHU JIMIAMH, B TOM YHUCJIC C IPUMCHCHUEM JJICKTPOHHBIX
CPEICTB CBSA3HM, HECAHKLMOHUPOBAHHBIE IIPENOJaBaTENIEM MIEPEMEIIECHNE 110 ayJIUTOPUU U T.II. HE pa3-
pemacTCAa U ABJIAOTCA OCHOBAHUEM JIA YAAJICHUA CTYACHTA U3 ayAUTOPUHU C MOCICAYIOUNIUM ITPOCTaB-
JICHUCM B BCAOMOCTHU OLICHKU «KHCYHOBJICTBOPUTCIIBHO).
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CryzaeHT, MoNy4MBIIMM HA HK3aMEHE HEYJOBJIIETBOPUTEIBHYIO OLIEHKY, JIMKBUIUPYET 3a/I0JKEH-
HOCTh B CPOKH, YCTAaHABJIMBAEMbIM IPHUKA30M JIHUpEKTOpa MHCTUTYTa. OKOHYATeNbHAs mepeciaya dK3a-
MEHa MPUHUMAETCSI KOMHCCHEH B COCTaBe TPEX YeJOBEK (3aBeayromuid kadeapoil, JEKTOp MOTOKa, mpe-
nojaBaTelb POACTBEHHON AUCIUIUIMHBI).

3amaya mpenojaBaTelsis Ha SK3aMEHE 3aKIJII0YaeTcsl B TOM, YTOObI BHUMATEIbHO 3aciylIaTh CTY-
JIEHTA, TPOKOHTPOJIMPOBATH PEIICHUE MTPAKTUYECKUX 3a/IaHUM, PEJOCTABUTh €My BO3MOKHOCTD MOJIHO-
CTBIO M3JIOKUTH OTBET. 3aCIyIIMBAasl OTBET M AHAIM3UPYs METOAbl PEIICHUN MPAKTUYECKUX 3aJaHUM,
MPEnoiaBaTelib MOCTOSTHHO OLIEHUBAET HACKOJIBKO MOJHO, CUCTEMHO U OCMBICIEHHO OCYIIECTBIISIETCS
OTBET, PELIACTCS IPAKTUYECKOE 3aJaHNE.

Cuntaercs 0€CTaKTHOCTBIO MPEPHIBATH OTBET CTYJCHTA, MPEXKACBPEMEHHO J1aBaTh OLIEHKY €ro OT-
BE€TaM U JCUCTBUSIM.

B Ttex ciydasx, Korja OTBEThl Ha BOIPOCHI WJIM MPAKTHUYECKHE NEHCTBUS OBUIM HEIOCTATOYHO
MIOJIHBIMH WJIM JIOTYIIEHBI OIIMOKH, TPEIoIaBaTelhb MOCIe OTBETOB CTYACHTOM Ha BCE BOMPOCHI 3a7acT
JOTIOJIHUTEIBHBIE BOIPOCHI C LIETIBI0 YTOYHEHUSI YPOBHS OCBOEHUs NUCUMILIUHBL. Colep KaHue UHIUBU-
JyadbHBIX BOTIPOCOB HE JIOJDKHO BBIXOJIUTH 32 paMKH pabodeil mporpammel. Eciu cTyAeHT 3aTpynHSET-
Csl cpa3y OTBETUTh Ha JOMOJHUTEIbHBIN BOIPOC, OH JOJKEH CHPOCUThH PA3PELICHUs TPEAOCTaBUTh EMY
BpeMs Ha MOATOTOBKY U MOCJIE TOATOTOBKUA OTBEYAET HA HETO.

HIkana u KpUTEpUH OLCHUBAHUS

Tabmuma 11 — [Ilkana u KpUuTepyn OIICHUBAHUS OTBETA HA DK3aMEHE

Ounenka
Kpurepun
«OTJIHYHO» «XOpo1Io» «YAOBJIETBOPUTEIbHO)
O6bvem I'my6okue  3Ha- | [loctaTouHo
HUS, YBEpEHHbIE | [IOJIHbIE 3HAHMS,
NEUCTBUS 10 pe- | MpaBUIbHbBIE
LHICHUIO TPAKTHU- | AEHUCTBUSA no | Teepasle 3HaHUS B 00BEME OCHOB-
YECKUX 3aJaHUM B | PEILICHUIO TIPaK- | HBIX BOIPOCOB, B OCHOBHOM IIpa-
MOJIHOM 00beME | THYECKUX 3aJa- | BUJIbHbIE pELIEHUs MPAKTUYECKUX
y4ueOHO npo- | HUH B oObeMe | 3aJjaHui, OCBOGHUE BCEX KOMIIETECH-
rpaMMbl, OCBOE€- | yueOHOW  mpo- | Ui
HUE BCEX KOMIIE- | IPaMMBbl, OCBOE-
TeHIIUH HHE BCEX KOM-
HeTeHINH
CucremHOCTB OtBetsl Ha BO- | OTBeThl Ha BO- | OTBETHI Ha BO-
IIPOCHl  JIOTUYHO | IIPOCHI YBSI3aHBI | IPOCHI B IIpeJie-
yBSI3aHbl C y4eO- | ¢ y4eOHbIM Ma- | Jax  y4yeOHOro
HbIM  MaTepua- | TEPUAJIOM, BbI- | MaTepHuaga, BbI-
JIOM,  BBIHECEH- | HECEHHbIM  Ha | HECEHHOTO  Ha
HbBIM Ha  KOH- | KOHTPOJb, a | KOHTPOJIb
TPOJIb, @ TAKXKE C | TAKKE C TeM, Nwmeercs  HeoO-
TE€M, YTO H3ydYal | YTO HU3y4daa pa- XOJUMOCTh B IIO-
paHee Hee CTaHOBKE HaBO-
JSIIUX BOIIPOCOB
OCMBICIEHHOCTD [IpaBuneHuble  u | [IpaBunbHBIE Homyckaer  He-
yOeauTenbHble OTBETHI U TPAK- | 3HAUYUTEIIbHBIE
oTBeThl. bricTpoe, | THUeckue Jeil- | omuOKu MpU OT-
IIpaBUWJIbHOE U | CTBUSL. BETax U IpaKTH-
TBOpUYECKOE MpHU- YECKUX JIeUCTBU-
HATHe pewleHuii, | |IPABAJILHOE AX.
Oesympeunas or- | TPAHATHC — pC-
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paboTKa pEeIIeHHH | IIEeHUH. I'pa- | Jlomyckaer He-
3alaHuil. YMEHME | MOTHasi ~ OTpa- | TOYHOCTb B IIpU-
JIeJIaTh BBIBOBI 0OTKa pEIICHHH | HATUU pEelICHUI
T10 33JJaHUSAM 10 33JJaHUSIM

WuterpanbHas olleHKa 3HaHUH, YMEHUI 1 HABBIKOB CTY/ICHTA OIIPE/EIISIeTCS 110 YaCTHBIM OLICHKaM
3a OTBETHI Ha BCE BOIPOCHI (3a/1aHus) OMiieTa, B COOTBETCTBUH C Pa3paOOTaHHBIMH U YTBEPKICHHBIMHU
KPUTEPUAMH.

HNunoBanuoHHbIe (hOPMBI IPOBEICHU S 3AHATHI

B xome ayauTOpHBIX y4eOHBIX 3aHSATHI HCTHOJB3YIOTCS pa3IMdHbie WHHOBAIMOHHBIC (DOpPMBI U
cpencTBa 0Oy4eHUs, KOTOPbIC HAlpaBJICHbl HA COBMECTHYIO pa0OTy MpenojaBaTelss U 00ydaronuxcs,
oOCyXKJeHe, TIPUHITHE TPYNIOBOrO penieHus. Takue METOIbI CIOCOOCTBYIOT CIUIOYCHHIO TPYIIIBI U
00eCIeYnBarOT BO3MOKHOCTH KOMMYHHKAIIMK HE TOJBKO C MPETNoaBareieM, HO U ¢ APYruMH o0ydae-
MBIMH, OTIUPAIOTCS HA COTPYIHUYECTBO B MPOIIECCE MTO3HABATEIIBHOMN JICATSIHHOCTH.

YcnemHas peanusanus CoaepKaHusl Kypca OCHOBBIBAETCS HA UCIIOJIb30BAHUN aKTUBHBIX U UHTEP-
aKTHBHBIX METOI0B 00yucHus (Tabnuma 13).

Ta6J11/1ua 13 - I/IHTepaKTI/IBHHe 06pa3OBaTeHLHLIC TCXHOJIOTHUH, UCIIOJIb3YCMBIC B dYAUTOPHBIX 3a-
HATUAX

Ne Pa3znen (Tema) 1y CHUIINHBI Buj zanarus ®opma padoThbI
n/n
Anroputmsl mudpoBanus. An- | [Ipaktudeckoe | [IpeacraBnenue u obcyxaeHne A0KIaI0B
1 | ropuT™mBbI ayTeHTH(DHUKAIIH 3aHsITHE
IOJIL30BaTelIeH.
2 3amuTa undopmanuu B cetsix. | [Ipaktuueckoe | [IpencraBnenue u obcyxieHue T0KIAI0B
3aHsITHE

8. OcoGenHoCTH OpraHu3anuu 00y4YeHHs JJIsl JIMI ¢ OTPAHUYEHHBIMU BO3MOKHOCTSIMU 3/10-

POBbSI U HHBAJIU/I0B

[Ipu HeoOxomuMocTH paboyas mporpaMma AUCLMILIMHBI MOXKET OBbITh aJlaliTUPOBaHa JJsl obecrie-
YeHUs1 00pa3oBaTeIbHOIO Mpoliecca NHBAINUIOB U JIMIl C OIPAaHUUYEHHBIMU BO3MOKHOCTSIMH 3/J0POBbS, B
TOM YHCTIE ISl TUCTAaHIIMOHHOTO o0yueHus. [ aToro TpedyeTcs 3asBlIeHHE CTYy/IeHTa (€r0 3aKOHHOTO
NPEJCTaBUTEINS) U 3aKJIFOYEHHE TICUXO0JI0r0-MeIuKo-reaarornueckoi komuccuu (IIMIIK).

B ciydae HE0OX0IUMOCTH, 00YJarOIUMCS W3 YHCJA JIMIl C OTPAaHMYSHHBIMH BO3MOXKHOCTSIMH
3J10pOBbsI (110 3asBJICHUIO 00YUAIOIIErocs) a /Uil MHBAJIMJIOB TAK)K€ B COOTBETCTBUU C MHMBHIyaJIbHON
MIPOTpaMMOil peadMIINTallu HHBAIH/IA, MOTYT TPEIaraTbCs CIEAYIOIINE BAPHAHTHI BOCTIPHUTHS Y4e0-
HOW MH(OPMALUU C Y4eTOM HX HHAWBUAYAJIBHBIX NMCHUXO(U3NYECKHX OCOOCHHOCTEH, B TOM YHCIE C
MIPUMEHEHHEM DJIEKTPOHHOTO OOYYEHUS M JUCTAHIIMOHHBIX TEXHOJIOTHIL:

- JUISL JTUL] C HAPYIICHUSIMHU 3PEHUS: B TIEYaTHOH (opMe yBeJIMYEHHBIM MIpU(TOM; B GOpMe dJIeK-
TPOHHOTO JOKYMEHTa; B (opme ayauodaiina (mepeBoa yueOHBIX MaTepuajoB B ayanodopmar); B me-
4yaTHOW (opme Ha s3bIKe bpaiins; nHIuBUAyaTbHbIE KOHCYIBTAIMK C IPUBJICYEHHEM TU(IOCYpIonepe-
BOJ/IYMKA; HHMBHTya bHbBIC 3aIaHVS 1 KOHCYJIbTAIIH.

- JUISL JIUI] C HapYIICHUsIMU CIyXa: B Me4yaTHOU (opme; B (hopMe IEKTPOHHOTO JOKYMEHTA; BH-
JeoMaTepHuaibl ¢ CyOTUTpaMy; WHAMBHUyalbHbIE KOHCYJIbTALMU C MPUBJICYCHUEM CYPJIONEPEBOIUMKA;
WH/IMBUAyAIbHBIC 3a7JaHUS U KOHCYJIbTAIINH.

- JUISL JIUI] C HapyUIeHUSMHU OIOPHO-IBUTATEIBHOIO ammapara: B nedatHoi Qopme; B ¢opme
AIIEKTPOHHOTO JIOKYMEHTA; B (hopme ayanodaiina; HHINBUIYaTIbHBIE 3aIaHUS M KOHCYJIbTAIIIH.
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