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BBEJAEHHUE

Hens  gucuumuubbl  «MHPOpMalMOHHBIE CETM UM KOMMYHHMKAlUKW» -
chopMupOBaTh Yy CTYICHTOB KOMIIETEHIIMM B OOJACTH TEOPETHUYECKUX U
MPaKTUYECKUX OCHOB OpraHu3aluyd M (QYHKIMOHUPOBAHUS KOMIIBIOTEPHBIX CETEH.
B npakTthdeckoM acriekTe B pe3yJIbTaTe OCBOCHMS JAHHOW JHUCLUILIMHBI CTYIEHTBI
JOJIKHBI:

- BJIa/Ie€Th HaBbIKaMU MOKMCKAa U 0OMeHa UH(OpPMAIMH B II100aNbHBIX U JOKAJIbHBIX
KOMIIBIOTEPHBIX CETAX; TEXHWYECKMMM M IPOrPAMMHBIMHM CPEICTBAMH 3alUTHI
uH(popMaIu npu padoTe ¢ CETEBBIMU MPOTPAMMHBIMU CPEJICTBAMH;

- yMeThb TMPOU3BOIUTH YCTAHOBKY, HACTpOWKY, 0a30Boe KOH(PUTYPUPOBAHUE
CEPBEPHBIX U KIMEHTCKUX ONEPALMOHHBIX CUCTEM;

- BIAJETh OCHOBAaMHM AaBTOMATHU3allMM pELIEHUS 3a7ady B NPOPEeCCHOHATHLHOU
NeSITENIHOCTH B COOTBETCTBUU C HAIIPABJICHUSIMU O0YUYECHHSL.

Meroanueckue ykasaHus pa3pad0oTaHbl B COOTBETCTBUU C IIPOTPaMMOi Kypca
«MHpopmallMoHHbIE CETH M KOMMYHHUKaIuu» @enepaqbHOr0 TOCYIapCTBEHHOTO
o0pa3oBaTeNbHOTO CTaHJapTa Jjisi OakajlaBpOB [0 HAaIMpaBICHUSIM MOATOTOBKH
09.03.01 «Mudopmatuka 1 BeuUCIUTENbHAS TexHUuKa» U 27.03.04 «YmpaBneHue B
TEXHUYECKUX CUCTEMAX).

PaGota coctouT u3 Tpex pas3AeloB, BBEACHUS, 3aKIIOYEHUS M CIIUCKA
JUTEPATYPHI.



1 KPATKOE OIIMCAHMUME IMAKETA ITIPOI'PAMM «CISCO PACKET
TRACER»

CisCO sBisieTcss BCEMHPHO HM3BECTHBIM Pa3pabOTYMKOM M MPOU3BOIUTEICM
ceTeBoro o0OOpyldOBaHWsA. JTa aMEPUKAHCKAs KOMITAHHUS CTPEMHTCS TPEACTaBHUTH
MOJIHBIN CHEKTP CETEBOr0 0OOPYIOBAaHHUS, U TAKUM OOpPa30M IMPEAOCTABUTH KIUEHTY
BO3MOXXHOCTh 3aKyNmUTh a0CONIOTHO BCE HEOOXOIMMOE CEeTeBOE O0OpyJIOBaHHE
uckmounteapHo y Cisco Systems.

Cisco Packet Tracer — 3to sMmynsTop ceTH, co3naHHbIA kommanueid Cisco.
[IporpamMa TIO3BOJISIET CTPOMTh W aHAJU3UPOBATh CETH Ha Pa3sHOOOPA3HOM
000pyIOBaHUHU B TIPOU3BOJIBHBIX TOTIOJIOTHSAX C TOACPKKOW Pa3HBIX MPOTOKOJIOB. B
HEl BBI MOTyYacTe BO3MOXKHOCTH M3ydaTh pabOTy pa3IMUHBIX CETEBBIX YCTPOWCTB:
MapIIpyTH3aTOPOB, KOMMYTaTOpPOB, TOUEK OECIPOBOIHOTO JOCTYIA, TIEPCOHAIBHBIX
KOMITBIOTE€POB, CETEBBIX TPUHTEPOB U T.1.

Ha pucynke 1 mpenacrasinen untepderic (maBHoe OKHO) mporpammbl Cisco
Packet Tracer.

] Cisco Packet Traoer
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Pucynok 1 — Uutepoeiic mporpammer Cisco Packet Tracer (CPT)

CHuzy noa pabouei 007acThIO pacroyiokKeHa maHeab o0opynoBanus. [[anHas
MaHEJb COJEPKUT B CBOEH JIEBOM YaCTH TUIIBI (KJIACChl) YCTPOMCTB, a B MPABOM YacTH
— UX HauMeHoBaHHe (Mojen). UToObl MOMECTUTh YCTPONCTBO Ha pabouyro 00IacTh
MporpamMMbl, €ro HEOOXOAUMO MepeTaluTh MbIIKOW. [lpu HaBemeHuun Kypcopa Ha
Ka)XI0€ U3 YCTPOMCTB B IPSIMOYTOIbHHUKE, HAXOASIIEMCS B IICHTPE MEXITYy HUMH, OyIeT
oTtoOpaxkaThcst ero TUMl. Tumel 000pyI0BaHMS IPEICTABICHBI HA PUCYHKE 2.


http://www.intuit.ru/studies/courses/3549/791/lecture/29211?page=1#image.1.5
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Oxoneynoe oBopyposanue
Pucynok 2 — ITanens o6opynoanus Packet Tracer (OCHOBHBIEC THITBI 000PYIOBaHHUS )

Mapumpyrusaropsl (poyrepbl) HMCHOJB3YIOTCA I IIOMCKA ONTHUMAJIbHOIO
Mapuipyra IepefJadyd JaHHbIX Ha OCHOBAHMM AJITOPUTMOB MapLIpPyTH3aLUU.
KommyTaTtopsl - ycTpoiicTBa, NnpeaHa3HAuY€HHbIE i1 OOBEAMHEHUS HECKOJIbKUX
y3JI0B B Mpeerax OJHOTO WJIM HECKOJIbKUX CerMeHTOB ceTH. Kommyrtarop (CBUTY)
nepenaér mnakerbl MHGOPMALMM HAa OCHOBAaHWM TaOJUIBI KOMMYTAllMH, MOATOMY
tpadhuk uAET ToNbKo Ha TOT MAC-agpec, KOTOpOMYy OH MpeAHa3HAYaeTcs, a He
MOBTOPSIETCS HA BCEX MOPTax, Kak Ha KOHIIEHTpaTope (xade).

BecnipoBogHbie ycTpoiicTBa B IpOrpaMMme Mpe/ICTaBIE€Hbl OECIpPOBOIHBIM
MapIIpyTHU3aTOPOM U TPEMSI TOUKAMH JOCTYIIA.

OxoneuHoe ooopynoBanme - [1K, HoyTOyK, cepBep, IpuHTEp, TEISPOHBI U TaK
Janee.

Tun coenHeHns MO3BOJSET BHIOPATH JIMHUIO CBS3H.

C noMompr0 JUHUN CBA3U CO3JAKOTCS COCIUWHEHHUS Y3JIOB CETH B EOUHYIO
TOTIOJIOTHIO, W TPU 3TOM KaXIblil TUN KaOeiass MOXET ObIThb COEIUHEH JHIIb C
OIpe/ICICHHBIMU THITAMHU HHTEp(dErcoB ycTpoiicTB (puc. 3).
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Pucynok 3 — Turmbl nuHuii CBsI3u

ABTOMATHYECKHI THI — Tpd JaHHOM THme coenuHeHus Packet Tracer
aBTOMATMYECKH BBIOMpAeT HanmOoJiee NPEANMOYTHUTEIBHBIC THIIBI COSAUHEHUS IS
BBIOPAHHBIX YCTPOUCTB.

Koncoab — xoHCOIBbHOE coenuHenue. KoHcoabHOE coeMHEHHE MOXKET OBIThH
BeITIOTHEHO Mex Ay [TK 1 MapiipyTruzaTopaMu WM KOMMYTaTOpaMH.

Menb npsiMoii — coeTuHEHE MEIHBIM KaOeJIeM THIIa «BUTAs Imapa», 00a KOHIa
Kalenst 00’KaThl B OIMHAKOBOM pacKiajKe.

Menb KpoccoBep — COSMHEHUE MEIHBIM KaOelieM THIa «BUTasl mapa», KOHIIbI
Kabenst 003KaThl Kak KPOCCOBED.



OnTHuka — COeMHEHHE MPU MOMOIIM ONTHYECKOTO Kadess, HeoOX0auMo AJis
COEIMHEHUSI YCTPOMUCTB, UMEIOIIUX ONTUYECKHE UHTEP(ENCHI.

Teaedonnblii kabeab — kabenb JIs MOJIKIIOUCHHS TeJIe()OHHBIX aIllaparoB.
Coenunenue uepe3 TeNePOHHYIO JUHUIO MOXET OBbITh OCYIIECTBICHO MEXKIY
YCTpOWCTBaMH, UMEIOIIMMHU MoAeMHbIe nopThl. [Ipumep - 11K, no3BanuBaromumiics B
ceTeBoe 001aKo.

KoakcunajbHbli KadeJIb — COEIMHEHNE YCTPOMCTB C MOMOLIBIO KOAKCUATIBHOTO
kabens. Micnonb3yercs Uit COeIMHEHUS MEX Ty KaOeIbHBIM MOJIEMOM U OOJIAKOM.

Cepuiinblii DCE u cepuiinbiii DTE - coenuHenns dyepes mocienoBaTeIbHbIe
mopThl 1Jisi cBszedl MHTepHeT. JIyisi HACTpOWKM TaKMX COEAMHEHWN HEOOXOIUMO
YCTAaHOBUTH CHHXpoHM3anuio Ha ctopoHe DCE-ycrpoiictBa. Cropony DCE moxHO
ONPENICNIUTh 110 MAJICHBKOW UKOHKE "4acoB" pPsiloM C MOPTOM.

B nporpamme Bo3MOkHO (pr3nueckoe nIpeacTaBieHne 000py10BaHMsI B BUJIE €T0
¢usnueckorr koHpurypauuu (puc. 4). dns 3Toro HeoOXOIMMO JBaXKIbl IIECIKHYTh
MBIIIBIO TI0 YCTPONCTBY U NiepeiTr Ha BKIanky “Physical”.
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Pucynok 4 — ®uznueckas konpurypanus 11K

Ha Bkmaake “Config” MOXHO H3MEHATh KOH(MUTYPALHIO MPOTrPAMMHOTO
obecnieueHus ycrpoicTra (puc. 5):
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Algorithm Settings Display Name IWEb
SERVICES
HTTP ~ Gateway/DNS
pHCP ¢ DHCP
TFTP
v + Static
SYSLOG Gateway |192.168.19.33
AARA
DNS Server [192.168.19.36
NTE
EMAIL — Gateway/DNS IPvE
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INTERFACE .
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Pucynok 5 — Konguryparnus [10 Web-cepsepa

Ha Bxnaake “Desktop” mokHo 3aiiT Ha pabo4uii cTo ycrpoiicTsa (puc. 6):
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Pucynox 6 — Pa6ouwnii cton [1K

Bo Bkinaake “CLI” MOXHO OTKPBITh KOMaHIHYIO CTPOKY YCTpOKCTBa (pHC. 7):
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Physical I Config  CLI |

105 Command Line Interface

5LINEPROTO-5-TUPDOWN: Line protocol on Interface FastEthernet0/1.2, changed state
to up

SLINEFPROTO-5-TUPDOWN: Line protocol on Interface FastEthernet0/1.101, changed sta
te to up

SLINEFROTO-5-TUPDOWN: Line protocol on Interface FastEthernet0/1.102, changed sta
te to up

SLINEFROTO-5-TUPDOWN: Line protocol on Interface FastEthernet0/1.103, changed sta
te to up

$LINEFROTO-5-TUPDOWN: Line protocol on Interface FastEthernet0/1.104, changed sta
te to up

$LINEFROTO-5-TUPDOWN: Line protocol on Interface FastEthernet0/1.105, changed sta
te to up

$LINEFROTO-5-TUPDOWN: Line protocol on Interface FastEthernet0/1.10&, changed sta
te to up
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Pucynok 7 — KomanaHasi cTpoka MapiipyTuzaropa

2 3AJJAHUE U CTPYKTYPA KYPCOBOM PABOTHI

[enpto KypcoBOoM paboOThI SABIAETCS MPUOOPETEHUE HABBIKOB MO 0a30BOMY

KOH(QUTYPUPOBAHUIO KOMITBIOTEPHOM CETH, YTO BKJIIOYAET B CEOs:

HACTPONKY KOMMYTaTOpPOB U MapuIpyTU3aTOPOB;

JEKOMIIO3HIIMIO CETH Ha HECKOJIBKO TOJICETEM;

CTaTUYECKYIO ¥ TMHAMUYECKYIO MapIIpyTH3aLHIO;

¢bunpTpanuio Tpapuka 1o JUCTaM J0CTYIIA.

CTpYKTYpHBIMH 3JIEMEHTAMHU KYpPCOBOW palOTHI SBISIOTCS: TUTYJIbHBIA JIUCT,

3aJJaHHE, OTVIABJICHUE, BBEJICHUE, OCHOBHAS YaCTh, 3aKJIFOUEHUE, CIIUCOK JINTEPATYPHI,
MIPUJIOKEHUS.

Tumynonwiti 1ucm KypcoBOi pabOThI TOJKEH COEPKaTh CIASAYIOIINE CBEACHMUS:
M0JIHO€ HAUMEHOBaHHE y4eOHOT0 3aBEICHUS, OT/ICIICHUE;

Ha3BaHHE TEMBbI KYpCOBOI paboThI;

Ha3BaHME BUJIA TIOKYMEHTAa,

ceegenuss o0 wucnonautene (OUO cryneHta, HOMEp TIpYIIbI, MOMANKCH)
U cBejieHus o0 mpenoaaBatene (pykopoaurene) (PO, noanucs);
HAaMMEHOBAHHME MECTA U T'0Jl BBHIIIOJIHEHHUS.

B 3a0anuu yka3piBaror:

TEMY KypCOBOI'O MPOEKTA;

MepevyeHb OCHOBHBIX BOIIPOCOB, MOJIEKAIIUX U3YUYEHHUIO U Pa3pabOTKe;

CPOK CJlaydl KypCOBOI'O MTPOEKTA.

Oznasnenue NOMKHO COAEPKATh IEPEUEHb CTPYKTYPHBIX IIEMEHTOB KYPCOBOIO

IIPOCKTA € YKa3aHUCM HOMCPOB CTPAHUIl, C KOTOPBIX HAYMHACTCA UX MCCTOITIOJIOKCHUC
B TCKCTC, B TOM 4YHCJIC:

BBEJICHHUC,



- IJaBbl, maparpadbl, MyHKTHI,
- 3aKJIIOYCHUE;

- CIHUCOK JINTEPATYypPHI;

- 0030p IUTEpaTYpHI;

- TPUIIOKEHHUS.

TekcT ggedenus NOMAKEH KPaTKO paCKpbIBaTh aKTyaJIbHOCTh U 3HAYEHUE TEMBI.

OcHosHasa uacms NOJDKHA COlepkKarb 0030p JUTEparypbl MO H3y4aeMOMY
BOMPOCY, pa3BEPHYTHIE OTBEThl Ha IMOCTABJICHHBIE BOIPOCHI, MOAPOOHOE pelIeHHE
MIPEIIOKEHHBIX 3a/1a4, & TAK)KE JOIOTHUTEIIbHBIE CBEACHUS.

B saxnrouenuu nomxHbl OBITH NPUBEACHBI BBIBOJABI O MOJOXKHUTEIBHBIX HU
OTpHIaTEIbHBIX MOMEHTAX, KOTOPbIE ObLIN MOIMEUEHbI TPU U3yUYEHUH MTOCTABIEHHOTO
BOIPOCA, O CUJIbHBIX U CJIa0BIX CTOPOHAX PACCMATPUBAEMBIX METOJIOB PEIICHHUS 3a/1ay.

Cnucok nuTeparypsl JODKEH coaepkarh Oubinorpaduyeckuil mepedyeHb
UCTOYHUKOB (Bkirouass W VHTepHEeT-pecypchl), uHoOpManus U3  KOTOPBIX
MCII0JIb30BAJIACh MPU BBINIOJIHEHUN KypPCOBOW PabOTHI.

B cinyyae HeoOXoAMMOCTH B KypCOBYHO pabOTy JOMyCKaeTcs BKIIIOUATh
npuitokeHus. [IpuiokeHust TOIDKHBI COEPKaTh JOTMOJIHUTEIbHYI0 WH(OPMAIUIO TIO
M3y4aeMoi MpeaMETHON 001acTH, HE BOLIEIIYIO B OCHOBHYIO YaCTh.

Heo0x0auMo BBITOTHUTE MPOSKTHPOBAHUE M HACTPONKY KOMIIBIOTEPHOM CETH,
MIPEACTABICHHON Ha PUCYHKE 8.
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Pucynox 8 — O6mias cxema cetu



VcxonmHble MaHHBIE IS MPOCKTUPOBAHMS BBIOUPAIOTCS CTYACHTOM W3 TPU-
BEJICHHBIX HWKE JaHHBIX (Tabj.l1.) caMOCTOATENBHO ¢ y4eToM cBoero mmudpa (rmo-
PSIKOBOTO HOMEpa B BEIOMOCTH). MUHHMMAJIbHOE KOJMYECTBO TOIKIFOYAEMBIX

MapHIpyTHU3aTOPOB — TPH.

Tabnuna 1 — BapuanTsl 3ananus

kaxaou VLAN

Ne BapuanTa 112]|3[4]|5 1010 |12 |13 |14 15|16
KoaunuecTrBO

noacereii (VLAN) 86876 7/6 |7 167|919
MuHuMaJbHOe

koiaunuecteo IIKB (3|4 |4 (4|4 4 | 4|14 |5 41|44

Hauanvnwiii IP adpec u macka ons npoexmupyemoii cemu no 8apuaHmam.

1. 192.168.20.0 255.255.255.0
Xoct(min): 192.168.20.1
Xoct(max): 192.168.20.254

2. 192.168.21.0 255.255.255.0
Xoct(min): 192.168.21.1
Xoct(max):192.168.21.254

3. 192.168.22.0 255.255.255.0
Xoct(min): 192.168.22.1
Xocr(max):192.168.22.254

4. 192.168.23.0 255.255.255.0
Xoct(min): 192.168.23.1
Xocr(max):192.168.23.254

5. 192.168.24.0 255.255.255.0
Xoct(min): 192.168.24.1
Xoct(max):192.168.24.254

6. 192.168.25.0 255.255.255.0
Xoct(min): 192.168.25.1
Xocr(max):192.168.25.254

7. 192.168.26.0 255.255.255.0
Xoct(min): 192.168.26.1
Xocr(max):192.168.26.254

8. 192.168.27 .0 255.255.255.0
Xoct(min): 192.168.2 7.1
Xoct(max):192.168.27.254

9. 192.168.28.0 255.255.255.0
Xoct(min): 192.168.28.1
Xoct(max):192.168.28.254

10. 192.168.29.0 255.255.255.0
Xoct(min): 192.168.29.1
Xoct(max):192.168.29.254

11. 192.168.30.0 255.255.255.0
Xoct(min): 192.168.30.1
Xoct(max):192.168.30.254

12.192.168.31.0 255.255.255.0

10



Xocr(min): 192.168.31.1
Xoct(max):192.168.31.254
13. 192.168.32.0 255.255.255.0

Xoct(min): 192.168.32.1
Xoct(max):192.168.32.254

14.192.168.33.0 255.255.255.0

Xoct(min): 192.168.33.1
Xoct(max):192.168.33.254
15. 192.168.34.0 255.255.255.0

Xoct(min): 192.168.34.1
Xoct(max):192.168.34.254

16. 192.168.35.0 255.255.255.0

Xoct(min): 192.168.35.1
Xoct(max):192.168.35.254

[Ipu BbIMOTHEHUU KypcOBOM pabOThl PEKOMEHJIYEeTCsl COONIONIAaTh CIEIYIONIYIO
MOCJEI0BAaTENbHOCTD:
1. [ToAroTOBUTH CTPYKTYPHYIO CXeMy CeTH U 3aaaTh IP-aapeca:
- JaTh Ha3BaHUS BCEM YCTPOIICTBAM CETH;
- cocrtaButh Tabauiy VLAN;
- cocrtaBuTh |IP maH, BeIICIMB IUana3oH aapecoB s Kaxaoro u3 VLAN;
- COCTaBHUTbH TAOJUILy MOJKIIOUYEHUS 000PY/I0BAHHUS 110 TIOPTaM.
Ipumeuanue. Cepsepnyto pepmy MOHCHO NOOKIIOUUMb K TH0O0U TOKATbHOU cemu KaK
omoenvHyo VLAN.
2. Hactpouts VLAN, access u trunk moprsr.
- 71ath Ha3BaHus BceM VLAN;
- HACTPOMTH BCE aCCESS-TIOPTHI U 33]1aTh UM UMSI;
- HACTPOWTH BCe trunk MOPTHI U 3a]1aTh UM UMSI.
3. Hactpouts mapmpyrusanuio mexay VLAN B Kak10# JIOKaJIEHON CETH.
4. HacTpouTh OPT MOAKIIIOUEHUS K TTPOBANIEDY.
5. Hactpouts (mpomucarb) CTaTUYECKYIO MapIIPYTHU3AIUI0 MEXKIY XOCTaMH,
PAaCIOJIOKEHHBIMU B Pa3HbIX CETAX (BCE XOCTHI IOJKHBI OBITh JOCTYITHBI).
6. Hactpouts cepsepa: WEB, DHCP.

3 IPUMEP BBIITIOJIHEHUSA KYPCOBOM PABOTHI
Hcxonnbie nannbie BapuaHT 0:
- Komnuectso VLAN: 6;
-  Munnmansaoe xonnuectso [1K B kaxxmoit VLAN: 3;
-  MuHNMaIbHOE KOJUYECTBO MApIIPYTU3ATOPOB: 6.
Hauaneusiii IP agpec u Macka 1Jist IpOEKTUPYEMOM CETH:
192.168.19.0 255.255.255.0
Xoct(min): 192.168.19.0
Xoct(max): 192.168.19.255
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3.1 IToaroroBka CTpyKTYPHO# cXeMblI ceTH U 3aanue |P-aapecos
3.1.1 Pa3zpaboTKa CTPYKTYPHOMH cXeMBbI C€TH

JI1si BBITIOJIHEHMSI KYpCOBOM pabOThl MEPBBIM JI€JIOM HEOOXOIUMO CO3/1aTh
KOMITBIOTEPHYIO ceTh B Moneiu Cisco Packet Tracer. PekomeHayercs npeaBapuTeIbHO
00CyIUTh JeTaIM 33JIaHUs U TIOCTPOUTH TEOPETUUECKYIO CXEMY, a HE Cpa3y NMPUCTYNaTh
K MPAKTHKE.

CornacHo 001Iel cxeme CeTH, MPEICTaBICHHONW Ha PUCYHKE 8, HE0OXOAMMO
CO371aTh TPH JIOKAJIbHBIE CETH, OJIKJIIOUEHHBIE K OJTHOMY M TOMY K€ MpOBailepy.

JlokanbHas ceTb (LAN) — 3T0 KOMIIBIOTEPHAS CETh, TO3BOJIAIONIAsA HECKOJIBKHM
KOMITbIOTEpPAM MOJKIItoYaThesi K MHTEpHETY 4epe3 equHyr TOUKy OocTyma. Takoit
TOYKOW JOCTyna B HallleM cliydae OydyT BbICTyHarh Mapiipytuzaropbl. [lanee,
COTJIACHO 3aJIlaHuI0, HeoOxoauMo cosnathk mecth noxaceret (VLAN), B kaxmon u3
KOTOPBIX OyyT HaxoAuThCcst MUHUMYM TiecTh [1K. J{11s1 yno6cTBa moMecTuM B Kaxayro
JIOKAJIBHYIO ceTh onuHakoBoe konmuecTBO 11K, To ectp nBeHanuars mryk. [lomumo
ATOTO, K OJTHOM U3 JIOKAJILHBIX CETel Oy/IeT MOAKIIOUYeHa cepBepHast (hepma, CoCToAIIAs
u3 Tpex cepepon: Web-cepsepa, DHCP-cepsepa u FTP-cepBepa.

[Monxmrouenue 1K u cepBepoB k MapuipyTuzaropam OyIeT peaan30BaHO Yepe3
KOMMYyTaTophl. Eme oquH koMMmyTaTop OyAeT SIBISITHCS CUMYJSTOPOM TpOBanepa.
KommyTaTopbl, TOAKIIOYEHHBICE K KOMITBIOTEpAM W/ CepBepaM, SBISIOTCS
ycTpoiictBamu joctyma Access switches (ASW), Tak kak K HHM TOJIKIIOYCHBI
KOHEYHBIE MOJIb30BaTe/id. TakuM 00pa3oM, MOYYUM CTPYKTYPHYIO CXeMY CeTH (puc.

9).

(=

lan
( Cepeepa
\_, -

MapwpyTizatop

MNpoeaiigep

MapwpyTuzatop MapuwpyTuzatop

Pucynoxk 9 — CtpykTypHasi cxema MpoeKTUPYEMOM CETH
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3.1.2 Co3nanue TeopeTudeckoii cxembl ceteif ypoBusi L-1, L-2, L-3
Ha cxeme L1 (puc. 10) uzo6pakeHsl puznueckre yCTpOUCTBa CETH C HOMEpaMH
noptoB. [lonkmouenne ycrpoiicts mo VLAN nokazano Ha cxeme L2 (puc. 11), a Ha
pucynke 12 — cxema B3auMOJCHCTBUS yCTPOICTB CETH HA TPETHEM YPOBHE.

S —

//x—t?ﬁ fa0/1.12 fa0/2a o, R r———— ‘/ﬂ
Knacrep MK
C dsw I j asw I )
%ELJ "’“‘“7) - fa0/24 L‘Qil_}\j_)
a

fa0/1

l MapwpyTtuzarop l

fa 0/0

fa 0/1

MNpoeaiigep

fa0/o

Mapwpytuzatop

fa 0/0

MapwpyTtusaTtop

i =

Pucynok 10 — Cxema ypoBHs cetu L-1

2,3 2,101-106

O —
Server asw |_5W

. 106 101 .
105 asw 102
103
104
2, 3, 101-106 @
l MapwpyTtuzatop I @ @

Otgen 4

Mpoeaiigep

MapwpyTtuzatop

2, 101-106 MapuwpyTtuzatop
2, 101-106
106 101 .
105 asw 102 106 101 )
104 103 105 asw 102
= T
] e =
o) (7] <
G

Pucynok 11 — Cxema ypoBHs cetu L-2
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OtAen 1 Otgen 2
192.168.19.40 192.168.19.48
Otpen 3
Cepeepa 152.168.19.56
152.168.15.32

HKommyTatope - LAN1
192.168.19.8

Otgen 4
192.168.19.64

Otpené Otaens
152.168.19.80
MapuwpyTnzatopel 192.168.19.72
152.168.15.0

KuMMyTa'rupbl LAN3 HnMMy‘ra'rnphl LAN2

192 168.19.24 152 168.19.16
Otgen1 o . Orgenl
TASN
Otpen 6 192.168.19.136 . 1?3 10,128 192.168.19.88
192.168.19.176
O'rgen O'rﬂgn 3 O'rﬁen 2

Orpen 5 Otgen 4 O'r,qe.n 3 OTp,en 2 Orgens
192 168.19.112 192 168.19.104 152 168.19.96

192 168.15.144 152.168.19.120

192.168.19.168 4 192.168.15.164, 152 168.19.152

Pucynoxk 12 — Cxema ypoBHs cetu L-3

3.1.3 PazpaboTka nmjiaHa nmoJaKJ04YeHust 000py10BaHUs

Tenepp MOXHO NpPUCTYNaThb HEMOCPEICTBEHHO K IPAaKTUKE M CO3JIaHUIO
KOMITbIOTEPHOM CETH.

1. HeoOxonumMo co3aath Ha pabodeM mpoctpaHcTBe nmporpammbl Cisco Packet
Tracer Bce ycTpoiCTBa, KOJTMYECTBO U PACTIOIOKEHUE KOTOPBIX YK€ OTOBOPEHO BBIIIIE.

2. Bce mapmpyTtuzatopsl OyayT mozenu 2811, kommyTaropsl — ocTymna (asw) u
KOMMYTAaTOp-CUMYJISITOp — IpoBaiaepa — wmoaenu 2950-24, a  koMmyTaTop
pacnpoctpanenus (dsw) — momenu 2950-24T, Tak kak 3Ta MOJEIb UMEET J[Ba MOPTA
GigabitEthernet.

3. HeoOxommmo path Ha3BaHUA BceM ycTpoucTBaM cetr. [l ymoOcTBa
MPENCTaBUM, YTO Kaxias JIOKaJdbHAs CETh MPUHAJICKUT KAaKOMY-HUOYIb odwucy,
PACIOJIOKEHHOMY HEJAJIeKO OT OJHOW W3 CTaHIMK MeTpomnojuTeHa ropoma CaHKT-
[TerepOypra, u Ha30BEM JIOKAJTbHBIE CETH COOTBETCTBYIONIEC ITHUM CTaHIUSIM. [IycTh
nepBasi JIOKaJlbHas CeThb HaXxoguTcs B oduce Hemaineko or Merpo «lIpocrekr
[Ipocsemienus», Bropas — okoiio «IIrnoHepckoit» u TpeThs — 0kosio «KOMEHJaHTCKOTO
[Ipocnekra». HazoBeM KOMMYTaTOphl U MapUIPyTH3aTOPhl B JIOKAJIbHBIX CETIX
COOTBETCTBYIONIE. J[JI1 3TOr0 3aX0AUM B PEKMM KOMAaHIHOW CTPOKH YCTpOMCTBA U
BBOJIMM:

Router>enable
Router#config
Router(config) #hostname prosv-gwl

B nazBanuu Mapmipytuzatopa “‘gw’’ o3Havaet ‘gateway”, win “nuiro3”.
Ha3BaHWs KOHEYHBIX YCTPOHWCTB MOXKHO MEHSTH Ha BKJIaake “Config”, B mone “Display
name”. MMeHa cepBepOB MEHSEM COIVIACHO HX MpenHazHadyeHuto (puc. 13).
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4. Kaxnapiii opuc nmeer otaensl. [lycts onna nmoacets VLAN otHOcuTCS K
omHOMY oTneny. CoracHO 3a/IaHHI0 KypCcOBOHM paboThl, HEOOXOAMMO CO3/1aTh IIECTh
VLAN u, COOTBETCTBEHHO, IIECTh OTACJIOB B KaK710M oduce. [lycTs 3TUMH OTACTIaAMU
oyayt: Jupektopa u mx 3amecturenu (Directors), [ITO (PTO), ®50 (FEO),
byxranrepus (Accounting), Oxpana (Security) u Ipyrue [Tonb3oBarenu (Other). laem
Ha3BaHus BceM [IK B cooTBeTCTBHM ¢ OTAENOM, K KOTOPOMY OHU NpPHUHAJJICKAT U
NEPEXOIUM K COSTMHEHUIO y3JI0B CETH B €UHYIO TOTIOJIOTHIO.

5. llomkiroyeHue KOHEYHBIX YCTPOWCTB K KOMMYTAaropaMm, a TaKxke
KOMMYTaTOPOB K MapIIpyTHU3aTOpaM OCYIIECTBIAETCS 3a CYET MEIHBIX Kadeleh C
OOBIYHBIM O0XKMMOM, MTOJKIFOUYEHHBIX K MMOPTaM YCTPOUCTB M COCTUHSIOMMX UX. J1Jis
COCIMHEHMS JIByX KOMMYTaTOpOB TpeOyeTcs MeTHBIM Kabelab C KpOCCOBEPHBIM
o0xumMoM. Tabmuiia MOAKITFOYEHUS TI0 TIOPTaM MpECTaBIeHa Ha pucyHke 13.

KA ycTpoHCTES Mma nopTa NogKNHYEHHOE YCTPORCTED
Provider fa 0,1 prosv-gwl
fad/ 2 pioner-gwl
fal/3 komend-gwl
prosv-gwl fal/ 0 Provider
fal/1 prosv-dswil
pioner-gwl fal,/0 Provider
fal/1 pioner-aswil
komend-gwl fal,/0 Provider
fal/1 komend-aswl
prosw-dswl fal,/ 24 prosw-guwl
gigl/1 prosw-aswil
gigl/2 prosv-asw?2
prosv-asw fal,/1 FTP
fal,/ 2 DHCF
fal/3 Web
fal/ 24 prosv-dswl
fal/4 DHCPF CHECK
prosv-aswil fad/1..2 Directorl/2
fal/3.4 FEOL/2
fal/5..6 PTOL/2
fad/7..8 Accountingl/2
fad/2..10 Securityl/2
fal/f11..12 Otherl/2
fal/ 24 prosv-dswl
pioner-aswl fad/ 1.2 Director3/f4
fal/3.4 FEO3/4
fal/5..6 PTO3,/4
fal/7..8 MAccounting3,/4
fal,/9..10 Security3 4
fal/11..12 Other3/4
fal/24 pioner-gwl
komend-aswl fal/l1..2 Directors/6
fal/3..4 FEOS/5
fal/5..6 PTOS/6
fal/7. .8 Accounting5/6
fal,/9..10 Securitys/6
falf11..12 Others/6
fal/ 24 komend-gwl

Pucynok 13 — TaGnuia nokIroueHus o mopTam

[Monyuusmascs B nmporpamme CISCO Packet Tracer cxema ceTu mpeacTaBieHa
Ha pucyHke 14.
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Pucynok 14 — Cxema kommbioTepHO# cetr B mporpamme Cisco Packet Tracer.

3.1.4. CocraBiaenue |P-niiana

Kaxxnomy ycTpoiicTBY B ceTu HeoOXonumo 3aiaTh |P-agpec u Macky moJiceTy.
IP-agpec — 3T0 yHUKaNbHBIN CETEBOM aJIpec y3Jia B KOMITBIOTEPHON CETH, MOCTPOECHHOMN
no npotokoiy |P. Macka nojcetu — 310 OuToBasi Macka, Onpeeisionas, Kakas 4acThb
IP-angpeca y31a cet OTHOCHTCS K a/Ipecy CETH, a Kakas - K aJpecy camoro y3jia B CETH.
Taxske Macka onpeensieT pa3Mep MoACeTH, B KOTOPYIO BXOJIUT auara3ol |P-aapecos.

UtoOnl momyunTh agpec cetu, 3Has |P-ampec m MacKy mojceTH, HeOOXOaruMO
MIPUMEHUTH K HUM OMEPALUIO MOPA3PSIHON KOHBIOHKIMY (Jioruueckoe N).

Hactpoiika IP-agpecoB nns [IK u cepBepoB mNpou3BOAUTCS Ha BKJIAJKE
“Desktop”, B mento “IP Configuration” (puc. 15).
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 Directorl =]
Physical | Config  Desktop | Software{ServicesI

IP Configuration

" DHCP

¥ Static

IP Address |192.158.19.42

Subnet Mask |255.255.255.248

Default Gateway |192.168.19.41

DNS Server I

Pucynok 15 — Hactpoiika IP-agpeca, macku noacetu u nuito3a ais [IK

Cocrasiisiem |P-minan, no xoropomy HaszHauuM |P-anpeca kaxnomy y3iy cern.
[Inan BkIIO4YaeT B ceOsi HA3BaHUE YCTPOMCTBA, €ro ajJpec, HOMEp IMOJCETH U ILII03
nojceru. Paccuntars HOMepa MOACETEN MOXKHO BPYYHYIO, & MOXKHO ¢ moMouibto |P-
KJIBbKYyJATOpa. MOXHO HMCIIONB30BaTh KaJIbKYJIATOP, pa3MElleHHbIM Ha VHTepHer-
pecypce http://ip-calculator.ru/.

[MonyunBmuiics |IP-mman npencrasien Ha pucynke 16, rome 192.168.19.0/24 —
azpec MpoeKkTupyemoit cetu (Bapuanr 0).
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192.168.19.2 prosv-gwl 192.168.19.1  192.168.19.0
192.168.19.3 pioner-gwl

192.168.19.4 komend-gwl

192.168.19.10 prosv-dswl 192.168.19.9 192.168.19.8
192.168.19.11 prosv-aswl

192.168.19.12 prosv-aswa

192.168.19.18

pioner-aswl

192.168.19.17

192.168.19.16

192.168.19.26

komend-aswl

192.168.19.25

192.168.19.24

192.168.15.34
192.168.19.35
192.168.19.36

FTP server
DHCP server
Web server

192.168.19.33

192.168.19.32

192.168.19.42/43
192.168.19.50/51
192.168.19.58/59
192.168.19.66/67
192.168.19.74/75
192.168.19.82/83

MNPOCBELLEHIKMA

Directorl/2
PTO1/2
FEO1/2
Accl/2
Secl/2
Othl/2

192.168.19.41
192.168.19.49
192.168.19.57
192.168.19.65
192.168.19.73
192.168.13.81

192.168.19.40
192.168.19.48
192.168.19.56
192.168.19.64
192.168.19.72
192.168.19.80

192.168.19.90/91
192.168.19.98/99
192.168.19.106/107
192.168.19.114/115
192.168.19.122/123
192.168.19.130/131

MAOHEPCKAH

DIr3/f4

PTO3/4
FEO3/4
Acc3fa
Sec3/f4
0Oth3/f4

192.168.19.89
192.168.19.97
192.168.19.105
192.168.19.113
192.168.19.121
192.168.19.129

192.168.19.88
192.168.19.96
192.165.19.104
192.168.19.112
192.168.19.120
192,168.19.128

]

HOMEHOAHTCKIA

192.168.19.137/138
192.168.19.146/147
192.168.19.154/155
192.168.19.162/163
192.168.19.170/171
192.168.19.178/179

Dirs/6

PTOS/6
FEO5/6
Acc5/6
Secs/6
0Oths/6

192.168.19.137
192.168.19.145
192.168.19.153
192.168.19.161
192.168.19.169
192.168.19.177

192.168.19.136
192.168.19.144
192.168.19.152
192.168.19.160
192,168.19.168
192,168.19.176

Pucynok 16 — IP-rian npoexktupyemoii cetu

Teneps MoxxHO TIepeiiTH k co3nanuro 1 HacTpoiike VLAN access u trunk-nopros

IIPOEKTUPYEMOMU CETH.

3.2 Hacrpoiika VLAN, access- i trunk-nmoproB npoeKkTupyemMoii ceTu

VLAN (Virtual Local Area Network) — rpynma ycTpoiCTB, HMEIOIMIHX
BO3MOKHOCTh B3aMMOJICHCTBOBATh MEXAy CO00il HampsMyr Ha KaHaJbHOM ypOBHE,
XOTSl (PU3WYECKH TP STOM OHH MOTYT OBITh TOJKIIOYCHBI K Pa3HBIM CETEBBIM
koMmyTaropam. Y Hao00poT, ycTpoiicTBa, Haxoasmmecs B pa3Hbix VLAN, HeBUIUMBI
IpYyr IJid JApyra Ha KaHaJIbHOM YpPOBHE, NIa)K€ €CJIM OHU TMOJKIIIOUEHbl K OIHOMY
KOMMYTaTOpy, U CBSI3b MEXAY 3TUMHU YCTPOUCTBAMU BO3MOXHA TOJIBKO HA CETEBOM U
0osee BbICOKMX ypoBHAX. B coBpemenHbix ceTssx VLAN — miaBHBIA MEXaHU3M IS
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CO3/MaHMS JIOTUYECKOM apXUTEKTyphl CETH, HE 3aBHCSIIed OT e€ (u3nIeckon
TOMOJIOTUH.

Kak mnpaBuno, ogHoMy VLAN COOTBETCTBYET OJiHAa MOJCETh. Y CTPOMCTBA,
Haxojsumecs B pa3Hbix VLAN, OyayT HaXoauThes B pa3HbIX nojceTsx. Ho B To ke
Bpemsi VLAN He npuBsizaH K MECTOIOJIOKECHHUIO YCTPOWCTB U MO3TOMY YCTPOMCTBA,
HAXO/ISALIMECS HAa PACCTOSIHUU APYT OT Apyra, Bce paBHO MOTYT ObITh B 0iHOM VLAN
HE3aBUCHMO OT MECTOIOJI0KEHUS.

Kaxnapii VLAN — 3T0 OTIenbHBIN MIMPOKOBEMIATENbHBIN JoMeH. Hanpumep,
KOMMYTaTOp — 3TO YCTPOMCTBO 2 ypoBHs Mojenu OSI. Bece mopTel Ha KOMMYTaTOpeE €
auib ogHUM VLAN HaxomsTcs B OAHOM IIMPOKOBeIIaTeIbHOM goMeHe. Co3naHue
nonoJHUTENbHBIX VLAN Ha KoMMyTaTope O3Ha4aeT pa30MeHHe KOMMYTaTtopa Ha
HECKOJIBKO IIIMPOKOBEMIATENbHBIX TOMEHOB. Ecnu oquH u ToT k¢ VLAN HacTpoeH Ha
Pa3HBIX KOMMYTAaTOpaXx, TO MOPTHI Pa3HbIX KOMMYTAaTOPOB OyayT 00pa30BhIBATh OJUH
IIMPOKOBEIIATENbHbIA JTOMeH. KomMMyTaTOp 3HAaeT, 4YTO KOMIBIOTEP, KOTOPBII
NOJKJIIOYEH K OINPEACTIEHHOMY IOpPTY, HAXOAUTCA B cooTBeTCTBYHOlIeM VLAN.
Tpaduk, npuxonsmuii Ha mopt ompeacnéHHoro VLAN, HuYeM OCOOCHHBIM HE
oTinuaercs ot Tpaduka apyroro VLAN. JIpyrumu ciioBaMu, HUKaKoW WH(popMarmu
0 MpUHAIC)KHOCTH Tpaduka onpenenéHHomy VLAN B HEM HeT.

Opnako, eciu depe3 mopTt npoxoAuT Tpaduk pasHbix VLAN, kommyTtarop
JOJDKEH WX pa3nuyarh. [ atoro kaxaplii kaap (frame) tpaduka M0KEH OBITh
nomeueH 0coosiM 00pazoM. [TomeTka nomxHa roBopuTh 0 ToM, kakomy VLAN tpaduk
npuHaIekKuT. VLAN MOryT OBITh HACTPOCHBI HA KOMMYTATOPaXxX, MapIIpyTH3aTOPaXx,
JOPYTUX CETEBBIX YCTPOMCTBAX U HA XOCTAX.

B Cisco ucnonb3yercs ciieayrorias TS PMHUHOJIOTHS TOPTOB:

— Access port — mopr, npunamiexammii omHomy VLAN u nepenaromuit
HererupoBaHHbId Tpaduk. Ilo cmenmdukamuu Cisco, access MOPT MOXKET
MIPUHAJIEKATh TOJbKO OJAHOMY VLAN, 0O yMOJNMaHHIO 3TO TEPBBIN
(mererupoBannbiii) VLAN. Jlro0o# kaap, KOTOPBIM MPOXOJUT YEpe3 access
IIOPT, IOMEYAETCS HOMEPOM, NpHUHaAIe)KAKUM 3ToMy VLAN.

— Trunk port — mopr, mepenaronvii TETHPOBAHHBIM TpapUK OJHOTO HIIU
Heckobkux VLAN. DToT mopt, HAo0OpOT, HE HM3MEHSET Ter, a JIWIIb
MPOITYCKAET KaJIpbl C TEraMH, KOTOPBIE pa3pelIeHbl HA ’TOM MOPTY

— TlopTel, B KOTOpBIE MOAKIIOYEHBI KOHEUHBIE YCTPOMCTBA, CJIEAYET HACTPOUTH
KakK aCCesS-TopThI, a OCTaIbHbIC — Kak trunk.

[Tycts VLAN nox Homepom 2 6yner VLAN’ oM ympaBieHus1, B KOTOPBIM OyayT
BXOJIUTHh MapiipytuzaTopbl U kKommyTtaTopbl. VLAN 3 oTBezgem mmoja cepBEepHYIO
depmy. Illectm otmenam oducoB orBenem VLAN’s co 101 nHomepa mo 106
cootrBeTcTBeHHO. Homepa ¢ 4 mo 100 octaBuM Kak pe3epB. B cBs3u ¢ 3TUM, JONOJIHUM
HaIly TaOJIUIly TOAKIIOYeHUsT 000opyaoBaHus 1o noptam Homepamu VLAN u tunamu
mopToB — access wiu trunk (puc. 17).
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Mma ycrpolicTea KMma nopta NogknioyeHHoE yoTpodcTBo Mode  VLAN
Provider fa 0/1 prosv-gwl Trunk 2
fal/2 pioner-gwl Trunk 2
fal/3 kamend-gwl Trunk 2
prosv-gwl fal/o Provider Trunk 2
fal/l prosv-dswl Trunk 2
picner-gwl fal/0 Provider Trunk 2
fal/l pioner-aswl Trunk 2
komend-gwl fal/0 Provider Trunk 2
fal/l komend-aswl Trunk 2
prosyv-dswl fal/24 prosv-gwl Trunk 2
giglfl prosv-aswl Trunk 2
giglf2 prosv-asw2 Trunk 2
prosv-aswa fal/1 FTP Access 3
fal/2 DHCP Access 3
fal/3 Web Arcess 3
fal/24 prosv-dswl Trunk 2
fal/4 DHCP CHECK Access 3
prosv-aswl fal/1..2 Directorl/2 Acress 101
fal/3. 4 FEOQ1/2 Arcess 102
fal/5..6 PTOL/2 Access 103
fal/7..8 Accountingl/2 Acress 104
fa0/9..10 Securityl/2 Access 105
fal/11..12 Otherl/2 Access 106
fal/24 prosv-dswl Trunk 2
pioner-aswl fal/1..2 Director3/4 Acress 101
fal/3.4 FEO3/4 Access 102
fal/5..6 PTO3/4 MArress 103
fal/7. 8 Accounting3/4 Arcess 104
fa0/9..10 Security3/4 Acress 105
falf11..12 Other3/4 Arcess 106
fal/24 pioner-gwl Trunk 2
komend-aswl fad/1..2 Directors/6 Access 101
fal/3. 4 FEQS/B Access 102
fal/5.6 PTOS/B Arcess 103
fal/7.8 Accountings/6 Access 104
fa0/9..10 Securitys/6 Access 105
fa0/11..12 Others/6 Access 106
fal/24 kamend-gwl Trunk 2

Pucynok 17 — Tabnuna nonkiroueHus mo nopram ¢ yuerom VLAN

Cozngare VLAN MoOxxHO B J1I0OOM poyTepe WM KOMMYTAarope B KOHCOJIHU, C
MTOMOILBIO KOMaH/
Prosv-aswl>enable
Prosv-aswl1#vlan database
Prosv-aswl(vlan)#vlan 2 name Management
Cosnannbie VLAN MoHO mpocMoTpeTh Ha Bkiajake “Config” B MeHto
“VLAN Database” (puc. 18).
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g

Physical  Config | CI_[l

GLOBAL 4| VLAN Configuration
Seffings VLAN Number

Algorithm Settings

SWITCH
VLAN Database | Add I | Remove |

INTERFACE
FastEthernetd/1

FastEthernetd/2
FastEthernet0/3 —
FastEthernet0/4

E— 102 PTO

FastEthernet0/5

— 103 FEQ
FastEthernet0/6 . b

ETEE— 104 Accounting

FastEthernetd/7

T 105 Securit
FastEthernetd/8 ¥

FastEthernetd/s 106 Other A

FastEthernet0/10 LI

VLAN Name

VLAN No | VLAN Name =
2 Management

3 Servers

101 Director

Equivalent 10S Commands
pioner-asw liconfigure terminal -
Enter configuration commands, one per line. End with CNTL/Z.

Pucynok 18 — ba3za nannsix VLAN B kommyTtaTope pioner-aswl

3.2.1 Co3nanue VLAN 1 HacTpoiika KaHAJ0B KOMMYTALUMH MEKIY X0CTAMH

Jliia ynopsaounBaHus Xxoa padboTsl pazoepém, 4To HEOOXOAMMO BBHITTOTHUTH IPU
HAaCTPOMKE KaHAJIOB KOMMYTALIAH:

1) Hactpouts hostname. DTo momoskeT B OyayIieM Ha peaibHOU CETH OBICTPO
COPUEHTHUPOBATHCS, TJI€ BBl HAXOUTECH:

Switch(config)#hostname HOSTNAME
2) Co3narb Bce VLAN u nath UM Ha3BaHUE:

Switch(config)#vlan VLAN-NUMBER
Switch(config-vlan)#name NAME-OF-VLAN

3) HactpouTts Bce aCCESS-MOPTHI U 33J]aTh UM UMSI:

Switch(config-if)#description DESCRIPTION-OF-INTERFACE
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan VLAN-NUMBER

VYno06Ho nHoTra OBIBACT HACTPAUBaTh UHTEPQEHCHI Cpa3y OJHON KOMAH/IOM:

msk-arbat-asw3(config)#interface range FastEthernet 0/6 — 10
msk-arbat-asw3(config-if-range)#description FEO
msk-arbat-asw3(config-if-range)#switchport mode access
msk-arbat-asw3(config-if-range)#switchport access vlan 102

4) HactpouTh Bce TpaHKOBBIE ITOPTHI U 337aTh UM UMSI:

Switch(config-if)#description DESCRIPTION-OF-INTERFACE
Switch(config-if)#switchport mode trunk
Switch(config-if)#switchport trunk allowed vlan VLAN-NUMBERS

B cootBeTcTBUM ¢ MpUHATON TMOCeA0BaTeNIbHOCTRIO co3nanuM Bce VLAN, B
COOTBETCTBHH ¢ KOMaHAaMH U Ta0iuiel Ha pucyHke 17. HeooxoauMo, 4ToObI KaXK IbIi
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MapuIpyTH3aToOp U KoMMyTaTop “3Han” coznanHble HaMmu VLAN, mostomy Takyro 6a3y
JTAHHBIX TPHUIETCS CO37aTh B KaXKIOM MaplipyTu3zatope u kKommytarope. Ilocie
co3/laHus 0a3 JaHHBIX HEOOXOUMO HACTPOUTH MapiipyTusaiuo Mexay VLAN.

3.2.2 Co3nanmne VLAN c momomuibo mporokosa VTP

Jlns ynpouieHuss U CcoKpaiieHus BpemeHu npu coszganun VLAN MoxHO
ucnoib30Barh mpotokod VTP. Iporokoa VTP (anra. VLAN Trunking Protocol) —
nponpueTapHbId PoToKoI Kommanuu CISCO, cirykarmui st oOMeHa nHpopMariieii o
VLAN-ax. s Hactpoiiku VLAN, 1pocTtatoyHo mnponucaTtb HMX Ha OJHOM
KOMMYTaTope, a Bce OCTajbHble OyAyT CHHXPOHU3UPOBAHbI C €ro 0a3oil.

IIpumep. PaccMOTpHUM cXeMy, IPEACTABIEHHYIO HAa pUCYHKE 19, cocTosAmyo 13
4 xoMMyTaTopoB (0AWH U3 HUX siBIsieTcs V TP-cepBepoM, a 3 ocTalbHBIX KIMEHTAMH).

Server

o

ff CenfrsWw ~

N
-~ I »
Client g’ Client | o, Client
b
2960-24TT 2960-24TT 2960-24TT
SW1 SW2 SW3

Pucynke 19 — HactpauBaemast konduryparus

VLAN, xotopple OyayT co3daHbl Ha  CepBepe, AaBTOMATHUYECKHU
CHHXPOHHU3UPYIOTCS Ha KiueHTax. VTP MoxeT co3naBarh, u3MeHATh 1 ynansatsh VLAN.
Kaxxnoe Takoe elicTBHE BIIEYET K TOMY, UTO YBEJIMYMBAETCI HOMEP PEBU3UU (KaXKI0€
JeicTBUe yBenuuuBaeT Homep Ha +1). KimeHtbl, monmyuyuBmive 310 OOBSBICHHE,
CPaBHMBAIOT CBOM HOMEP PEBU3MH C NpuieamuM. M ecnu npuiieammii HoMep BbILIE,
OHM CHUHXPOHU3HMPYIOT CBOIO 0a3y ¢ Heil. B mnpoTruBHOM ciydae OObsIBICHHE
UTHOPUPYETCH.

VTP MoxeT 3a1aBaTh CIEIYIONINE PEKUMBI paOOTHI;

— VTP Server. Moxer co3naBaTh, U3MeHATh U yaainsaTe VLAN. Eciu nonydaer
OOBSBICHUS, B KOTOPBIX pEBU3MS CTaplie €ro, TO CHUHXPOHU3UPYETCS.
[TocTosiHHO pacchlIaeT 0OBABICHUS U PETPAHCIUPYET OT COCEAEH.

— VTP Client. Co3naBatb, u3meHaTh 1 yaainsath VLAN Henw3s, Bcs nuHQopManus
MOJIy4aeTCcsl U CHUHXPOHU3UpPYETCs OT cepBepa. llepuoaudecku cooOIiaer
coceasiM o cBoeit 0asze VLAN.

— VTP Transparent — sta He3aBUCUMBIN pekUM. MOXKET co3/1aBaTh, U3MEHITh U
ynanatb VLAN ToibpKO B cBoei Oase.

[To ymonuaHuI0 Bce KOMMYTAaTOphI pabOTaIOT B pEKUME CepBepa.

[TocmenoBaTenbHOCTD AEUCTBUM:

1. TlpoBeputb, 4TO IIEHTPATBHBI KOMMYTATOP B PEKHUME HAXOIUTCS B PEKUME

Server. Brexem komany Show vtp status (puc. 20):
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CentrSWishow vtp status

VIP Version 2

Configuration Revision = (0

Maximum VLANs supported locally : 255

Number of existing VLANs : 5

VIP Cperating Mode : Server

VIP Domain Name =

VIP Pruning Mode : Disabled

VIP VZ Mode : Disabled

VIP Traps Generation : Disabled

MDS digest : 0x7D Ox5A OxA€é Ox0E Ox9A 0x72 OxAD Ox3A

Configuration last modified by 0.0.0.0 at 0-0-00 00:00:00
Local updater ID is 0.0.0.0 (no wvalid interface found)

Pucynok 20 — Beinmoaenne komauasl Show vip status

BunaumMm, uro VTP Operating Mode: Server, pepusus HyJieBasi.
2. Hactpoum xommyTtaropel SW1, SW2, SW3:

SW1(config)#vtp mode client
Setting device to VTP CLIENT mode

VYCTpoKCTBO MEepenuIo B KIMEHTCKUM pexxuM. OcTanbHbIe HACTPAUBAKOTCS TOYHO
Take. UToOBl yCcTpoiicTBa CMOIIIM OOMEHMBATHCS OOBABICHUSIMH, OHHU JIOJDKHBI
HAXOMUThCs B OofHOM JoMeHe. Eciu ycrpoiictBo (B pexume Server wiu Client) ue
COCTOMUT HU B OJJHOM JIOMEHE, TO IIPU IIEPBOM MOTyYEHHOM OOBSIBIICHUH, OHO MepeiieT
B 00BSBICHHBIN JOMEH. ECiu e KIIMEeHT COCTOUT B KAKOM-TO JIOMEHE, TO PUHUMATh
oOBsIBIEHUSI OT JIpyrux AoMeHoB He OynmeT. Otkpoem SWI1 u ybenumcsi, 4To OH HE
COCTOUT HH B OJTHOM JIoMeHe (puc. 21):

SWlgshow vtp sStatus

VIP Version 2

Configuration Bevision - 0

Maximm VLAWNs supported locally - 255

Number of existing VLANSs - 5

VIP COperating Mode : Client

ETE Domain Name : |

VIPF Pruning Mode : Digabled

VIE Vi Mode : Disabled

WIP Traps Generation : Disakled

MD5 digest : Ox7D OxbA OxhAc Ox0E OxSA Ox7Z OO0 Ox3A

Configuration last modified by 0.0.0.0 at 0-0-00 00:00:00
Pucynok 21 — BeinonHenne koMans! Status

3. IlepeBeneM HEHTpaIbHBIH KOMMYTATOp B JJOMEH cisadmin.ru:

CentrSW(config)#vtp domain cisadmin.ru
Changing VTP domain name from NULL to cisadmin.ru

Wms nomeHa uaMeHu1och (puc. 22).
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CentrSWEsh
CentrSWEshow vtp 3

VIE Version 2

Configuration BRevision - 0 'é---—

Maximm VLAMNs supported locally - 255

Number of existing VLAMS : 5

VIP Operating Mode : Server

EEE_Ecmain Hams : cisadmin.ru |

VIP Pruning Mode : Disabled

VIE V2 Mode : Disekbled

VIP Traps Generation : Disabled

MD5 digest : Oxdd OxF7 OxDE OxZ4 0x07 Ox3D 0xS1l OxD2

Configuration last modified by 0.0.0.0 at 0-0-00 00:00:00
Local updater ID iz 0.0.0.0 (no valid interface found)

Pucynok 22 — IlepeBoa LIeHTpaIbHOTO KOMMYyTaTOpa B JOMeH cisadmin.ru

OOpatuTe BHUMaHWE, YTO HOMEpP PEBU3UU MOKa 4TO HyneBod. OH M3MEHHTCH,
Kak Tosibko MbI co3manuM Ha HeM VLAN. Ho mepen coszmanuem Hajgo mepeBeCTH
CUMYJIATOD B pexkum Simulation, 4To0bI TOCMOTPETh, KaK OH CTEHEPUPYET OOBABICHHMS.
4. Cozpaaum 20-b1ii VLAN 1 yBeauunM HoMep peBu3uu (puc. 23)

Server

=]
‘I‘IZCE =1 ~

rd -~
-~ | e
Client g Client | e Client
2960-24TT 2960-24TT 2960-24TT
SW1 SW2 SW3

Pucynoxk 23 — I'enepanust 0ObABICHUIM

Kak tonbsko coznan VLAN 1 yBenum4uiicss HOMep peBU3HH, CEPBEP T€HEPUPYET
oObsiBneHUsl. Y Hero ux jaBa. CHayanma OTKpOEM TO, YTO HAXOIUTCS JieBee. ITO
oObsiBIICHHE Has3biBaeTCs «Summary Advertisement» wim Ha pPycCKOM «CBOIHOE
oObsiBneHue» (puc. 24). 310 OObBSBICHHE, B KOTOPOM pPAaCCKa3biBaeTCa 00 WMEHH
JIOMEHA U TEKYIIeH peBU3NHU, TCHEPUPYETCSI KOMMYTATOPOM pa3 B 5 MUHYT.

Ethernet 302.3

a 4 7 ] 14 15 Bytes
PREAMELE: s DEST ADDR: SRC ADDR:
1010 1010 F | 0100.0CCC.CCCC | 00D0.BC22.BD0O3
D
LEMNGTH / DATA (WARIABLE LENGTH) FiZ5:
TYFE: 0x0
0x8

Pucynok 24 — O6bseiaerune «Summary Advertisement»

Temepp mMmocMOTpUM Ha cienyiomee TreHepupyemoe coobmenne. OHO
HasbpIBaeTcs «Subset Advertisement» wiu «moapoOHOE 0OBSIBICHUE». DTO MOAPOOHAS
uHpopmanus o kaxaoM nepenaBaemom VLAN (puc. 25).

[Ipenycmotpen otnenbHbId 3arofioBok st Kaxaoro tuna VLAN. Chmcokx
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HACTOJIbKO JUIMHHBIN, YTO HE TOMECTHJICS B 3KpaH. KIMEHTHI BHUAST, 4TO HOMEP
PEBU3UHU BHINIE, YeM Yy HHUX, U CHHXPOHM3HUPYIOT 0a3zy. M oTmpaBisioT cooliieHue
cepBepy o Tom, uto 6a3za VLAN uzmeHnumnace.

WTPF Subset Advertisement

a 2 Bytes
WER: 1 CODE: 2 SEQUEMNCE | MGT DOMAIM
MUM:1 LEM: Oxb
MAMNAGEMEMNT DOMAIN NAME: cisadmin.ru
CONFIGURATICN REWISICON NMUMBER
WTPE WLAN Information
a 2 Bytes
WLAM IMFC STATUS: O WLAM TYPE: WLhAM MAME
LEM 1 LEM: Ox7F
WLAMN ID: Oxl MTU SIZE: Ox13
802.10 INDEX
WLAN MAME: default
WTE WLAN Information
a 2 Bytes
WLAM IMFC STATUS: O WLhAaM TYPE: WLAM MAME
LEM 1 LEM: Ox3
WLhAM ID: Ol MTU SIZE: Oxl4

S02.10 INDEX

WLAMN MNAME: WLANMODOZO

Pucynok 25 — O6bsBiienue Subset Advertisement»

3.2.3 Hacrpoiika kaHaJ10B KommyTanun mexay VLAN

Access port (mopT A0cTyIa) — K HEMy MOAKII0YAI0TCsI, KaK MTPaBUII0, KOHEUHbIE
y37bl. Tpaduk MEXIy 3TUM MOPTOM U YCTPOWCTBOM HE TETHPOBAHHBIN. 3a KaKIIbIM
access-moptom 3akperuié onpenenéuanii VLAN. Beck Tpaduk, mpuxoasmuii Ha 3TOT
MOPT OT KOHEYHOTO YCTPOMCTBA, nmostydaeT MeTky 3toro VLAN, a ucxonsaumit yxoaur
0€3 METKH.

Wtak, mbl coznanu MHOkecTBO VLAN, HO HM OJHO YCTpPOMCTBO MOKa 4TO HE
OTHOCUTCSI HU K OJHOMY M3 HHMX. JlJist TOr0 4YTOOBI OTHECTH KOHEUHBIE YCTPOUCTBA K
onpenenenHoMy VLAN, HeoOX0quMo HACTPOUTH aCCES-TTOPTHI KOMMYTAaTOPOB.

Cnenarb 3T0 MOKHO B KOHCOJIM KOMMYTaTOpa ¢ IOMOIIbI0 KOMaH/1
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Prosv-aswl(config)#int range fa0/1-2

Prosv-asw1(config-if-range)#switchport mode access

Prosv-asw1(config-if-range)#switchport access vlian 101

[Tocme HacTpoWKH aCCeSS-MOPTOB COIIACHO TaOyMIle Ha pUCYHKe 17 mpu
HaBEJICHUHU Kypcopa MBIIIKOM Ha koMMyTaTop Mbl yBuauM Homepa VLAN HanpoTus
Ka)KJI0r0 HaCTPOCHHOTOo mopTa (puc. 26).

Port Link VLAW IF 2ddress M2C Rddress

FastEthernet0/1 e 101 = 0005 _7C52_3101
FastEthernet0/2Z e 101 = 0009 .7C52.3102
FastEthernet0/3 [8) =] 10z = 000%.7C52.3103
FastEthernet(/4 e 10z = 0005_7C52_3104
FastEthernetl/5 e 103 = 0005 _7C52_3105
FastEthernet(/& [8) =] 103 = 000%.7C52.3108
FastEthernetl/7 Up 104 = ao0s_7CE2_3107
FastEthernetl/8 e 104 = 0005 _7CE52_3108
FastEthernet0/3 e 105 = 0009 .7C52.3105
FastEthernet0/10 [8) =] 105 = 0009 . 7C52.3108
FastEthernet0/s11 Up 108 = 0005 _7C52_310B
FastEthernetl/12 e 108 = 0008 _7C52_310C
FestEthernet0/13 Down 1 - 0Q05.7C52 310D
FestEthernetl/14 Down 1 — 0005 _.7C52_310E

Pucynok 26 — Madopmanust o acCess-noprax, NodydeHHas Py HaBEIEHUU
Kypcopa MBIIIKOI Ha KOMMyTarop prosv-aswl

Hacrpoiika trunk-mopToB moxoxa Ha HacTpOIKy aCCeSS-MOpPTOB, C TEM JIUIIIb
pasiauyreM, 4To Mbl MOXkeM BbIOpaTh MHOxkecTBO VLAN, Tpaduk koTtopbix OymeT
CIOCOOEH MPOWTH 10 3TOMY MOPTY. TrUNK-mopThl KOMMYTAaTOPOB Prosv-aswl, pioner-
asw1 u komend-asw1 nomxubl nporryckats VLAN 2, 101, 102, 103, 104, 105 u 106.
B trunk-moprax kommyrtartopa prosv-dswi k atum VLAN nobapnsercs eie u 3-i, Tak
KaKk B ATOW JIOKAJIbHOM CETH TakKe MPUCYTCTBYeT cepBepHas depma. KommyTarop
prosv-asw2, pacrnoJIO)K€HHbI B cepBepHOU (epMme, HOMKEH MPOMycKaTh TOJIBKO
VLAN 2 u 3. Hactpouts trunk-moptel MO)XHO B KOHCOJIM KOMMYTATOPa C MOMOIIIBIO
KOMaH]I;:

Prosv-dswl(config)#int fa0/24
Prosv-dsw1(config-if)#switchport mode trunk
Prosv-dsw1(config-if)#switchport trunk allowed vlan 2,3,101-106

B IP-uitane (puc. 16) mbl takxe 3amanu IP-agpeca st koMMyTaTopoB U
MapipyTtu3aropoB. Bce kommyTtaropsl Mbl onpeneniiv B VLAN 2, 1 uMeHHO B 3TOM
unTepderice mponuckiBaercs IP-aapec, ¢ moMoIbi0 KOMaHTHOW CTPOKHU:

Prosv-aswl(config)#interface vlan 2

Prosv-aswl1(config-if)# ip address 192.168.19.11 255.255.255.248

[Ton IP-anpecamu 1y1si MapIIpyTH3aTOPOB MOAPA3YMEBAJIACH BBIICTICHHAS CETh
s cesizu Point-to-Point, To ecTh Te aapeca, Mo KOTOPHIM MapIIpyTH3aTOPBI MOTIIH ObI
oOparmarscsi IpyT K Apyry. Tak Kak eAMHCTBEHHAS JUHUS CBSI3U, COCIUHSIONIAs J1Ba
MapIuIpyTH3aTopa, 00s13aTebHO MPOXOAUT Yepe3 CUMYISITOp mpoBaiiaepa, |IP-agpeca
cetm s cBsa3um  Point-to-Point  mpomuceiBaeM B mOpTax,  COCIMHSIFOIINX
MapuIpyTU3aTop ¢ kommyraropom “Provider”. OmHako MBI TakXKe yKaszalld, 4TO BCE
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MapIIpyTH3aTOPbl 1 KOMMYTaTopsl puHayiekar Bropomy VLAN, noatomy IP-agpec
HeoOXomuMoO mucath B cabuHTepdelice mopra, B KOTOpOM KoMaH0# encapsulation
MOKHO YKa3aTh, KaKOW UMEHHO Tpaduk OyaeT IPUHUMATh 3TOT cabuHTEpderic:

Prosv-gwl(config)#interface fa 0/0.2

Prosv-gw1(config-subif)#encapsulation dotlq 2

Prosv-gwl(sonfig-subif)#description Management

Prosv-gw1(config-subif)#ip address 192.168.19.2 255.255.255.248

HactpauBaem Bce TOPTHI CUMYJISITOpa TpoBaiiaepa kak trunk, mpomyckarorme
tonbko Tpabuk VLAN 2, mpoBepsieM CBS3b MEXKAYy JIOOBIMH  JIByMs
MapIIpyTU3aTopaMu B pexume cumymsiuu (puc. 27). Coobmenue “Succesfull”
TOBOPHT O TOM, YTO CBSI3b €CTh.

\ \ —‘
g
. L _.’f‘ FTI — Ewvent List
A 'f‘i PC-FT
—fJ Director? Vis. ITime (sec) ILast Device | At Device |Type |Infu
28y . PC-PT 0.000 - pioner-gwl ICMP .
prosv-ggv Directorl
1 0.001 pioner-gwl  Provider ICMP .
H 0.002 Provider prosv-gwl ICMP .
950-24 \ 0.003 prosv-gwl Provider ICMP .
Provider
— e "= 0.004 Provider pioner-gwl ICMP .
St
l'2811' 2 IFire ILast Status | Source Destination IType |Culur ITime (sec) IPeriuc
/DI‘I‘IEI‘IEI-QW]. pioner-gw\ & Successful pioner-gwlprosv-gwi  1cMP [l 0.000 N

.

A

Pucynok 27 — IIpoBepka cBsi3u pioner-gwl ¢ prosv-gwl

[TocneqHUM WITPUXOM HACTPOMKH MapUIPyTH3ALUMN BHYTPH JIOKAJbHBIX CETEU
ABIIETCS] HACTPOMKaA cabuHTepdelcoB MOPTOB MaPIIPYTU3ATOPOB BHYTPHU JOKATbHBIX
cereil. B kauectBe IP-anpecoB 3tux cabuHTep(elicoB MOKHBI BBICTYNAaTh IUIIO3bI
COOTBETCTBYIOLIUX IOJCETEN. DTH kK€ camble LUIFO3bl Mbl IPUCBAUBAJIN KOHEUHBIM
YCTPOMCTBAM:

Prosv-gwl(config)#interface fa 0/1.101

Prosv-gwl(config-subif)#encapsulation dotlqg 101

Prosv-gwl(sonfig-subif)#description Directors

Prosv-gwl(config-subif)#ip address 192.168.19.41 255.255.255.248

[Tocne HacTpoiiku caOuHTEPPENHCOB, UX MOXKHO MPOCMOTPETh, HABEAS MBILIKY
Ha Mapmpytuszarop (puc. 28).
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Port Link VLAN IP Rddress IPve Address MAC Address

FastEthernetl/0 Up — <not set> <not set> 0050.Z1EB.E401
FastEthernet0/0_2 Up = 192.168.19.2/29 <not set¥ 0030_Z1EB_E401
FastEthernetl/1 Up — <not set> <not set> 0050.Z1EB.E402
FastEthernet0/1_2 Up = 192.168.19.9/29 <not set¥ 0030_Z1EB_E40Z
FastEthernet0/1.3 Up = 152.188.159.33/25 <not setr 0030.Z1EB.E40Z
FastEthernet0/1_101 Up = 192.168.19_41/29 <not set¥ 0030_Z1EB_E40Z
FastEthernet0/1.102 Up = 152.188.15.45/25 <not setr 0030.Z1EB.E40Z
FastEthernet0/1_103 Up = 192 _.1688.19.57/29 <not set¥ 0030_Z1EB_E40Z
FastEthernet0/1.104 Up = 152.188.159.85/25 <not setr 0030.Z1EB.E40Z
FastEthernet0/1_105 Up = 192 _.168.19_.73/29 <not set¥ 0030_Z1EB_E40Z
FastEthernet0/1.108 Up = 152.188.15.81/25 <not setr 0030.Z1EB.E40Z
Vlanl Down 1 <not set> <not set® 0001_9624_ 2339

Hostname: prosv-gwl

Physical Location: Intercity, Home City, Corporate QOffice, Main Wiring Closet

Pucynok 28 — Cabunrepdericel mapiipyTuszaropa prosv-gwl

[TpoBepum cBsi3b M00bIX ABYX 1K B 0fHOM JTIoKaabHOM ceTH (puc. 29).

) ——
*l FEC1
_-_D Wis. |Time (=ec) |Last Device |At Device IType |Infu
- —— — .
_— 2. 0.000 PTO1 icve i
prooy-dikel PC-PT 0.001 PTO1 prosv-aswi  1cvP ]
PTO2 0.002 prosv-aswl prosv-dswi ICMP .
0.003 prosv-dswl prosv-gwl ICMP .
S y
l"‘v“i 0.004 prosv-gwl  prosv-dswl ICMP .
===, Director2
251" “PC-PT 0.005 prosv-dswl prosv-aswl ICMP .
prosv-gyi Directorl 0.005 - pioner-aswl STP
0.006 picner-aswl pioner-gwl STP
0.006 prosv-aswl Directort  1cve [
. 0.007 Directort  prosv-aswi 1cve [
—_— =
] b " 0.008 prosv-aswl prosv-dswl ICMP .
IFire ILast Status ISuurce IDestinatiun |T\;pe |Culur |Time (sec) |Periud 0.009 prosv-dswl prosv-gwl ICMP .
1@ Successful PTOL Directorl icve [l 0.000 N 0.010 prosv-gwl  prosv-dswl ICMP .
0.011 prosv-dewl prosv-aswl ICMP .
q & 0.012 prosv-aswl PTO1 icve i}

Pucynok 29 — IIposepka cBs3u mexay IIK PTO1 u Directorl

U xommyTaropa ¢ mapiipytuzaropom (puc. 30).

\*l Vis. ITime (=ec) | Last Device | At Device IType I Info
— —— 0.000 - prosv-gwi  IcMP [
295024
prosv- 1 0.001 prosv-gwl prosv-dswl I[CMP .
0.002 prosv-dswl prosv-aswl [CMP .
0.003 prosv-aswl prosv-dswl ICMP .
_— r
| e "o 0.004 prosv-dswl  prosv-gwl ICMP .
-—:'j [pimmmbm ™
2 "PC-PT Fire [Last Status | Source I Destination IType I Color ITime (=ec) I Periodl
prosv-ggl Directorl  |gl Successful prosv-gwl prosv-aswi I1CMP [ 0.000 N

Pucynok 30 — IIpoBepka cBS3M MeXy MaplIpyTH3aTOpoM Prosv-gwl
Y KOMMYTaToOpoM Prosv-aswl

[lony4yuB NOJIOKUTENBHBIE PE3YJIBTAThl BHYTPU KaXIAOW U3 JIOKAJIBHBIX CETEH,
MOXXHO TIPUCTYIIaTh K HACTPOUMKE MapIIPyTHU3ALUU MEXKIAY Pa3HbIMHU JIOKaJIbHBIMU
CETAMU.
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3.3 HacTpoiika MapmIpyTH3aluu MeK1y CeTAMHU U HACTPOIiKa cepBepoB

MapuipyTsl K YJaJIEHHBIM CETSIM MOTYT OBITh CKOH(UTYPUPOBAHBI JIJIs1 KXK0TO
MapIIpyTU3aTopa BPYYHYIO aJIMUHUCTPATOPOM (CTATHYeCKasi MapIIPYTH3AINs)
WIM CO3JaHbl C TIOMOINBIO MApHIPYTH3UPYIOUIMX MPOTOKOJIOB (AUHAMHUYECKAs
MapLIPyTH3ALNA).

Cratudeckue MapIpyThl IOJTHOCTHIO ONPEIEICHbI 3 AIMUHUCTPATOPOM, ITO3TOMY
oHM Oosiee Oe30macHbI, TPEOYIOT MeHbIe BBIYHCJINTENbHBIX pecypcoB U 0OoJiee
Y3KYI0 MOJIOCY NPONMYCKAHHMS, TI0O CPAaBHEHHUIO C JWHAMHUYECKUMH MapIIpyTaMHu.
CraTudeckrie MapuIpyThl, IO CPABHEHUIO C JMHAMHUECKUMHU, XapaKTepu3yroTcs Oomee
BBICOKHM MPUOPUTETOM, MOCKOJIBKY aJIMUHUCTpaTUBHOE pacctosinue AD = 1.

[TpoTokosBl MapUIpyTH3aUUMU — 3TO IpPaBHIIA, IO KOTOPBIM OCYLIECTBIIAETCS
oOMeH uHpoOpMaluMu O MyTIX MEpelayd IaKeTOB MEXIy MapIIpyTU3aTOpaMH.
[IpoToKoNBI ~ XapakTEpU3yHOTCSI  BPEMEHEM  CXOJAMMOCTH,  HOTEpPSMU U
MaciTabupyemMocteio. B Hacrosiiee BpeMsi UCIOJIb3YETCS HECKOJIBKO MPOTOKOJIOB
Mapipytuzauud. OfHa U3 TIaBHBIX 33]a4 MApLIPyTU3aTOPa COCTOUT B OIPEEICHUN
HAaWIy4dlllero MyTH K 3aJaHHOMY ajpecary. MapupyTuzatop omnpeaenser MyTH
(MapuIpyThl) K agpecaTaM WM U3 CTaTHUYECKOM KOHQUrypaluu, BBEIEHHOU
aJIMMHUCTPATOPOM, WM JUHAMHYECKM Ha OCHOBAHWM MAapUIPyTHOM HH(OpMaluu,
MOJIyYUEHHOM OT JpYrux MaplipyTU3aTopoB. MapuipyTu3aTopsl OOMEHHBAIOTCS
MapuIpyTHOUM HH(OpMaLIHEN ¢ TOMOIIbIO MPOTOKOJIOB MapIIPYTU3ALINH.

MapiipyTu3aTop XpaHWT TaOJHIBI MapIIpyTOB B ONEPATHBHOW ITaMSITH.
TabGnuia MapuIpyToB — 3TO CIMUCOK HAWITYUIINX M3BECTHBIX JOCTYIHBIX MapIIPyTOB.
MapurpyTuzaTop UCOIB3YeT 3Ty TaOIHUILy AJI IPUHATHS PEIISHUS, Kya HalpaBisTh
naket. B ciyuae craTudeckoi MappyTU3aiy aIMIHACTPATOP BPYIHYIO OIIpeIeisieT
MapIIPyThl K CETSAM Ha3HAYCHUSI.

B ciydae nWHaMUYEeCKOW MapIIpyTH3allMd MapIIpyTU3aTOPhl  CIEAYIOT
IpaBUJIaM, ONIPEAEIIAEMbIM IPOTOKOJIAMH MapLIPyTU3aLUU AJi1 0OMeHa HH(popmaruen
0 MapIuIpyTax 1 BEIOOPE JYUIIETO MyTH.

CraTudeckre MapHIpyThl HE  MEHSIIOTCS CaMHM  MapIIPyTH3aTOPOM.
JlnHaMH4YecKre MapHIPyThl U3MEHSIIOTCS CAMUM MapIIpyTU3aTOPOM aBTOMATHYECKH
IpH TIOJTy4YeHUU WH(OPMAIIMKA O CMEHE MapIIPyTOB OT COCETHUX MapUIPyTH3ATOPOB.
Cratudeckass MaplIpyTHU3alMsl TOTPEONIET Majlo BBIYUCIUTENBHBIX PECypcoB WU
MOJIe3HA B CETSIX, KOTOPhIE HE MMEIOT HECKOJbKUX MyTEeH K ajpecaTy Ha3HAYCHHUS.
Ecimu ot mapmpyTuzaTtopa K MapuipyTH3aTOPy €CTh TOJBKO OJWH MYTh, TO YacTO
UCIOJIb3YIOT CTATUYECKYIO MAPUIPYTH3ALUIO.

Yro0bl CKOH(QUIYpHUPOBAaTh CTATUYECKYI0 MapLIpyTH3aLHUI0, aAMHUHHCTPATOP
JOJDKEH 33/1aTh MaplIPyThl KO BCEM BO3MOXKHBIM CETSIM Ha3HA4YE€HMsI, KOTOpPbHIE HE
IPUCOEINHEHbl  HENOCPEACTBEHHO K  JaHHOMYy  Mapupyrtusaropy. s
KOH(UTYPUPOBAHUSI CTATHYECKON MapIIpyTU3alMK MCIIONB3yeTcsl KoMaHIa ip route,
KOTOpasi COAEPKUT TPU MapaMeTpa:

~ ajapec ceTH HA3ZHAYeHUs,

~  CeTeBYI0 MACKY,

~ aJapec BXOJHOI0 MHTepdeiica cCiaeAylIIero MaplpyTH3aTopa Ha IyTH K
anpecary (next hop) wmm naentudgukaTop BLIX0AHOro HHTEpdeiica.
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Anpec BxomgHOro MHTepderica CIeIyIoNero MapupyTu3aTopa (CIeTyroIero
nepexoja) Ha MyTH K aJipecaTy MHOTAa Ha3bIBAIOT ILJTI030M.

3.3.1 HacTpoiika cTaTH4eCKOM MapIIPyTHU3 AU
B mpenpiaymux pasaenax Obljia MpOU3BeIeHa HACTPOMKA CBSI3M BHYTPH KK IO
13 JIOKIBHBIX CETEH, OHAKO CBS3h MEXKTY ABYMs pazHbiMU LAN moka OTCyTCTBYET.
[IpoucxoauT 3T0, MOTOMY YTO MapIIPYTU3ATOPHI, MOTYUUB TAKET, IIPEIHA3HAYCHHBIH
JUIsL  IpYroW JIOKaJIbHOW CEeTH, HE 3HAIOT, Kylda ero mnocbularb. M3BecTHBIE
MapuIpyTu3aTopy ajapeca (Tabiauily MapIipyTH3aIii) MOXKHO IIOCMOTPETh KOMaH 101

Prosv-gw1#sh ip route

Jlns mpumMepa HacTporM cBsi3b Mmexy [1K Director5, naxozsimemcs B opuce Ha
«Komenmanrckom» ¢ ITK Other4, xoropsiii HaxomuTcst B opuce Ha «IIrnoHEpCKO».
HeoOxomumble At HACTPOMKU CTaTUYECKOM MapIIpyTHU3AIlMH MEXAY 3TUMHU JIBYMsI
[TIK nanHbIMU HIpeACcTaBIEHbI HA pucyHke 31.

IP appeca [lpuHagnexar LWnwos Homep nogcetu
192.168.19.3 pioner-gwl 192.168.19.1 192.168.19.0
192.168.19.4 komend-gw1l

192.168.19.131 Otherd 192.168.19.129 192.168.19.128
192.168.19.138 Director5 192.168.19.137 192.168.19.136

Pucynok 31 — Jlannble uist cratndeckoil MapupyTu3anuu Mexay Director5S u Other4

[MTaxer ¢ [1K Director5 nomken poiitu 1o MapmpyTtu3atopa komend-gwl1, mocie
4ero ObITh OTIHPABJICH B MapuIpyTU3aTop pioneer-gwl, kotopsiii Hanpasut ero k [1K
Other4, u BepHyTbCs 110 TOMY ke MappyTy oopartho k [TK Director5.

CMBICIT MIPOCT — 3acTaBUTh Mapiipytu3atop komend-gwl mepecnath Tpaduk,
MpeHa3HaYeHHBIN 117151 ceTu ¢ afapecom 192.168.19.128 (B atoit cetu Haxoautes [TK
Other4) uepes mapipyrtusarop pioner-gw1, KoTopomMy MbI IPOITHCATH «BHEIIHUI |P-
anpec 192.168.19.3. Tlocie 4ero mo aHAJIOTUU HACTPOMTH MapUIpyTHU3aTOp PiONer-
gwW1, KOTOpbIH JOJKEH OTHPABUTH TpapuK, MpeAHA3HAYEHHBIN IJI1 CETU C aJIPecoOM
192.168.19.136 Ha «BHemHUWi» TOPT MapuipyTtuzaropa komend-gwl, wmeromuii
aapec 192.168.19.4.

JI1st peanu3anyy 3TOro B KOHCOJIM poyTepa MpOIMChIBAIOT KOMAHLY

Router(config)#ip route [Network] [Mask] [Next hop]

[Tome Network nmpenna3nadeno aist agpeca cetu, Mask — s Macku mmozaceTu, a
Next hop — mist agpeca, Ha KOTOPBIA MapIIPyTU3aTOPy CIEAYET OTIPABUTh TpauK,
npeaHa3sHaYCHHBIA I CETH C aapecoM, ykasaHHbIM B mosie Network. B namiem
cllydae, KOMaHIbl OyAyT BBITJISIAETD TakK:

Pioner-gwl(config)#ip route 192.168.19.137 255.255.255.248 192.168.19.4
Komend-gw1(config)#ip route 192.168.19.128 255.255.255.248 192.168.19.3
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[TocMOTpeTs HACTPOWKM CTAaTHYECKOW MapIIPyTHU3alMyd MOKHO BO BKIJIAJKE
“Config” B Mento “Static” (puc. 32) uiu ¢ moMoIp0 KoMasas: SNOW ip route.

=10l x|
Physical  Config | CLI |

GLOBAL - .

et - Static Routes
ettings

Algorithm Settings Network 192.168.19.128

ROUTING Mask 255.255.255.248
Static Next Hop 192.168.19.3
RIP Add

SWITCHING

VLAN Database
INTERFACE

FastEthernet0/0

FastEthernet0/1

Network Address
192.168.19.112/29 via 192.168.19.3
192.168.19.120/29 via 192.168.19.3
§192.15E‘-.19.12E‘-,-’29 via 192.168.19.3
192.168.19.40/29 via 192.168.19.2
192.168.19.48/29 via 192.168.19.2

[-|

Equivalent I0S Commands

komend-gwl>enable -
komend-gwlfconfigure terminal

Enter configuration commands, one per line. End with CNIL/Z.

komend-gwl (config) g b

Pucynok 32 — Hactpoiika cratndeckoil Mapipytusamnuu B komend-gwl

[Tocne nacTpoiiku npoBepuM cBsizb Mexay [1K DirectorS u Other4 (puc. 33) u
M0 aHAJIOTHU HACTPOHMM CTAaTUYECKYI0 MapIIPYTH3AIMHUIO MEXITY BCEMH OCTAJIbHBIMU
y3JIaMH CETH.

z Ce s 1
e 28 1\' —f, Director2 =
D prosv-gyi PC-PT —Event List
— Directorl
rckT Y F 7 Vis. |Tima (sec) | Last Device IAt Device |Type | Info
Othey6 PC-PT .
350-03 Director3 0.000 Directors ICMP
/ Provider \ 5C. 0.001 Directors komend-asw1 ICMP
y o i
I"";.’—-i \ - ‘ Direc 0.002 komend-aswl komend-gwl ICMP
'2811 2811 0.003 komend-gwl Provider ICMP
/élmend-gwl pioner-gwl 0.004 Provider pioner-gwl ICMP
S
\ 2 0.005 pioner-gwl  pioner-aswl ICMP
— ..\\ v
- \ 0.006 pioner-aswl Otherd ICMP
— \ PRI, . 0.007 Otherd pioner-aswl ICMP
ﬁ e sy % = 0.008 pioner-aswl pioner-gwl ICMP
= .
Eran [j D FE 0.009 pioner-gwl  Provider ICMP
Director5 D _'f, 0.010 Provider komend-gwl ICMP
i L PC-PT
PC-PT ’ — 0.011 komend-gwl komend-aswl ICMP
1 Otherd ! : PC P"T FEO4
| D [\j =, er D D = Accou'ntings oy p.012 komend-asw1 Directors ICMP
BC-PT . = “pC-PT
3 4 : - % 2 .
= ;T‘ = F;T, Directors g:':_‘;rg PC-PT pC-PT Accounting4 Fire |Last Status ISnurce IDestmatmn ITypa ICnlnr IT\me (sec) IPerind
T oTos  pros Security4 Security3 @ Successful DirectorS Otherd 1cMP 0.000 N

4

Pucynok 33 — IIpoBepka cBs3u mexay [1K Director5 u Otherd

Hactpolika ctaTnyeckoid MappyTU3aly 3aHUMAET MHOTO BPEMEHU U CO3AET
TUTAHTCKOE MPOCTPAHCTBO ISl OLIMOOK, OJJHAKO YMEHBIIAET KOJIMYECTBO TpauKa 1o
CPaBHEHUIO C IMHAMUYECKOW MApIIPYTU3ALUEH.
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3.3.2 Hacrpoiika cepBepoB

Kak mpaBuio, cepBep OTAaeT B CETh CBOU PECYPCHI, a KIMEHT 3TH PECYPCHI
ucnonb3dyeT. Takke Ha cepBepax YCTaHaBIMBAIOTCS  CIELUAIM3UPOBAHHOE
IporpaMMHOE U amnmnapaTHoe oOecriedeHne. Ha oqHOM KOMIbIOTEPE MOXKET paboTarh
OJHOBPEMEHHO HECKOJIBKO  IporpaMMm-cepBepoB. CepBUCHI CEpPBEPOB  4YaCTO
onpenensoT ux HazpaHue. CepBepHas depma A TPOESKTUPYEMOM KOMITbIOTEPHOU
CETH COZIEP>KUT TPH CepBepa:

HTTP (WEB) cepBep — mo3BOJIsIET CO3/1aBaTh MPOCTEUIIINE BEO-CTPAHUYKH U
IpOBEpATh MpOXOXkAeHHWEe TnakeroB Ha 80-blii mopT cepBepa. OTU CEpBEPHI
MPENOCTABISAIOT JOCTYI K BEO-CTpaHUIIaM M COIYTCTBYIOIIMM pecypcam, HalpuMmep,
KapTUHKaM.

DHCP cepBep — mo3BosisIEeT OPraHU30BBIBATH IYJbl CETEBBIX HACTPOEK IS
aBTOMATHUYECKOTO KOH(MUTYpHpOBaHUs ceTeBbIX wuHTepdericoB. Dynamic Host
Configuration Protocol oGecrneurBaeT aBTOMaTHueckoe pacmpeneiacHue |IP-aapecos
MEXy KOMITBIOTepaMH B CETH. Takasi TEXHOJIOTHS IUPOKO MPUMEHSIETCS B JIOKAJTbHBIX
CEeTsIX ¢ OOIIMM BbIXOJIOM B MIHTEpHeT.

FTP — caitmoBerii cepBep. B ero 3amaum BXxomuT XpaHeHue ¢aiiaoB H
obOecrieuenue aocryna Kk HuM kiaueHTckux [IK, mampumep, mo mpotoxomy FTP.
Pecypcol daiin-cepBepa MOTYT OBITH JTMOO OTKPBITHI JJIsl BCEX KOMIIBIOTEPOB B CETH,
A100 3alIUILEHBl CUCTEMON WACHTU(PUKAIIMY U IPaBaMHU JOCTYTIA.

3.3.2.1 Hacrpoiika WEB-cepBepa
st cosnanust HT TP-cepBepa nepeiiném na Bkiaaky “Config”, Beroepem MeHI0

“HTTP” u HacTpouM CTpaHUILy caiiTa, KOTOPBI OyIEeT OTKPBHIBATHCS y MOJb30BaTEIICH
I1K (puc. 34).

& wes — O
PUIMYECKOE NPOCTPaHCTED KoHdurypauma Patoynid cTon Software/Services
OBLLEE HTTP
Hacrpoitku
1aCTPORKK anropuTM: UTTP UTTPS
CNYMEb]
HTTE ® Brkn (O Brikn ® Brkn ) Boikn

DHCP

TFTP

DNE <html=

<body =

<hl=Welcome to WEB-Server CISCO!</hl=

<p=Server working: =font color="red"><b>=0K!</b></font>=</p>
NTP <center><font size="+2' color="green'>WebServer</font=</center=
EMAIL www . yandex.ru
FTP P>

WHTEP®DEIC Hello!<br/ =1 am WebServer

</body>

</html=

MmA daina: |index.htm|

SYSLOG
ARA

FastEthernet

CTpaHiua: 1/3 £ = + X

Pucynox 34 — Hactpoiika HT TP-cepsepa

Jlnst Toro, 9yToOBI OBI BMecTO |P-ampeca BBomUTH B Opay3ep Ha3BaHHE CailiTa,
HeoOxoaumo obecnieunth QyHkunu DNS-cepBepa. i X HaCTPOMKHU MEPEXOIUM B
mento “DNS”. Crauana B pecypcHoit 3anmcu tumna A Record cBsbkeM JTOMEHHOE MMSI
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KoMITbroTepa Webserver ¢ ero IP axpecom 192.168.19.36, a 3aTeM B peCypCHOM 3aUCH

tunna CNAME cBsikeM Ha3BaHue caiiTa ¢ cepBepoM (puc. 35).

@& wee

DUIMUECKDE NPOCTPAHCTEO KoHdurypauus Pabouwnid cTon

OBLLEE
Hactpoiku

HacTpoAKK anropuTH:

CRYMEbI
HTTP
DHCP
TFTP
DNS
SYSLOG
AAA
NTP
EMAIL
FTP
WHTEPDENC
FastEthernet

Pucynox 35 — Hactpotiika pyakmun DNS-cepsepa

DNS

Software/Services

Cnyxba DNS ® Brn

) Boikn

Resource Records

M= |sewerWeb.yandex.ru | Tun

Anpec |192.168.13.2

NobaenTb

COXPaHUTb

Mma Twun

serverWeb.yand... A Record
WWW.yandex.ru CNAME

OaHHble

192.168.13.2 i
serverweb.yandex.ru

DNS Cache

Jns npoBepku pabotrel WEB-cepBepa B Opaysepe mwoboro IIK Beemxem
BbIOpaHHOE UM caiiTa WWW.yandex.ru, u eciiu Web-ctpanuiia oroOpaskaercs, TO 3TOT

cepBucC padoTaeT (puc. 36).

# Accounting

DUsMYecKoe NpoOCTPaHCTEBO

Pabouwni cTon

KoHdurypauwa

g >

Software/Services

<

Beb-6paysep
= | URL |http:/fwww,yandex.ru

Cron

3.3.2.2 Hacrpoiika cay:xx061 DHCP na WEB-cepBepe

WA, yandex U

Hello!
I am ServerVWEB

Web Server

Pucynok 36 — Tekct web-ctpaHuiibl

Boiinem B kondurypanuto u Ha Bkiagke DHCP nactpoem ciyxOy. s aToro
HabepeM HOBbIEC 3HAUYCHUS ITyJla, YCTAHOBUM Iepekiatouatesib ON u HaXKMEM Ha KHOTIKY
Save (CoxpaHutb) — puCyHOK 37.
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& wes - O X

DUEMUECKDE NPOCTPAHCTED KoHbWrypauwns Pabouwia cTon Software/Services

OBLLUEE

Hacrpoiiku

HacTpoiiku anropuTMi Cry»6a @® Bkn () Boikn
CNYM¥bbI

DHCP

HTTP MmA nyna [serverPool
DHCP

TFTP
DNS
SYSLOG
AAA Macka nogceTu:
NTP

OCHOBHOW WA= (192.168.13.1
DNS-cepeep 192.168.13.2

HauanbHbiA IP-aapec:

%] -
93] (')
(3] 58]
kJ =
93] [=)]
[95] [#2]
=] =
(] 5]
(5]
5]
'
2]

MaKcuManoHoe Kon-Bo
EMAIL nonbzoBaTenei:
FTP

WHTEP®EWC
FastEthernet

8 |

TFTP-cepeep:  |0.0.0.0 |

No6aeuTb CoXpaHWTb YAanWTb

serv... 192.168&.... 192.1... 192.168.... 255.2... 8 0.0.0.

Mma ny OcHoeHoW L DNS-cep HauanbHell Macka n Makc. k HTFPJ

Pucynox 37 — Hactpotika DHCP-cepBepa

Jlns mpoBepku pabOThI KIIMEHTOB BoiieM B kKoHpurypanuwo xocta PC-DHCP u
B KOMaHJIHOM CTpoke ckoHpurypupyem mporokoi TCP/IP. [1ns storo komangoi PC>
ipconfig /release copocum (ounctum) crapsie napamerpsl |IP-ampeca (puc. 38).

& pHCp

MuzMyeckKoe npocTpadHcTeo  Kondwurypauws  Pabor

1 — [ -

Pucynok 38 — VYnanenue kondurypamuu IP-agpecoB 1i1s Bcex agantepon

Ipumeuanue. Komanma ipconfig /release ormpasnsier coobmenue DHCP
RELEASE cepsepy DHCP nnst ocBoGoxkaenust tekymieit konpurypaiuun DHCP u
ynaneHus: koupurypamuu |P-aapecoB st Bcex amantepoB (eciv ajantep HE 3a/iaH).
Dtor KoY oTkiaoyaeT mporokon TCP/IP miast amanTepoB, HACTPOCHHBIX IS
aBToMarudeckoro noxy4yenus IP-agpecos.

Teneppr komanmoit ipconfig /renew momyuum HoBble mapamerpsl or DHCP
cepsepa (puc. 39).
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¥ pHCp — |

®usuyeckoe npoctpaHcTteo  Koddwrypauwa  Pabouwi cton  Software/Services

KomanpgHan CTpOKa

Packet Tracer PC Command Line 1.0

PCripeconfig /renew

IP Address

Pucynok 39 — Kondurypanus nporokosna TCP/IP kiarenta or DHCP cepsepa

Teneps npoBepum padboty WEB-cepBepa, oTkpbiB caiiT B 6payzepe Ha DHCP

(puc. 40) u yoenumcs, uTo ciry:k0a padoTaer.
¥ pHep - a X

DMUzUYecKoe NpocTpaHcTeo  Kondwurypauwa — Pabouwi cton  Software/Services

Beb6-6payzep
= > | URL |http:f/192.168.13.2 MepeiiTi Cron

Welcome to WEB-Server CISCO!

Server working: QK1

WebServer
WWW, yandex U

Hello!
I am WebServer

Pucynoxk 40 — IIpoBepka pabotsl ciy:x06s1 HT TP na DHCP
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3AKJIIOYEHHUE

B pamkax nanHOM paGoThl OBLIM MOATOTOBIEHBI METOAMYECKHE YKa3aHUsS IS
BBITIOJTHEHUSI KypCOBOTO TIpoeKTa 1o jucuuiuinHe «MHpopMmanmonHsie ceTu u
KOMMYHHUKauu» ¢ nomomeio cumymsitopa Cisco Packet Tracer. B xoxe
pa3pabOTKU ObUTH BBITIOIHEHBI CJICAYIOIINE ITAIbI:

— TpEeJICTaBICHO OMHCAaHUE NpOorpaMMHOr0 HHTepdeiica cumynstopa Packet

Tracer;

— JlaHbl PEKOMEH/IAlNH TI0 CTPYKTYpe KypCcOBO# paboTHI;
— TpeACTaBIICH BapHaHT BHITIOJHEHUS KypCOBOU PaOOTHI.
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