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Pabouas nmporpamMMa AUCIUIUIMHBI pa3paboTaHa B COOTBETCTBUU C:

- @enepanbHBIM TOCYJAPCTBEHHBIM 00pa30BaTEIbHBIM CTAHIAPTOM BBICHIETO OOpa30BaHHUA IO
HanpasieHuto noarotosku 09.03.01 Mudopmarrka u BEIYUCIUTENbHAS TEXHUKA (OaKkaliaBpuar), yTBep-
XKIeHHBIN puKkazoM MunoopHayku Poccun ot 19.09.2017 Ne 929 (manee — ®I'OC BO);

- y4eOHBIM IUIaHOM (OYHOH W 3a04HOM GopM 00yueHus) 1Mo HampasieHuto nmoarotoBku 09.03.01
Nudopmarrka v BEIYUCIUTETbHAS TEXHUKA

PaGouas nmporpamMma AMCUMILTUHBI BKIIOYAET B ce0s OLIEHOYHbIE MaTEpUasbl AJsl IPOBEICHUS Te-
KYIIET0 KOHTPOJISI YCIIEBAEMOCTH U MPOMEKYTOUHOM arTecTanuu no aucuurinie (n.7 OueHouHble Ma-
Tepualibl (POH] OIEHOYHBIX CPEJICTB) JUISl TEKYIETO0 KOHTPOJIS YCIIEBAEMOCTH M ITPOMEKYTOUHOM aTTe-
CTaIum).

Astop: A.C. CuBupKuHa, K.I.H., JoueHT Kadenpsl «HbopmaTuka u nuHpopMaloHHbIe TEXHOIO-
run» Pszanckoro nnctutyta (punuana) MocKOBCKOTO MOJIUTEXHHYECKOTO YHUBEPCHUTETA.

[TporpamMmma onoOpena Ha 3acemanuu kKadenapbl «MHpopmarnka m MHOOPMAIMOHHBIE TEXHOJO-
rum»» (potokost Ne 11 ot 29.05.2025).



1. TlepeyeHb MJIAHHPYeMBIX pe3yJIbTATOB O0Y4YeHHMs MO JAMCUMILIMHE, COOTHECEHHBIX C
IUIAHMPYEMbIMH Pe3yJIbTATAMM 0CBOCHHUsI 00Pa30BaTeIbHON NMPOrpaMMbl

1.1. Illeab ocBOEHUS M CIUATNIIUHBI

Llenpro ocBOCHMS AUCIUIUIMHBI siBisieTcs (1):

- (popmupoBaHue y 00yyarolUXCsl YHUBEPCAIbHBIX KOMIIETCHIIUN, HANpPaBICHHBIX Ha Pa3BUTHE
CIIOCOOHOCTH OTPEEIIATh KPYT 3a7ad B paMKaxX MOCTABICHHOW IIeJIM U BRIOUPATH ONTUMAIBHBIE CIIOCO-
Obl UX pelleHus], UCXO0/A U3 JCHCTBYIOIIUX MPABOBBIX HOPM, UMEIOIIUXCSI PECYPCOB U OTpaHUYEHU I

- ¢opmupoBaHue y oOydaromuxcs / yriyojeHue ypoBHs OCBOeHHs oOydaronumucs (2) mpodec-
CHUOHAJIbHBIX KOMIIETCHIIH, HEOOXOIUMBIX pa3pa0dOTKH TPEOOBAHUN U MPOCKTUPOBAHUE MTPOTPAMMHOTO
obecrnieueHus

Obaacts npodec- | Tunsi 3aga4 npodec- 3apaun npogeccHOHATbHOM JesITeIbHOCTH
CHOHAJILHOII Jesl- CHOHAJILHOI Jesl-
TeJIbHOCTH (10 Pe- TEJbHOCTH
ectpy MuHTpyaa)
40 Ckso3Hbie 6udbvl NPOEeKMHbLL IIposedenue namenmuwvix ucciedosanutl ¢ ooacmu
npogheccuonanvbHoll ACYVIT
desimenbHOCMU

K ocHOBHBIM 3a/1a4amM M3Y4EeHHS AUCIUIUIMHBI OTHOCUTCS MOJATOTOBKA O0YYaOIIUXCS K BBIMOJ-
HEHUIO CJIEIYIOIUX TPYIOBBIX G YHKIIUN B COOTBETCTBHH C MPO(ecCHOHANBHBIMU cTaHAapTami (3).

HaumenoBanue npogeccuo- | Koa, HaumeHoBanue u ypo- | Kox u HauMeHoBaHue TPYI0BBIX
HaJabHBIX cTanaapToB (IIC) | Bens kBasmpukanun OTP, | GpyHknmii, Ha KOTOPbIE OPHEHTH-
HA KOTOpble OPHEHTHPOBA- POBaHa TUCUHMIJINHA
HA JUCHMILIHHA
40.057 C, Ilposedenue pabom no C/02.6, H3yuenue u npeocmasne-
Cneyuanucm no asmomamusu- | npoexkmuposanuio ACVIIL, 6 | Hue pykosodcmey omuemos o ne-
POBAHHBIM CUCIEMAM YnpaeJie- PeO0BOM HAYUOHALHOM U MeHCO)-
HUs1 NPOU3B00CMBOM HapoOHOM onvime paspadomxu u
sneopenus ACYII

1.2. IlepevyeHb MJIAHMPYEMBbIX Pe3yJIbTATOB 00y4eHHS MO JUCHHUIINHE

B pesynbpTare ocBOEHUS AMCUUIUIMHBI «3amuTa HHGopManun» y oOyuaronierocs GopMupyroTcs
yHHUBepcaiabHble KomnereHuuu YK-2 u npodeccronansusie komnerenuuu [1K-1. Conepxanue ykazaH-
HBIX KOMIIETEHIIMHA U MepeyeHb IUIaHUPYEMbIX pe3yJbTaToB OOyueHHs MO JAHHOM JUCLUIUIMHE Mpe.-
CTaBJIeHbI B Tabnuie 1.

Tabmumna 1 — [Inanupyemsie pe3ynbTaThl 00yUEHUS 110 TUCIUTUINHE

Kon Pe3yabTarsl ocBoenus OI1 IlepeyeHb MuIaHUPYEMBbIX Pe3yJbTATOB 00yYe-
KOMIIe- (coneprkaHue KOMIIETEHINH) HUA 10 IMCHMILJIMHE
TeHIUH
1 2 3
YHuBepcajbHbIe
VK-2. CnocobGen onpenensats Kpyr | YK-2.1. [Tonumaer 6a30Bble MPUHLHUIIBI TOCTA-
VK-2 3a71a4 B paMKaxX MOCTABJICHHOM LENU U | HOBKH 3aa4 U BBLIPAOOTKY pelleHuil

BBIOMPATh ONTHUMAJIBHBIE CIIOCOOBI UX
peleHus, UCXOIs U3 I[CP'ICTBYIOHIHX VK-2.2. BBI6I/IpaeT ONTUMAJIBHEIE CITOCOOBI pe-
MIPaBOBBLIX HOPM, UMEIOIIUXCI PECYp- mCHUA 3aaa4, UCXO0As U3 HeﬁCTByIOHlHX ImpaBo-
COB U OrpaHUYEHHUit BBIX HOPM, UMEIOLIIUXCS PECYPCOB U OTPAHUYECHU I




I1K-1

ITIK-1 Pa3pabotka TpeboBanuii u mpo- | [1K-1.1 AHanu3 BO3MOKHOCTEH peaau3aiuu Tpe-
€KTUPOBAHUE IPOTPaMMHOT0 oOecrie- | O0BaHUH K  KOMIBIOTEPHOMY IPOTPAMMHOMY
YCHUS 00ecreYeHHIo

[IK-1.2 Pa3paboTka TEXHHMYECKUX CIECIH(PUKAIIIMA
Ha MporpaMMHbIE KOMIIOHEHTBI U UX B3aUMOJCHi-
CTBHE

[IK-1.3 IlpoexkTupoBaHH€ KOMIBIOTEPHOTO MPO-
IPaMMHOTO o0ecreueHus

2 MecTO AMCHMILVIMHBI B CTPYKType o0pa3oBaTesbHON mporpammbl JlucuunianHa «3amura

nHpOpPMAIIMN» BXOIUT B COCTaB AUCHUIUIMH bioka, oopmupyeMoil yqacTHUKaMu 00pa3oBaTelbHBIX OT-
HOIIICHU 00pa3oBaTeIbHOW IporpaMmbl OakanaBpuaTta 1o HampasieHuto noarotoBku 09.03.01 Un-
(dbopmaTrKa U BEIMUCIUTEIbHAS TEXHUKA.

3.1 TpeOoBaHHsI K BXOJAHBIM 3HAHUSIM, YMEHHSIM U HABBIKAM 00Y4YAKOLIUXCS

HSy‘leHI/IC JUCHOUITIIMHBI 6a3preTc;I Ha 3HaHUAX, ITOJYUCHHBIX I10 I/IH(1)OpMaTI/IKe B paMKax IoJay-

YEeHMsI CPEIHEro 0011ero oOpa3oBaHusl.

MaMHu

J1st OCBOCHUS AUCHUIUIUHBI «3alUTa HUHPOPMALIUU» CTYACHT JI0JIKEH:
3HATh:

¢ (yHIameHTaIBHBIE OCHOBHI MIKOJIBHOTO Kypca HH)OPMATHKY;
yMeThb:

® IIPOBOJUTH BBIYHCIICHUA B )IBOI/IHHOﬁ CHUCTEMEC CUUCIICHUS,

® OCYHCCTBIIATH NCPEBOA YHCCIT MCKIAY HBOHqHOﬁ, HeCﬂTHqHOﬁ n HICCTH&)IHaTepH‘IHOﬁ CHUCTC-
CUHCIICHUS;

e peraTh 3a/a4M pu oMoy Gopmyn OyneBoil anredpsl;

® CTPOUTH NPOCTEHIINE OIOK-CXEMBI AITOPUTMOB;

BJIa/1eTh:

e paboTOM B TEKCTOBBIX pPEAAKTOPAX;

e paboToil B peakTOpax MEKTPOHHBIX TAOJHII;

e paboToii B rpadpuyecKux peaaKkTopax;

® METO0JIaMH aJrOPUTMH3ALIHH.

3.2 B3aumocBs3b ¢ APYTUMH JMCUHIIHHAMH

B3aumocBsI3p 1aHHON TUCHUIUIMHBI C APYTUMHU JUCHUIUIMHAMU 00pa3oBaTeNIbHON MporpamMMbl

npeaAcTaBJICHA B Ta6J'II/II_[e 2.

Tabmuia 2 — CTpyKTypHO-JI0THYeCcKas cxeMa (hOpMUPOBAHUS KOMITCTCHITHIA

Kommne- | IIpexmecrByromme Jdannas IHocaenyrommue
TeHLUA AMCHMILINHBI AMCUMILINHA AMCUMILINHBI
ABTOMaTH3UpPOBaHHbBIE HH(OPMAIIMOHHO-
VK-2, BBenenue B nn- VIIPABJISIONIAE CUCTEMBI
I1K-1 (dbopmalvoHHbIE 3amuTa uH- IIpoekTpoBaHuEe aBTOMaTU3UPOBAHHBIX CH-
TEXHOJIOTHHU (opmaruu CTEM
IIporpammupoBanue MareMaTnueckre OCHOBBI TEOPUU CUCTEM
Y OCHOBBI aJITOPUT-
MHU3a1UU
OnepanoHHbIE CH-
CTEMBI
TexHonorus npo-




rpaMMHUPOBAHUS

3. CTpyKTypa M coiep:KaHHe TMCIHUIIIHHbI

OO6mast TpyI0EMKOCTh JUCIUIUIMHBI «3aIuTa HHQOpMaIMu» COCTaBIsSET 3 3a4ETHBIC €IMHHIIBI,

108 akameMHU4YECKUX 4acoB.

Tabmuma 3 — OO0beM IUCHMIUIMHBI «3amuTa WHPOPMALUMU» B aKaAeMUYeCKHX dYacax (s od-

HOI/3204HOM (opM 00yUeHU)

Buna yueOHoii padoThl

Bcero uyacos

JJISL OYHOM Jlas1 3a04HOM
(¢hopmbl (¢hopmbl
KonTakTHass paGora o0y4awuuxcs ¢ npenojgaBate- 32 12
JeM
AynuTopHasi padora (Bcero) 32 12

B TOM YHCIJIE:

Jlexum 16 6

CemuHapbl, IPAKTUYCCKUC 3aHATHUS 16 6

JlabopaTopHbie paboThI

Bueaynutopnas padora (Bcero)

B TOM YHCIIE:

I'pynmoBasi KOHCYJIbTAIUS
CamocrosiTeibHas padoTa o0y4yammxcsi (Bcero) 76 87
B TOM YHCIIE

KypcoBoe npoexkTupoBanue

Pacuetno-rpaduueckue paboTsl

Pedepar

Jlpyrue BHIBI 3aHATUH (n0020mosKa K 3aHAmMU- 76 87
AM, domMawHsa paboma, no020moeKa K KOHMPOIbHOU pa-
bome, paboma ¢ aumepamypoii)
Bujx npome:xyTo4HOI aTTecTAMU ) 9
(3 - sauem, D - sxzamen, 30 — 3auem ¢ oyenxor)
OO0mas TPy10eMKOCTh THCIIHILTHHBI, YaC 108 108
OO0uiasi TPy10€eMKOCTb M CUMILIUHBI, 3.€. 3 3

3.1. Conep:kanne JMCHHUILIHHBI, CTPYKTYPHPOBAHHOE MO TeMaMm, 1isi cryaenTros OUHOM

®OPMbI OBYYEHUA

Pacnipenenenue pa3aenoB AMCUUILINHBI «3aluTa HHGOPMALUN» [0 BUAAM YUeOHBIX 3aHATHH U UX
TPYAOEMKOCTh yKa3aHbl B Tabmuie 4 11 ouHON (opMBbl 0O0yUEHHUS.

Tabmuua 4 — Pa3gensl QUCHUIUIMHBL «3auTa HHPOPMALMU» U UX TPYAOEMKOCTh MO BHJAM Y4eOHBIX

3aHATUN (17151 04HOM (HOPMBI 00yUEHUS)

Ne Pa3zgea nucuMnanHbI
n/n

0o0-
mas

Buabl y4eOHbIX 3aHATHI, BKJIIOYAS
CaMOCTOSITEIbHYIO Pa0oTy 00y4arommuxcs,
U TPYA0EMKOCTh

(B yacax)
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1 2 3 4 5 6 7 8 9
BocbsMoii cemecTp
1 OcHOBHbBIE IOHSITHS U OTIPe- 26 4 4 18
JAeJICHMS. [IpakTrnueckue
1.1 | UcrouyHuku, pucku 1 HOpMbI 12 2 2 8 3aaHus, TCCT
aTaK Ha MHQOpMAIIHIO
1.2 | IlonuTHKa U cCTaHIApPTHI O€3- 14 2 2 10
OIMACHOCTH
2 Kpunrorpaguueckue Moaesan. 28 4 4 20
2.1 | Anroputmsl mudpoBaHus. A- 14 2 2 10 | [Ipaktuueckue
TOPUTMBI ayTEHTU(UKAIUN 3a/laHus, TecT
II0JIb30BATEIEH.
2.2 | Mouenu 0e30MacHOCTA OCHOB- 14 2 2 10
HBIX ONEPAITMOHHBIX CUCTEM.
3 AJIMMHHCTPHPOBAHHUE CceTeil 26 4 4 18
3.1 | 3ammTa nHGOpPMAIIMH B CETSIX. 12 2 2 8 [IpakTrueckue
3.2 | MHoroypoBHeBas 3aluTa Kop- 16 2 4 10 | 3apmaHus, TecT
MOPATUBHBIX CETEH
4 TpeGoBanus k cucremam 3a- 28 4 4 20
M THI HHGOpMALUH [IpakTuueckue
4.1 | Hanpasnenus pa3Butus cpeacts | 14 2 2 10 | 3apmaHus, TecT
0€30MaCHOCTH MPEATNPUSITHSL.
4.2 | IlpaBOBbIE MTOCTIEICTBUS HE- 14 2 2 10
CaHKIIMOHHPOBAHHOTO JIOCTYTA K
uHdopManuu
dopma aTTecTallNU 3
Bcero yacoB no AucHuInJInHe 108 16 16 76

Tabmuua 5 — Pa3nensl qUCHUIUIMHBL «3amuTa MHGOPMALUN» U UX TPYLOEMKOCTh MO BUIAM Yy4eOHBIX
3aHATUN (17151 3204HOM PopMBI 00yUEHNs)

Bunabl y4eOHbIX 3aHATHI, BKJIIOYAS
Ne | Paspen nMCHMIIIMHBI . CaMOCTOSITEIbHYIO pa0oTy 00y4aromuxcs,
n/n 5 U TPYA0EMKOCTh =
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1 2 3 4 5 6 7 8 9
BocbMoii cemecTp
1 OcHOBHbBIC IOHATHS H OIIpe- 25 1 4 20
AeJIeHMs. [IpakTueckue
1.1 | Ucrtounukwu, pucku u HOpMbI 1251 0,5 2 10 | 3agaHus, TECT
aTak Ha MHQOPMAIIHIO
1.2 | [lonuTuka u cTaHgapTh O€3- 125 | 05 2 10
OIMACHOCTH
2 Kpunrorpaguyeckue Moaesan. 25 1 4 20




2.1 | Anroputmsl mudpoBaHus. A- 125 0,5 2 10 | [IpakTuueckue
TOPUTMBI ayTeHTU(UKALIUN 3a/laHus, TeCT
TI0JIb30BATEIICH.

2.2 | Monenu 6e30macHOCTH OCHOB- 125 0,5 2 10
HBIX OMEPAIIMOHHBIX CUCTEM.

3 AJIMHUHHCTPHPOBAaHHE ceTel 35 2 6 26

3.1 | 3ammTa nHGOpMAIIMH B CETSIX. 13 1 2 10 | [Ipaktuueckue

3.2 | MHoroypoBHeBas 3aluTa Kop- 22 1 4 17 | 3apaHus, TecT
MOPAaTUBHBIX CETEH

4 TpebdoBanus Kk cucremMam 3a- 36 2 4 30
IUTHI HHpOPMALNH [TpakTHueckue

4.1 | HampaBnenwust pa3BuTus cpeacts | 21 1 2 18 | 3apmaHus, TecT
0€30MaCHOCTH NMPEATPUSITHSL.

4.2 | IIpaBoBbIE TIOCTIEICTBUS HE- 15 1 2 12
CaHKIIMOHUPOBAHHOTO JOCTYTA K
nHhopManuu
®dopma aTTecTallUN 9
Bcero 4acoB mo JucHuIInHe 108 6 6 96

3.2 Conep:xkaHue AMCHUILIMHBI «3ammTa MHPOpManun», CTPYKTYPUPOBAHHOE MO pa3iesaM
(Temam)
ConeprxaHue JEKIIMOHHBIX 3aHATHH IPUBEICHO B TAOIHUIE 5.
Tabnuna 5 — ConepkaHue JICKIIMOHHBIX 3aHITHI
Ne i/l HaumenoBaHnue pa3jaesia Conep:xanue pazaea (TeMbl)
(TeMBbI) THCIHTIJTHHBI AUCIHUTIIUHBI
1 2 3
1 OCHOBHbBIE MIOHATHS U OTIPeIeIeHHSs.

11 VICTOYHUKH, PUCKH 1 (Op- Teopus 3aumtel nHpopManuu. OCHOBHbIE HAIIPABICHHUS.

MBI aTak Ha MHPOPMAIIIO | OGecrieuenne MHBOPMALMOHHON GE30MACHOCTH H HAIPABJIe-
HUs 320U Thl. KOMIUIEKCHOCTE  (T1e/1eBasi, WHCTPYMEHTAJb-
Hasl, CTPYKTypHas, (QyHKIMOHaIbHAas, BpeMeHHas). Tpebo-
BaHUs K CUCTEMeE 3aIlUThl HHpOopMarmu. YTpo3sl HHpOpMa-
uu. Bunbr yrpo3. OCHOBHBIEC HapyIIEHUs. XapaKTep MPOUC-
XO0XKJIeHus yrpo3. Mcrounuku yrpo3s. Ilpennoceuiky nosisie-
HUS yTPO3.

1.2 ITonutHka ¥ cTaHAAPTHI Cucrema 3amutsl nHGopmaruu. Kiaccel kaHATOB HECAHKITHO-

OesomacHOCTH HUPOBAHHOTO MOJTydeHus nHGopManuu. [[puUnHbl HAPYIIEHHS]
[ETOCTHOCTH MH(popManuu. MeToIbl U MOJENN OIEHKU Y3
BUMOCTH HH(popmaruu. OOmas MoAens BO3JIEHCTBUS Ha WH-
dbopmarmro. OOmass Mojaenb Tpoliecca HapylieHUus (Gu3nde
CKOM 11€JIOCTHOCTH UH(OpMAaINH
2 Kpunrorpadguyeckne moaesu.

2.1 Ausroputmbl indpoBanus. | IMonstue kpuntorpaduu. OcHOBHBIE BUABI HppoB. 06006-
AJrOpUTMBI ayTeHIH‘bHKa' IIEHHAS CXEMa KPUIITOCUCTEMBL. [IOHATHSA CHMMETPHYHOM 1
Rt ACUMMETPUIHON KpUNTOCHCTEMBI. OCHOBHBIE aJITOPUTMBI

kpunTorpaduueckux npeodpazoBaHuii. OCHOBHBIE METO/IBI
KpUnTOrpaduueckoi 3ammThl HHPOPMAITMH B KOMITBIOTEPHBIX
cuctemax u cetsax. Kinaccuduxkamus cpeacts kpunrorpadpude-
cKo#f 3amuThl nHGopMaru. OCHOBHBIE IOCTOMHCTBA M HEIO-
CTAaTKM aIropuT™Ma MuGpoBaHus JaHHBIX ¢ momorbio DES.
2.2 Mopuenu 6e30macHOCTH OC- | [TepeurcIuTe OCHOBHBIE PEXKUMBI paboTh! anroput™a DES.

HOBHBIX OIICPALMOHHBIX CHU-
CTEM.

Kak oOecnieunBaeTcsi KpUITOCTOMKOCTh ACHMMETPUYHBIX
kpurnrocucteM? OCHOBHOE Ha3HAUEHUE XeNI-PYHKITUN U OC-
HOBHbIE TPUHIUIBI e (hopMupoBaHus. OTIUUUTEIBHBIE 0CO-
O0eHHOCTH oTedecTBeHHOro cTanaapra xemr-gynakiuu ('OCT




P 34.11-94) ot anropurmoB xemuposanust MDS u SHA. Oc-
HOBHBIC QJITOPUTMBI AIEKTPOHHOU ITU(POBOI MOIIUCH H UX
MpUHLIMIHATIBHBIE OTIN4Ks. COBpEeMEHHbIE MPUIIOKEHUS
kpunrorpaduu. Ilpumepsl. Tunnvnbie aTaky Ha ONEPALUOH-
HYyI0 cucteMy. [oHATHE 3alUIIIeHHON ONepallMOHHON CUCTe-
MBbI. ATIIapaTHOE 00eCTIeueHUE CPEICTB 3AMIUTHI OTICPAIlUOH-
Hoit cuctemsl. [Ipobrembr 6e3omacHocTr IP-cereii. Hanboinee
pacnpocTpaHEHHbIE BApHAHThI aTaK HA KOMIIBIOTEPHYIO CH-
creMy Ha ocHOBe nipotokojia TCP/IP. Criucok ¢yHKIIMOHAIb-
HBIX J€(QEKTOB C TOUKH 3pEHUS 3alIUTHI B UCIIOIH3yEeMOMN

onepanronHoi cucreme (OC). Dnementsl 6e3omacHocT OC
Windows 2000/XP/Vista.

AJMMHUCTPHPOBaHUE ceTeil

3.1

3amuTa nHPOpPMAIUH B Ce-
TAX.

OCHOBHBIE IPAKTUYECKHUE BOIIPOCHI 3aIIUTHI HH(OPMAIIHH.
[IporpamMMHBIe CpeICTBa 3aIIUTHI M YHUYTOXEHUS HHPOpMa-
ouu. OcHOBHBIE IMPUHIMUIIBI TIOCTPOCHUA TOACUCTCMbBI MH-
dbopManroHHOI 6€30MmacHOCTH. DTanbl HOCTPOCHUS TOJICH-
cTeMbl HH(OPMAITMOHHON 0€30IaCHOCTH.

3.2

MHoroypoBHeBas 3amura
KOPIIOPAaTHUBHBIX CETEN

OO6mue npuHIHIBI 0OecreueHuss THPOPMAITMOHHOH Oe3-
onacHocTH. CpezcTBa obecreyeHus: KOHPUACHIUATbHOCTH
naHHbIx. CpencTBa uIeHTU(DUKALIUY U ayTeHTH(PUKAIUU
nosib3oBareneil. [IpuBennre ocHOBHBIE CXeMbI HIEHTU(DUKA-
MU ¥ ayTeHTU(PHUKAIUH 10Ib30BaTens. Jloctonncrea 6uo-
METPHUUYECKUX CIIOCOOOB MICHTU(UKANN U ayTCHTHU(PUKAITUN
[0 CPaBHEHUIO C TpaAUIIMOHHBIMU. CpesicTBa ayTeHTU(hUKa-
ITUU JICKTPOHHBIX JaHHBIX. [IpaBOBBIE MOCIEICTBUS HECAaHK-
[IMOHUPOBAHHOTO CheMa U UCTIONb30BaHUs KOHPUACHIIUATb-
Ho#t nHpopmaru. OCOOEHHOCTH TPUMEHEHU ST TEXHUIECKUX
CPEICTB YHUUYTOXKEHUS MHPOPMAIIUN HA MATHUTHBIX U OITH-
YECKUX HOCUTEJISIX.

TpeGoBanns K cucTeMam 3aIMThl HHPOPMALHMHT

4.1

Hanpasnenus pazsutus
CpencTB 6€30MacCHOCTH
TPEIIPUSTHSL.

HpI/IBeI[I/ITe KHaCCHq)HKaHI/IIO CHUCTEM 3alllUThI IPOTPAMMHOI'O
obecrnieueHns. CpaBHUTE OCHOBHBIE TEXHUYECKUE METOIBI U
Cpe/ICTBa 3alUThI IPOTPaMMHOT0 obecrieuenust. OTIUYus Ch-
CTEM 3aIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA OT CUCTEM
3alUThl OT HECAHKLMOHUPOBAHHOTO KonupoBaHus. Onpene-
JIEHUE TOHATUHN «IIPOTOKOJIMPOBAHUE» U «ayIHUT». 3aauH,
pCaIN3yEMBIC IPOTOKOJIHUPOBAHUEM U AyAUTOM U UX XapaKTE-
PUCTUKH

4.2

IIpaBoBBIE OCIENCTBUSA HE-
CaHKLIMOHMPOBAHHOTO J10-
CTymna K uHhopManuu

[lepeuncnure ¢pyHkuu u komnoHeHTsl ceth VPN. Knaccu-
¢ummpyiite VPN mno cnoco0y TeXHHYECKOH peanu3anuu u
apXUTEKType TeXHUYecKoro pemieHus. KakoBbl crocoObl 3a-
MIUTHl UHGOPMAIMK TIPU MEXCceTeBOM B3aumojeiicteun? Ka-
KM€ KpunTorpaduyeckue MpoTOKOJbI UCIOJIb3YIOTCS s 3a-
IIUTHI TEXHOJIOTUU «KJIUEHT-CEpBEP»?

Tabnuna 6 — CopepikaHue NPAKTUYECKUX 3aHATHH

Ne i/

HaumenoBanue pa3jaeia
(TeMbl) TUCHUTLIHHBI

Conep:xanue pa3jesa IMCUUILTTHHbBI

2

3

OcHOBHbBIE IOHATHS U onpeacjicHus.

1.1

WcTounuku, pucku u ¢hop-

| TpeboBanus k cucTeme 3amuTh HHGOPMALMK. YTPO3bI HH-




MBI aTaK Ha HH(pOPMALIUIO dbopmaruu. Buasl yrpo3. OcHOBHbIE HapyleHus. XapakTep
MPOUCXOXKACHUA yrpo3. Mctounuku yrpo3. [Ipeanoceuiku mo-
SIBJICHUS yTPO3.

1.2 [TonuTHKa U cTaHAAapTHI MeToapl M1 MOICTTH OLEHKH ysI3BUMOCTH MH(popmarnuu. OOras

besomacHoCTH Mozenb Bo3aeicTBus Ha uH(opManuo. O0mas MOIEIb Mpo-
1ecca HapymeHus: GU3NUECKON IEIOCTHOCTH HH(OpMAIUH
2 Kpunrorpaguyeckue Moaesu.
2.1 AnropuTM™bI MH(POBAHMS. OcHoBHuble Bubl mudpoB. O000IIIEHHAas cXeMa KPUITOCHU-

ANTOpUTMBI ayTeHTH(HKA-

. cteMbl. OCHOBHBIE QJITOPUTMBI KpUITOTpaprUECKUX Ipeoo-
MM TI0JIb30BaTeIeH.

pa3oBaHuil. OCHOBHBIE METO/IbI KPUIITOTpapUUECKON 3alTUTHI
MH(OPMALIUU B KOMITBIOTEPHBIX CUCTEMAaX M CETSIX. .
2.2 Mopenu 6e30macHOCTH OC- | OcHOBHBIE peXKUMBI paboTh anroputma DES. OcHoBHOE
HOBHBIX OICPAIMOHHBIX CH- | yazyayenune xeru-QyHKIUHA U OCHOBHBIE IIPUHIHUIILL €€ (Hop-
CTEM. MupoBaHus. OTINYUTENbHBIE 0COOCHHOCTH OT€YECTBEHHOTO
cranaapta xenr-pyakiuu (IOCT P 34.11-94) ot anroputMoB
xemupoBanust MDS u SHA. OcHOBHBIE alrOpUTMBI 3J1€K-
TPOHHOH IU(POBOI MOATTMCH U UX TPUHIUITAATBHBIE OTIIH-
yusi. CoBpeMeHHbIe TpuiiokeHus: kpuntorpaduu. [Ipumeps.
[TpoGiemsr 6e3onacHocTu [P-cereii. Hanbouee pacmnpocrpa-
HEHHbIC BAPHAHTHI aTaK HA KOMITBIOTEPHYIO CUCTEMY Ha OC-
HoBe npoTtokona TCP/IP.

3 AJIMHHUCTPHPOBAHHE CeTeM
3.1 3ammTa nHopMaluK B ce- | . [IporpaMMHbIE CpPeICTBA 3AIMThl U YHHUTOKEHHS HUHPOP-
TIX. Manuu. OCHOBHBIE TIPUHIMIIBI TIOCTPOEHHUS MOICUCTEMBI HH-
dbopMarmoHHOM 6€30MaCHOCTU. DTabl TOCTPOCHUS MO/ICU-
cTeMbl HUHOPMAIMOHHON 0€30M1aCHOCTH.
3.2 MHoroypoBHeBas 3aluTa CpenctBa uAeHTHU(PUKAIIUN U ayTeHTU(DUKAIIH [T0JIb30BaTe-
KOPHOPAaTUBHBIX CCTCH neit. [IpuBeauTe OCHOBHEIE CXEMBI UICHTH(OHKAILINY U ayTEH-
TU(UKAUK ToJb30BaTesst. CpencTBa ayTeHTU(UKALIMH JJIEK-
TPOHHBIX JaHHBIX. OCOOEHHOCTH MPUMEHEHHS TEXHUIECKUX
CPEICTB YHUUYTOXKEHUSI HHPOPMALIMU Ha MAarHUTHBIX U ONTH-
YECKUX HOCUTEIISIX.

4 TpeGoBannus K cucTreMam 3aIMThl HHPOPMALHMHT
4.1 Hamnpasienus passutust CpaBHUTE OCHOBHBIE TEXHUYECKUE METOIbI U CPEJICTBA 3alllU-
CPeIICTB Be30macHOCTH THI IPOrPAMMHOT0 obecniederust. OmnpeieneHne NOHITHI
TPCATPHATHA. «IIPOTOKOJINPOBAHUE» U «ayIUT». 3ajaul, peaJnu3yemMble Ipo-
TOKOJIMPOBAHUEM M ayJTUTOM M UX XapaKTEePUCTHKH
4.2 IIpaBoBbie mocencTBus He- | Knaccupumupyiite VPN 1o cnoco6y TeXHHYECKOH peanu3a-
CaHKIMOHUPOBAHHOTO 10~ | 1y 1 apXuTEKType TEXHUYECKOTO pemieHus. KakoBbl crnoco-
cTYna K HHpopManuu Obl 3amuThl MHGPOpPMAIMU MPH MEXKCETEBOM B3aUMO/EH-
crBun? Kakue kpunrorpaduueckie IpoTOKOJIbI UCTIOIb3YIOT-
Csl ISl 32U THl TEXHOJIOTUN «KJIMEHT-CepBep»?

4. MeToauvecKue YKa3aHu sl 00y4aIIMXCH 110 0CBOCHUIO TUCUMUIIMHBI

4.1. O0mue MeToAMYECKHE PEKOMEHIAlUM 110 OCBOCHHUIO AUCHUILIMHbI, 00pa3oBaTe/bHbIE
TEXHOJIOTHH

JlucuumiuuHa peanu3yeTcsi MOCPEACTBOM IPOBEACHUS KOHTAKTHOM paboThl ¢ OO0ydYaroUUMUCS
(BKJTIOUAs MPOBEJCHHUE TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH ), CAMOCTOSITENIbHON pabOThl 00y4aromuxcs u
MPOMEKYTOUHOM aTTECTALINH.

KonraktHas pabota MOKeT OBITh ayIWTOPHON, BHEAYIUTOPHOM, a TakkKe MPOBOIUTHCS B DIIEK-
TpOHHOU MH(GOPMAITMOHHO-00pa3oBaTeNbHOU cpene nuetutyTa (nanee - DMOC). B ciayuae npoBeneHus
YacTH KOHTaKTHOU paboTsl no auctumuinHe B OMOC (B COOTBETCTBHM C paclHCaHUEM YYeOHBIX 3aHs-
THH), TPYJOEMKOCTh KOHTaKTHOU pabota B DMIOC skBUBalIeHTHA ayIUTOPHOU padoTe.



ITpu mpoBeneHuN y4eOHBIX 3aHATUH MO AUCHUILUIMHE 00€CIICUNBACTCS pa3BUTHE Y 00YJatOIUXCs
HaBBIKOB KOMAaHIHON paboThl, MEXIMYHOCTHOH KOMMYHUKALIMU, TPUHATHS PEIICHUN, JTUAEPCKUX Ka-
4ecTB (BKJIIOYAs MPOBEIECHNE WHTEPAKTUBHBIX JICKIUH, IPYNIIOBBIX JUCKYCCHH, POJNIEBBIX UTP, TPEHUH-
rOB, aHAJINW3 CUTYyallud ¥ MMHUTALMOHHBIX MOJIENEH, MperojaBaHie AMCUUIUIMHBI B (hopMe Kypca, co-
CTAaBJICHHOTO Ha OCHOBE PE3YyJIbTATOB HAYYHBIX UCCIEIOBAHUN, IPOBOJUMBIX HHCTUTYTOM, B TOM YHUCJIE
C YYETOM PETMOHAIBHBIX OCOOCHHOCTEN NMPO()EeCCHOHAIBHON IEATEIILHOCTH BBITYCKHUKOB U MOTPEOHO-
cTelt paboTomareneit).

[IpenoiaBanye NUCIUILIMHBI BEJETCS ¢ MPUMEHEHUEM CIIEAYIOIINX BUAOB 00pa30BaTENbHBIX TEX-
HOJIOTHH:

- 9IeKMpOHHOE 0OYUeHue,

- npobemuoe odbyuenue,

- pazbop KOHKpemHuIX CUmyayuii;

PesynbTaT 00yuenus cunraercsi cpopMupOBaHHBIM (IOBBLIICHHBIN YPOBEHBb), €CIIU TEOpE-
TUYECKOE COJIEpXKaHUE Kypca OCBOEHO MOJHOCTBIO; IIPU YCTHBIX COOECEJOBAHUAX CTYAEHT MCUEpIIbIBa-
IOlIe, TIOCIIEJOBATEIBHO, YETKO M JIOTHYECKH CTPOMHO M3i1araeT y4eOHbI MaTepuall; CBOOOTHO CIpaB-
JseTcs C 3aJavyaMH, BONPOCAMHM U JPYTMMHU BHJAMH 3aJlaHHi, TpeOyroIUX NPUMEHEHUs 3HaHWH, HcC-
I0JIb3YET B OTBETE JONOJHUTENbHBIN MaTepua; BCe IPeIyCMOTPEHHbIE paboueil yueOHOI porpaMMoit
3aJJaHMs BBIIIOJIHEHBI B COOTBETCTBUU C YCTAHOBJIEHHBIMU TPEOOBAaHUSMM, CTYJEHT CIIOCOOEH aHAJIU3U-
pOBaTh MOJIYYEHHBIE PE3YJIbTATHI; IPOSIBISAET CAMOCTOSTEIIBHOCTD IIPH BBIIOJHEHUH 3aIaHUM, YTO COOT-
BETCTBYET MOBBIIIEHHOMY YPOBHIO C(QOPMUPOBAHHOCTH PE3yJIbTATOB O0YUEHUSI.

PesyabraT 00yueHus cunraercsi c)OpMHPOBAHHBIM (IIOPOTOBBIl YPOBEeHb), €CIIM TEOpETHYE-
CKO€ COJIepKaHKe Kypca OCBOEHO MOJHOCTBIO; IIPU YCTHBIX COOECEJOBAHUAX CTYIEHT IOCIEI0BATENbHO,
YEeTKO U JIOTMYECKH CTPOMHO M3JaraeT y4eOHbIil MaTepuall; ClipaBiseTcs ¢ 3aJadyaMU, BOIPOCaMH U JIpy-
IMMU BUJAMU 33/1aHUl, TpeOyIOIMX NMPUMEHEHUs 3HaHUM; Bce IpelycMOTpeHHble paboueil yueOHOM
IIPOrpaMMOil 3aJJaHUs! BBIIIOJIHEHBI B COOTBETCTBUM C YCTAaHOBJIEHHBIMU TPEOOBAHUSIMU, CTY/IEHT CIIOCO-
O€H aHaJTM3UPOBaTh MOJyYEHHbIE PE3YIbTATHI;, MPOSBISAET CAMOCTOATENIBHOCTD MIPU BBINOJIHEHUH 33]a-
HUH, YTO COOTBETCTBYET [TIOPOrOBOMY YPOBHIO COPMUPOBAHHOCTH PE3YIbTATOB O0YyUEHUSI.

PesynabraT 00y4eHusi cuuraercss Hec(pOpMHUPOBAHHBIM, €CIIU CTYIEHT NPU BHIIIOJHEHUM 3a/1a-
HUN HE JEMOHCTPUpPYET 3HAHWN yueOHOro Marepualia, AOMYCKaeT OUIMOKH, HEYBEPEHHO, C OONbIINMU
3aTPy/HEHUSIMH BBITIOJIHSAET 33JJaHUs, HE IEMOHCTPUPYET HEOOXOAUMBIX YMEHUH, KaueCTBO BBITIOJIHEH-
HBIX 3aJJaHUl HE COOTBETCTBYET YCTAHOBJIEHHBIM TPEOOBAHUSAM, YTO COOTBETCTBYET JIOINOPOTOBOMY
YPOBHIO.

4.2. MeToauyeckue yKa3aHHs 1JIsl 00y4aIOLIUXCS 110 OCBOCHMIO AUCHMIIIMHBI HA 3aHATHAX
JIEKIIHOHHOI'0 THUIIA

JIexuMOHHBIN KypC MPEANoaracT CUCTEMaTU3UPOBAHHOE WU3JI0’KEHHE OCHOBHBIX BOIIPOCOB Te-
MaTHYECKOro IMjiaHa. B Xo/ie TeKIIMOHHBIX 3aHITUH pacKpbIBAIOTCS 0a30BbIE BOMPOCH B paMKax KaXKIOu
TeMbl TUCIMITIMHBL. O003HAYaOTCS KIII0UEBbIE aCIEKThl TEM, a TAKXKe JIeNal0TCs aKIEHThl Ha Hauboee
CJIOXKHBIE M BaXKHBIE ITOJOKEHHSI M3y4aeMOoro Marepuaia. Marepuansl JEKIUNA SBISIOTCS ONMOPHOW OC-
HOBOH JUI OATOTOBKM OOYUAIOIIMXCS K MPAKTUUECKUM 3aHATUSAM / TaOOpaTOPHBIM paboTaM U BBIOJ-
HEHUS 3aJaHUi CaMOCTOSITENIbHON paboThl, @ TAKKe K MEPONPUITUSIM TEKYIIEro KOHTPOJISI yCIIeBaeMo-
CTH ¥ IIPOMEKYTOYHOM aTTECTALUU 110 JUCLUIIIINHE.

B xone JeKIMOHHBIX 3aHATUN PEKOMEHIYeTCS BECTH KOHCIIEKTHpPOBaHHE yueOHOro MaTepuaia.

Bo03MO0KHO BeileHHE KOHCIIEKTA JIEKIIUN B BUJI€ UHTEJUIEKT-KApT.

4.4. Metoauyeckue yKa3zaHus 1Jisi 00y4arUIMXCH M0 OCBOCHUIO JUCHMIIMHBI HA 3aHATHAX

CEeMHHAPCKOT0 THIA

[IpakTnueckue (CeMHHApPCKUE) 3aHATHS MPEACTABISIOT COOOM AeTaTu3allio JIEKIIHOHHOTO Teope-
TUYECKOTO MaTepHaia, MPOBOISATCS B IEJSIX 3aKPETUICHHS Kypca U OXBaTHIBAIOT BCE OCHOBHBIC Pa3/Ieibl.
OcHoBHO# (popMoii MpoBEaCHHUS CEMUHAPOB M MPAKTUYECKUX 3aHATHI SIBIISIETCS 00CYXIeHHEe Hanboee
MPOOJIEMHBIX U CIIOKHBIX BOIIPOCOB IO OTMEIBHBIM TEMaM, a TaKkKe PelIeHre 3a7ad U pa30op MpruMepoB
U CUTYyalui B ayIUTOPHBIX YCIOBUSAX.

[IpakTrueckue (ceMHUHAPCKUE) 3aHATHS 00yUYAIOMIUXCS 00ECTICUNBAOT:

- IPOBEPKY U YTOYHEHUE 3HAHUM, [TOJTy4YCHHBIX Ha JICKLUAX;
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- MOJTyYE€HUE YMEHUW U HAaBBIKOB COCTABJICHUS JOKJIAJA0B M COOOIIEHU, 00CYKACHHUS BOITPOCOB IO
y4eOHOMY MaTepUaTy JUCIUTLINHBL;

- MIOJIBE/ICHUE UTOTOB 3aHATUNA MO PEUTUHTOBOM CUCTEME, COTVIACHO TEXHOJIOTHUYECKON KapTe JHC-
LIUIUIMHEL.

4.5. Meroan4yeckue yKa3aHus M0 CAMOCTOSITeIbHOM padoTe 00y4aromuxcs

CamocrosTenbHast paboTa obecreunBaeT NOJArOTOBKY 00Yy4aroIerocs K ayJMTOPHBIM 3aHATUSAM U
MEPONPUSITHAM TEKYILIETO KOHTPOJS U MPOMEKYTOUHOM aTTECTAI[MU MO U3ydaeMou aucuuruinHe. Pe-
3yNbTaThl 3TON MOATOTOBKH MPOSBISIOTCS B aKTUBHOCTH O0YYaIOIIErocsl Ha 3aHATHSIX U B KAUECTBE BbI-
MOJIHEHHBIX MPAKTUYECKUX 3aJaHUN U APYTUX (POPM TEKYIIero KOHTPOJIS.

[Tpu BEIMOTHEHWH 33aJaHUM TSI CAMOCTOSITENILHON paboThl peKOMEHAYeTCsl MpopaboTKa MaTepua-
JIOB JIEKLIMM 1O Ka)KJ0M IPOWJIEHHON TeMeE, a TAKKE N3yUYEHUE PEKOMEH1yEMOM JIUTEPATYPbI, IPEACTaB-
neHHoH B Pasznene 5.

B nporecce camoctosTenbHON pabOThl MPU U3YYEHUU AUCLHUILIMHBI CTYIEHThl MOTYT HCIOJIB30-
BaTh B CHEIUATM3UPOBAHHBIX AYAUTOPHIX JUISI CAMOCTOSATEIBHON PabOThl KOMIBIOTEPHI, OOCCIIeunBa-
IOIEMY JOCTYI K MPOrpaMMHOMY 0O€CTIeYeHHI0, HEOOXOIMMOMY ISl U3YUYEHHS TUCHUUIUIMHBI, & TaKXKe
JOCTYI Yepe3 WH(HOPMAMOHHO-TEIICKOMMYHHUKAITMOHHYIO ceTh «MHTepHET» K 3JIEKTPOHHON mH(pOpMa-
IMOHHO-00pa3oBarensHON cpeae uHcTutyTa (QUOC) n snekrponHon Oubnuoteunoit cucreme (ObC),
IJIe B 3JICKTPOHHOM BHJIE PACIIONaraloTcs y4eOHbIC M YIeOHO-METOMYECKUE MaTepUAIbl, KOTOPHIC MO-
T'YT OBITh HUCIOJIB30BAHBI AJI1 CAMOCTOSTENILHOM pabOThI MPU U3yYEHUH TUCHUTUIMHBI.

s oOydJaromuxcs 1mo 3a09HOi GopmMe 00yUICHHsI caMOCTOsATENbHAST paboTa SBISICTCS OCHOBHBIM
BUJIOM Y4€OHOM NESTEIbHOCTH.

5. YueOHo-MeTOAMYeCKOe U MH(OPMAITMOHHOE O0ecTevyeHre JUCTMIITTHHBI

5.1. TlepeyeHb OCHOBHOH W JONOJHHUTENbHOH y4eOHOH JIMTEepaTypbl, HEOOXOAMMOH IJIsi
OCBOEHHS TUCHUTINHBI

Bes nureparypa, BKIItOUEHHas B JaHHBIN EpEYEHb, IIPEJICTABICHA B BUJIE DJIEKTPOHHBIX PECyp-
COB B dJeKTpoHHOUM Oubnmoreke mHcTHTyTa (DBC). JluTeparypa, ucrnoib3yemas B IE€YaTHOM BUJIE,
IpeJCTaBlIeHa B HAyYHOH OMOiIMOTeKe yHuBepcuTeTa B 00bemMe He MeHee 0,25 3K3eMIUISIpOB Ha OTHOTO
oOydarormierocs.

OcHoOBHas JIUTEpaTypa

1. Hlanbrun, B. @. 3amuTta koMneoTepHOi nHGOpManuu. DPPeKTUBHbIE METO/IBI U Cpel-
ctBa [Tekcr]: yuebHoe mocobue ais crya. By3oB / B. @. lllansrun. - M. : JIMK Ilpecc, 2010. - 544 ¢
2. BacwuiibkoB, A. B. UHpopMmalroHHble cucTeMbl M uX 6e3omacHocTh [ TekcT] : yuedHoe

nocobue / A. B. Bacuibkos, A. A. Bacunskos, U. A. Bacunbskos. - M. : @opywm, 2011. - 528 c. - (IIpo-
deccuoHanbHOE 00pa3oBaHUE).

3. Honozos H. JI. [IporpamMmMHubIe cpencTBa 3aniuThl HHPOpMauu [ DIEKTPOHHBIN pecypc]:
koHcrnekT jekuuit / JlonozoB H. JI., I'ynprsieBa T. A. - HoBocubupck: HI'TY « 2015. - 63 c. - Pexum
noctyma: http://www.knigafund.ru/books/185990/read#page?

JlonosiHUTeIbHAS JIUTEPATYypa:

1. Kopuees, U. K. 3ammura unpopmanuu B opuce [Tekcr] : yueonuk / U. K. Kopuees, E. A.
Crenanos. - M. : [Ipocnekr, 2008. - 336 c.

2. Menbsnukos, B. I1. Madopmannonnas 6e30nacHOCTb 1 3amura nHdopmarmu [Tekcer]:
yaebnoe ocodue / B. [1. Mensuukos, C. A. Kneiimenos, A. M. I[lerpakos ; oz pen. C. A. Knelimano-
Ba. - 3-€ U311, crep. - M. : Akagemus, 2008. - 336 c.

3. Nmetinos, B. S. 3amura konbuaeHmanpHoi nHpopManuu [ Tekct] : yauebHOE mocodue /
B. 4. Nweiinos, M. B. Meuarynss. - M. : ®opym, 2009. - 254 c.

4, Uyo6ykosa, C. I'. OcHoBbl ipaBoBoii nHGOopMaTHku [Tekcer] : yueoHoe mocodue / C. T.
YyOyxosa, B. JI. Dnbkun. - U3na. 2-e, ucnp. u gomn. - M. : Un¢ppa-M : Kontpaxr, 2010. - 276 c.

5. ObecnieveHue 3aTUThI MEPCOHATBHBIX AaHHBIX [TekcT] : MmeTomuueckoe mocodue / M. A.
baiimakosa [u gp.]. - M. : OOO "1C-ITabaummar", 2011.
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Tabnuua 7 — YuebHO-MeToIn4ecKoe obecreueHre caMOCTOATENbHOM paboThl 00yJatoIMXCs

Ne ni/m Pa3nes (Tema) AucOMIIMHBI Jlutreparypa
(cchblIKa HA HOMEP B CIIMCKe JIUTe-
paTypel)
1 2 3
1 OCHOBHbIE MOHATHS U ONIPeIeSIeHUs
1.1 Hctounuku, pucku u Gopmbl atak Ha uHGOpMa- | OcHosHas: 1
M0 JlononuuTenbpHas: 2, 8
1.2 [TonuTuka u crangapThl 0€30MaCHOCTH OcuosHas: 1
JlononuurenpHas: 2, 8
2 Kpunrorpaduyeckue moaenu.
2.1 Anroputmsl mudpoBaHus. AITOPUTMBI ayTEH- OcnosHas: 1
TU(DUKAIMY [T0JIb30BaTENCH. JlonoHuTe b HAS: 3
2.2 Monenu 6e30macHOCTH OCHOBHBIX OIEpaluoH- OcnosHas: 1
HBIX CHCTCM. JlononuurensHas: 2, 11
3 AJIMUHHUCTPHPOBaHHE ceTel
3.1 3amuTa HHPOPMAIUH B CETAX. OcHoBHas: 3
JomonaurenpHas: 6,8
3.2 MHoroypoBHeBasi 3a1MTa KOPIOPATUBHBIX Ce- OcHoBHas: 3
Tei JlononuurenpHas: 6,8
4 TpeGoBanus K cucreMam 3alIUThHl HHPOpMALNH
4.1 HanpaBneHI/m Pa3BUTHS CPCACTB 0€e30MacHOCTH OcuosHast: 1, 3
HPCATTPHAATHA. JlononuutensHas: 4, 5, 7
4.2 IIpaBoBbIe OCIEACTBUS HECAHKIIMOHUPOBAHHO- | OcHOBHAS: 1, 3

ro J0CTyna K UHpOopMaluu

HomonaurensHas: 4, 5, 7

5.2. lIpogeccuonabHbie 6a3bl JAHHBIX, HHPOPMALMOHHO-CIIPABOYHbIE CHCTEMbl, HHTEP-

HeT-pecypchl

1.

Koncynprantllntoc [DnexTponHsbli pecypce]| CripaBouHas mpaBoBas cuctema. — Pexxum gocryna:
http//www.consultant.ru

DnekTpoHHas 0ubimnoTeyHas cuctema Pszanckoro nncrturyra (punmrana) MocKOBCKOTO MOJIH-
TEXHUYECKOTO MHCTUTYTA [ DJIEKTPOHHBIN pecypc]. - Pesxum moctyna: http://bibl.rimsou.loc/ -
3ari. ¢ sKpaHa.

OnekTpoHHO-0nOaMoTeuHast cuctema «M3natensctBa Jlanb» [DnekTpoHHBIH pecypc]. - Pexxum
nocryma: https://lanbook.com/. - 3arn. ¢ skpana.

DneKkTpoHHO-0nbMoTeunas cucrema KOpaiit [DnekTponHslit pecypce]. —

Pexxum moctyna: https://urait.ru/- 3ari. ¢ sxpaHna.

OnekTpoHHO-O0nbnmoreyHas cucremMa [IPR SMART [Onektponnslii pecypc]. - Pexxum gocryma:
https://www.iprbookshop.ru/. - 3arm. ¢ skpana.

5.3. [IporpammHoe obecrieyeHue

Nudopmarnmonnoe obecrnieueHne yuyeOHOTO Mpolecca Mo JUCHUILIMHE OCYIISCTBISIETCS C HC-

MOJIb30BAHHUEM CIIEAYIOUIETO MPOTrPAMMHOTO obecriedeH sl (JIMIIEH3MOHHOTO B CBOOOIHO paclpoCTpaHsi-
€MOro0), B TOM YHCJI€ OT€YECTBEHHOTO MPOU3BOJICTBA!

Ne HauMeHoBanue YcaoBus gocryna
n/n
1 Microsoft Windows 13 BHYTPEHHEH CETH YHUBEPCUTETA (JTHIICH3H-
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http://bibl.rimsou.loc/
https://urait.ru/
http://www.iprbookshop.ru/

OHHBIN JIOTOBOP)

2 Microsoft Office U3 BHYTPEHHEH ceTH yHUBepCcHUTeTa (JIMLIEH3U-
OHHBIN JIOTOBOP)

3 Koncynsrantlntoc U3 BHYTPEHHEHN CeTH yHUBEpcUTeTa (JIMLIEH3U-
OHHBIN JIOTOBOP)

4 CA0 MOODLE U3 J10001 TOUKH, B KOTOPOU UMEETCS IOCTYI K
cetu MIHTEepHET (JIMIIEH3MOHHBIH JOTOBOP)

6. Onucanue MaTepUAIbHO-TEXHUYECKO 0a3bl, HEOOXOAUMOM /JIf1 OCYIeCTBJIECHUNA 00pa-
30BaTEJIbHOIO NPoIecca MO TUCHUILINHE

[ToMemienust MpencTaBiIsAOT co00M ydeOHBIE ayIUTOPHH JAJIsl MPOBEIEHUS YYEOHBIX 3aHATHH,
MPEeyCMOTPEHHBIX YU4€OHBIM IUIAHOM U pabouell mporpaMMoi JUCIHMILIMHBL, OCHAIIEHHbIE 000pY10Ba-
HUEM U TEXHHUYECKUMH CPEICTBAMU O0yUYCHHUS.

3aHATHSA JIEKIHOHHOTO THUNIA (NpU HAIUYUU 8 YUeOHOM niaHe). YUeOHbIe ayAUTOPUU TS 3aHs-
TUN JIEKIIMOHHOTO THIA YKOMIUIEKTOBAaHbl MEOENbI0 U TEXHUYECKMMH CPEICTBAMHU OOYYEHHMs, CIIyXKa-
IIMMH IS TIpeACcTaBleHus] yueOHoil uHdopmanmu (CTalMOHAPHBIE WU TMEPEHOCHbIE HAOOpHI JIEMOH-
CTPaIlMOHHOTO 000pyAOBaHUs (IIPOEKTOP, IKpPaH, KOMITBIOTEP/HOYTOYK), y4eOHO-HATISIHBIC ITOCOOUS
(mpe3eHTanMu MO TeMaM JIeKI[Hil), oOecreunBaroe TeMaTHYeCKUe WILUTFOCTPAIlUU, COOTBETCTBYIOIIUE
JaHHOM MpOTrpamMMe AUCIUTUINHBL.

3aHATHSA CEMHHAPCKOTO0 THIIA (Mpu HaIuyuu 8 yueOnom niaue). Y 4eOHble ayAUTOPUH ISl 3aHS-
TUH CEMHUHAPCKOTO THIA YKOMIUIEKTOBAHBI MEOEIIbI0O U TEXHUYECKUMHU CPEICTBAMH OOYYEHHs, CITyxkKa-
UMMM [T IPeACTaBlIeHUs yueOHOoI nHpopMaIiy (CTallMOHApHbIE WM IIEPEHOCHBIE HAOOPHI

IIpomeskyTouHnasi arrecranus. [yl MPOBEACHUS MPOMEKYTOYHOH aTTECTAI[MH 0 AUCIUILINHE
UCIOJIB3YIOTCSI KOMITBIOTEPHBIE KJIACCHI, OCHAIIIEHHBIE KOMITBIOTEPHOIN TEXHUKON C BO3MOXKHOCTBIO MOJI-
KItoueHus: K cetu VHrepHer M oOecrneuyeHHWEM JOCTyNa B D3JIEKTPOHHYK HH(OPMAIMOHHO-
00pa3oBaTeNbHYIO CpeAy YHUBEpCUTETa W/WIM y4eOHbIE ayIUTOPHH, YKOMIUIEKTOBAHHbIE MeOENbi0 U
TEXHUYECKHMU CPEACTBAMHU O0YUCHUSI.

CamocrosiTeibHasi padora. [Tomenenus A caMoCTOATENbHON pabOThl OCHAIIEHBI KOMIIbIO-
TEPHOM TEXHUKOHN C BO3MOKHOCTBIO MOJIKIIIOUYECHHS K ceTH «HTEpHET» N TOCTYNOM K 3JIEKTPOHHOU MH-
(bopManoHHO-00pa30oBaTeIbHON cpefe MHCTUTYTA. [l opraHu3aluy CaMOCTOSTEIbHON paboThl 00Y-
YarOIIUXCS UCTIOIB3YOTCS:

KOMIBIOTEPHBIE KJIaCChl HHCTUTYTA;

O6ubamoTeka, UMeroIas MecTa JUIsl 00y4YarolUXCcsl, OCHAILIEHHbIE KOMITBIOTEpAaMH C JIOCTYIIOM K
0azam naHHBIX U ceTd MIHTepHeT.

JuekTpoHHas uHGopManuoHHo-o0pa3oBaTeabHas cpeaa uHcturyra (QUOC). Kaxawiii
oOyyaromuiicss B T€YEHHE BCEro mepuoja oOydeHus oOecreueH MHIUBHUYaJbHBIM HEOrPaHUUYCHHBIM
JIOCTYIIOM K DJEKTPOHHOW WH(OpManmoHHO-00pa3oBaTeabHoil cpeae mHctutyta (OMOC) u3 mroboi
TOYKH, B KOTOPOI UMeeTCs JOCTYN K HHPOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHOU cetn "UHTepHeT", Kak
Ha TEPPUTOPHH UHCTUTYTA, TaK U BHE €€.

OUOC uncTuTyTa 06€ECTIeUNBALT:

JOCTYM K y4eOHBIM IJIaHaM, padoyuM IporpaMmam JAUCHUILINH (MOAYyJel), MporpaMMaM IpaKTHK,
ANEKTPOHHBIM YU4eOHBIM M3aHUSM H DJIEKTPOHHBIM 00pa30BaTeIbHBIM pecypcaM, yKazaHHBIM B pabo-
YHX MporpaMMax AUCIUIUINH (MOIYJIEH ), porpaMMax MpakTHK;

(bopMHpOBaHKE NEKTPOHHOTO MOPT(HOIUO 00YJaAIOLIErocs, B TOM YHCIIe COXpaHEHHE ero padoT u
OLIEHOK 3a 3TH paboThI.

B cnyuae peanuzanuu oOpa3zoBaTeabHON MPOrpaMMbl ¢ MPUMEHEHHEM 3JIEKTPOHHOTO OOy4YeHMS,
JMCTAHIIMOHHBIX 00pazoBarenbHbIX TexHONMOTHH DMOC H0MOTHUTETHPHO 00ECTICUNBAET:

¢dukcanmio xoaa o0Opa30BaTENLHOrO MpOIecca, Pe3yabTaTOB MPOMEXKYTOUHON aTTecTalluu U pe-
3yJlbTaTOB OCBOEHUSI 00pa30BaTeNbHOM MPOrpaMMBbl;

IpOBE/ICHUE YUEOHBIX 3aHATUH, MPOLEAYpP OLEHKU Pe3ylIbTaTOB OOYyUEHUS, peanu3anus KOTOPhIX
MPEeyCMOTPEHA C MPUMEHEHUEM AIIEKTPOHHOTO OOY4YEeHHMsI, IUCTAHIIMOHHBIX 00pa30BaTENIbHBIX TEXHO-
JIOTHUH;
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B3aMMOJICHCTBHE MEXAY y4YaCTHHKaMU 00pa30BaTeNbHOr0 Mpoliecca, B TOM YHCIE CUHXPOHHOE U

(W1M) aCHHXPOHHOE B3aNMOJIEUCTBUS TocpeACcTBOM ceT "NHTepHer".

3amura uHPOpMaLuu

Aynuropus Ne 33

AyauTopus Uil IPaKTUHIECKUX U
CEMHHAPCKHUX 3aHATHI
AyauTopus Juisi KypCcOBOTO IPO-
E€KTUPOBAHU

CToJbl, CTYJIbsI, KJIACCHAS JTOCKA,
Kadenpa IS mpernoaBaTens
KOMITBIOTEP, MPOEKTOP, IKPaH

- Microsoft Win Starter 7 Rus-
sian Academic OPEN 1 License
No Level Legalization Get
Genuine. JInuensus Ne
47945625 ot 14.01.2011

- Microsoft Office 2010 Russian
Academic OPEN 1 License No
Level. JTuuensus Ne 47945625
ot 14.01.2011

- Kaspersky Security Cloud
21.1.15.500. OtedecTBEHHOTO
MIPOM3BOJICTBA, OCCIIaTHAS BEP-
CUs

- LibreOffice 7.0.3. CBoOoaHO
pacmpocTpaHsemMas

Cpok nevictBus Jlutiensuii: 10
30.08.2024.

390000, Psi3anckas o0J1acTs, T.
Psi3anb, yin. Konxo3nas, 1. 2a

Aynuropus Ne 217
JlexunoHHas ayIUTOpUS
Aynuropus Uil TPYNIOBBIX U
WHJUBUAYAJIbHBIX KOHCYJIbTAlUN
- Crombl, cTynbs, KJIacCHas A0C-
Ka, Kadeapa Juis IpernoaaBaTeis;
9KpaH, >Kal03H, MPOEKTOp, HO-
YTOYK.

390000, Ps3amckass o0acTb, T.
Psazanp, yn. IlpaBo-JIbibenckas,
26/53

Aynuropus Ne 206
KomnsrorepHas ayiuropus
Aynuropus Ui KypcoBOIo Ipo-
€KTUPOBAHUS

Aynuropus Ui cCaMOCTOSTENb-
HOM pabOTHI OCHAIIEHHAS KOM-
NBIOTEPHON TEXHUKOH C BO3-
MO>KHOCTBIO TIOJIKJTIOUEHHUS K Ce-
1 «HTEepHET» N 0OecneyeHneM
JIOCTYIIa B DJIEKTPOHHYIO WH-
(opmanMoHHO-
0o0pa30BaTeNbHyI0 Cpeay UHCTH-
TyTa

Pabouee mecTo npenopaBaTes:
- IEpCOHAJIbHBIN KOMIIBIOTED;
Pabouee mecto yuamerocs:

- IEpCOHAJILHBIN KOMIIBIOTEP
MporpaMMHOE 00ecIieueHne

390000, Ps3anckas obmacTh, T.

Psizanp, yn. IlpaBo-JIeibenckas,
26/53
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CHA

- Microsoft Win Starter 7 Rus-
sian Academic OPEN 1 License
No Level Legalization Get
Genuine. JIunensus Ne
47945625 ot 14.01.2011
- Microsoft Office 2010 Russian
Academic OPEN 1 License No
Level. JTuuensusa Ne 47945625
ot 14.01.2011
- Kaspersky Security Cloud
21.1.15.500. OteuecTBEHHOTO
IIPOU3BOJICTBA, OecIUIaTHas Bep-

- LibreOffice 7.0.3. CBoboauo
pacrpocTpaHseMast
Cpox neiictBust Jlunensuit: 1o
30.08.2024.

o JTMCHMIIJIMHE ((33HII/IT3 I/IH(l)OpMaIII/Il/I»

7 ®DoH/ OLIEHOYHBIX CPEICTB JIsl MPOBeIeHUs NMPOMEXKYTOUYHOIH aTTecTaluu 00y4aruuxcs

7.1 IlepeyeHb KOMIIETEHIHI ¢ YKa3aHHEM ITANoB UX (OpMUPOBAHHSA B MPoLEcce OCBOECHHS
00pa3oBaTeJLHOI MPOrPaMMBbI
Tabnuna 8§ — Dtansl popMupoBaHUss KOMIIETEHIIUNA B MPOIIECCE OCBOCHUSI TUCIIUILTAHBI

Ne Koz Tepuon dop- HaumeHoBanmue
I /1_1 Kountpoanpyemsie pa3ienbl KOHTPOJIMPY- | MHPOBaHMS OLEHOMHOTO
(TeMbl) AUCHHUILINHBI eMoit KOMIIETEeHIMHU
cpeacTBa
KOMIIeTeHIIUH
1 WUcrounuku, pucku u popMBI aTak YK-2,IK-1 | B Teuenue Bomnpocs! k 3auery,
Ha HHQOPMALIHIO BOCBMOTO BOIIPOCHI JJIsl TOATO-
5 [lonurtuka u crangapTel Oe3omnac- VK-2,IIK-1 | cemecrpa TOBKH K IIpaKTUYe-
HOCTH CKUM 3aHATHIM,
3 Anroput™sl mudpoBaHus. Anro- VK-2, I[IK-1 TECTOBBIC 3alaHUA
PUTMBI ayTeHTU(PUKAIIMH TT0TH30-
BaTeNei.
4 Monenu 6e301acHOCTH OCHOBHBIX VK-2, TIK-1
ONEPALMOHHBIX CUCTEM.
5 3ammTa nHGOPMAIIHH B CETSIX. VK-2, TIK-1
5 MﬂoroypOBHeBEm 3a1uTa KopIo- VK-2, TIK-1
paTUBHBIX CEeTeH
. Hamnpasnenus pa3BuTus cpesicTs VK-2, [IK-1
0€30MMacCHOCTH MPEATPUSATHSL.
[IpaBoBbIE MOCTIEACTBUS HECAHK- VK-2, [IK-1
8 | IMOHMPOBAHHOIO TOCTYIIA K UH-

dbopmaruu

7.2 Onucanue nokasareseii 1 KpUTepueB OLEHUBAHUS KOMIIETEHIMI HA Pa3IMYHBIX 3Tanax
uxX (popMHpPOBaHUS, ONMCAHUE LIKAJ OLIEHUBAHUS
Tabnuua 9 — IlnanupyemMslie pe3ynbTaThl 00yUEeHHUs, XapaKTePU3UPYIOLIUe Tarbl (HOPMUPOBAHHS
KOMIIETCHIIMH

KoMnerenuus

YpoBeHb
OCBOEHH

IToxazaTenu chopMUPOBAHHOCTH KOMIIETEHIIUH

HaunmenoBanue
OLICHOYHOI'0
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KOMIICTCHIIMHU

cpeacTBa

YK-2

[ToporoBslii

CriocoOHOCTh TMOHMMATh CYHIHOCTh M 3HAuYCHHUE
nH(pOpMalUd B Pa3BUTHUU COBPEMEHHOTO HH(MOP-
MAIOHHOTO OOIIEeCTBa, UCIOJIB30BATh COBPEMEH-
HBIE [TPOrPaMMHBIE CPEICTBA ISl PELLICHUS BBIYKC-
JMTEJBHBIX 3a7a4

Bricokuit

CnocoOHOCTh HUCIOJIb30BaTh OCHOBHBIE 3aKOHBI
€CTeCTBEHHOHAYYHBIX JUCHUILUIUH B Mpodeccuo-
HaJbHOM  JIESATEIIbHOCTU, NPUMEHATh  IOJHBIN
CIIEKTP METOJ0B MaTeéMaTH4YECKOro aHajIu3a U Ma-
TEMaTH4eCKOro (KOMIBIOTEPHOI0) MOEINPOBa-
HUS, TEOPETUUYECKOTO U IKCIIEPUMEHTAIBHOIO HC-
CJIEIOBAHUS

ITK-1

[ToporoBssiii

CnocoOHOCTh OCYILIECTBIIATh TOUCK, XpaHEHHE,
HEKOTOPBIC BUJIbI 00paOOTKK MH(GOPMAITUN U3 pa3-
JIMYHBIX UCTOYHUKOB M 0a3 JaHHBIX

Bricokuit

CrocoOHOCTh  OCYILIECTBIATh IOMCK, XpaHEHUE,
00paboTKy M aHaIW3 MH(POPMAIUU U3 Pa3THIHBIX
UCTOYHHKOB W 0a3 NaHHBIX, MPEICTABIATh €€ B
TpeOyemMoM (¢opMare C HCIONb30BAaHHUEM HH(DOP-
MAalMOHHBIX, KOMITBIOTEPHBIX M CETEBBIX TEXHOJIO-
I'nn

Bormpocs! k 3aue-
Ty, BOIIPOCHI JUIs
IIOATOTOBKH K
IIPAKTUYECKUM
3aHATHUSM,
TECTOBbIE 3a7a-
HUs

Tabnuna 10 — Onucanue noka3arenel 1 KpUTEPUEB OLIEHUBAHNS KOMITETEHITUH

Komme- Pe3yabTaThl IIkana oneHUBaHHWS, KPUTEPUU OLEHHUBAHUS YPOBHSI OCBOEHHS
TEHLMS o0yueHusi (M0 | KOMIETEHIIUH
sranam  ¢op- | He ocBoeHa OcBoeHa va- OcBoena OcBoena
MHUPOBaHUA CTHYHO B OCHOBHOM
KOMIIeTeHIIHi1)
3HaTh: He cmocoGen | 3naer MuHu- | OcymiecTBisieT | YMeeT  CcBOOOJHO
TeopeTHudeckue | oToOpaTh MyM OCHOBHBIX | TIONCK W aHa- | HAXOJUTh HYXHYIO
OCHOBBI WH(OP- | HY)KHBII Mate- | MOHITHIA U | IU3  HYXHOW | 1N pelIeHHus WH-
YK-2 MaTHKHU; OCHOBHI | pHaJI JJIA pe- | MpueMoB  pa- | ansi  pemieHus | popmaruio  (dop-
anreOpbl JIOTU- | IIEHUSI  KOH- | O0Thl ¢ YyueO- | uHpopMaMKU | MyJbl,  METOJBbI),
ki,  (GOpMaThl | KPETHOM 3aja- | HBIMH MaTeph- | U3 Pa3HBIX UC- | peliath 3agadyd |
MIPEJICTABJICHUS] | UM, HE MOXKET | aJaMH. TOYHUKOB apryMEeHTHPOBAHO
JAHHBIX, OCHO- | COOTHECTH Yactuano (exrui, OTBEYAaTh Ha TIO-
BBl TEOpHUH al- | U3ydaeMbli yMeeT TpuMe- | yueOHHUKOB) U | CTaBICHHbIE  BO-
TOPUTMOB. Marepuan C | HUTP  WMelo- | 0a3 TaHHBIX. MPOCHI;
Ymersb: KOHKPETHOU 1Iyrocs UH- | YMeeT peliath | MOXKET peJio-
MPUMEHATH  all- | TpoOIeMOit dbopMaIio K | CTaHJApTHBIC | KUTh BapUaAHTHI
reOpy  JOTUKH pelieHuto  3a- | 3amaHus (IO | pelleHusl MareMa-
JUISS  pelICHUS a4 YKa3aHHOMY TAYECKUX 3a7a4 C
3ajzady; yMETh aJITOPUTMY) NPUMEHEHUEM WH-
MIPUMEHSITh TEO- (hopMaIMOHHBIX,
pUIO  ANTOpUT- KOMIBIOTEPHBIX U
MOB ISl peliie- CETEBBIX TEXHOJIO-
HHJ 3a7a4. rum
Baaners:
MaTemMaTruye-
CKMM  ammapa-
TOM OCHOB all-
reOpbl  JIOTHKH,
TEOPUU  AJro-
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PUTMOB Jisi pe-
LIEHUS 3a/1a4.

I1K-1

3HaTh:

METOJIbl U Cpeji-
CTBa  TOJNy4e-
HUS, XpaHEHUS U
nepepadboTKu
nH(popManuu;
dopmatsl mpen-
CTaBJICHUS JaH-
HBIX; OCHOBHBIC
MPUHLIMIIBL  T10-
ctpoenust OBM,
Ymers:
chopMympo-
BaTh  TpeOoBa-
HUS K TEXHUYE-
CKHM CpeJICTBaM
JUISE  peIICHUS
oTpeeNeHHBIX
3ama4; paspada-
ThIBaTh  ajro-
puUTMBI  00Opa-
OOTKH JaHHBIX;
OpPTraHU30BBIBATH
BBIYHUCTUTEINb-
HYIO CETh.
Biaagern:
OCHOBHBIMH Me€-
TO/JaMHU, CIOCO-
Oamu u cpen-
CTBaMH TMOJIy4Ye-
HUS, XpaHCHWSI,
nepepaboTKu
uHpopMauu "
MPUMEHSITh  UX
MpH  pPEIICHUH
MOCTaBIIEHHBIX
3ajady; cpen-
CTBaMHU OpTaHH-
3allMd  BBIYHC-
JINTEJIbHOW CETH

He cnocoben
OCYILIECTBIISTh
MOWCK, XpaHe-
Hue, 00paboT-
Ky W aHaimm3
nHpopmaruu

W3 Pa3IMYHBIX
HUCTOYHUKOB U
0a3  JaHHBIX,
MIPE/ICTaBIATh
ee B Tpedye-
MoM (opmare
C HCIOJb30Ba-
HUEeM HHGOP-
MAaIlMOHHBIX,

KOMITBIOTEP-

HBIX U CETEBBIX
TEXHOJIOTHUI

YacTtuuHo
BJIQJICeT  CIIO-
COOHOCTBIO
OCYIIECTBIISATh
MOWCK, XpaHe-
Hue, o0paboT-
Ky ¥ aHaIu3
uHpopmaruu
U3 PA3IAYHBIX
HUCTOYHUKOB U
0a3  JaHHEIX,
MPEJICTABIISTh
ee B TpeOye-
MoM (popmate
C UCIOJb30Ba-
HUEeM HHGOp-
MAaI[MOHHBIX,
KOMIIBIOTEP-
HBIX U CETCBBIX
TEXHOJIOTHI

[Toka3biBaeT
XOPOIIYIO
CIIOCOOHOCTh
OCYIIECTBIISATh
MOWCK, XpaHe-
Hue, o0paboT-
Ky W aHaIu3
uHpopmaruu
U3 PA3IHYHBIX
HUCTOYHUKOB U
0a3  JaHHBIX,
MPEJICTaBIISTh
ee B Tpedye-
MoM (popmate
C UCIOJb30Ba-
HUEeM HH)Op-
MaIMOHHBIX,
KOMIIBIOTEP-
HBIX U CETCBBIX
TEXHOJIOTUH

ITosnHOCTBHIO BIAjIE-
€T CHOCOOHOCTBIO
OCYIIECTBISITh TIO-
UCK, XpaHEeHHe, 00-
paboTKy W aHaIu3
uHpopmaruun U3
pPa3IUYHBIX HCTOY-
HUKOB 1 0a3 IaH-
HBIX, MPEJACTABISATH
ee B TpeOyemoMm
dbopmate ¢ UCIOIIb-
30BaHUEM HH)OP-
MAaIIMOHHBIX, KOM-
NBIOTEPHBIX U Ce-
TEBBIX TEXHOJIOTHUH

7.3 TunoBble KOHTPOJIbHbIE 33[IaHUS WJIH HHbIE MaTepUAJIbl, HEOOXOAUMBbIE JJIs1 OLEHKHU
3HAHMii, YMeHHMIi, HABBIKOB U (MJIM) ONBITA AeATEIbHOCTH, XaPAKTEePU3YIOUIUX 3Tanbl popmupo-
BAaHHUS KOMIIETCHIIMIA

7.3.1 Bonipochl il MOATOTOBKH K IK3aMeHY M0 TUCHHILINHE «3a1uTa HHpopManum»:
KomnbrotrepHsie Bupycel. MIx pa3HOBUIHOCTH.
AnTHBHpYCHBIE cpeicTBa. [IpuMepsl aHTUBUPYCHBIX ITPOTPAMM.
[Tonatue nnpopMaIOHHON 0€30MaCHOCTH.

[TonsTre KOHPUACHIMATBHOCTH HH(POPMAITUH.

1.

2.
3.
4
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[TonsiTre noctyna k MHGOpPMAIMK (CAHKLIMOHUPOBAHHBIA U HECAHKIIMOHUPOBAHHBIH J10-

CTYyIN).

6. [Tonatus unenTudukanus, ayrTeHTuGUKALUI U aBTOPU3ALIUSL.

7. [TonsiTre yrpo3a 6e30MacHOCTH.

8. [ToHsiTHE YSI3BUMOCTH CHCTEMBI (CETH).

9. [TonaTne ataku Ha KOMIBIOTEPHYIO CHCTEMY.

10. OxapakTepu3yiTe MOIX0 bl K 00€CTIEUeHUI0 KOMITBIOTEPHON HH(OpMAITUH.

11.  IlepeuncnuTe OCHOBHBIE U BCIIOMOTAaTEIbHBIE CEPBHUCHI OE30MMACHOCTH, JaiiTe NX KIacCH-
(dbukamuto.

12.  JlaiiTe xapakTepuCTHKY Ipyn TpeOOBaHUN K CUCTEME 3alllUThI.

13.  «@DparmeHTapHBI» MOAX0 B 00ecrieueHHH Oe30MaCHOCTH KOMIIBIOTEPHON CHCTEMBI.

14.  «KommiekcHbIi» MoIX0A B 00ecrieueHUH 6e3011aCHOCTH KOMIIBIOTEPHON CUCTEMBI.

15. B uem 3akirodaeTcs MOJUTHKA O€30MaCHOCTH KOMITBIOTEPHOM CUCTEMBI?

16.  Hayem ocHoOBaHa «u30MpaTebHAs MOJIUTHKA Oe30macHOCTH?

17. Ha yem ocHOBaHa «IIOJTHOMOYHAS MOJUTHKA 6e301acHOCTH?

18.  Iloustue xkpunrorpaduu. OCHOBHBIE BUBI I POB.

19.  OO6oOmieHHas cxeMa KpUNTOCHCTEMBI. [[OHATHS CHMMETPHYHON U aCHMMETPHUYHOM KPHII-
TOCHUCTEMBI.

20.  Ilepeuncnure OCHOBHBIE ITOPUTMBI KpUNITOrpAadUIECKUX MTPEOOpa30BaAHU.

21.  Ilepeuncnure OCHOBHbIE METOABI KpUIITOrpahuyecKoi 3auThl MH(POPMALMK B KOMIIbIO-
TEPHBIX CHCTEMaxX M CETSX.

22.  Kaxk kmaccupuupyroTcs CpeacTBa Kpuntorpadudeckoii 3amuThl nHGopManuu?

23.  OcHOBHBIE JJOCTOMHCTBA ¥ HEJJOCTATKH aIrOpUTMa MH(POBAHUS JaHHBIX C TTOMOIIBIO
DES.

24.  llepeuncnure OCHOBHBIE KOMOWHAIMH, UCIIOJIb3YEMbIE PH MU(PPOBAHUN AITOPUTMOM
DES.

25.  Ilepeuncnure OCHOBHBIE PEKUMBI paObOThI anroput™a DES.

26.  Kak oOecrnieunBaeTcsi KpUIITOCTOMKOCTh ACHMMETPHUYHBIX KPULITOCUCTEM?

27. KakoBo ocHOBHOE Ha3HaueHHEe Xen-QyHKIUNU?

28.  KakoBbl OCHOBHBIE IPUHLIUITEI (POPMUPOBAHMS XeII-PYHKIIUU?

29. OTnuuuTenbHble 0COOEHHOCTH OT€UECTBEHHOIO cTanaapTa xeu-pynkuuu (I'OCT P
34.11-94) ot anroputmoB xermuposanus MDS n SHA.

30.  IlepeuncnuTe OCHOBHBIE aJTOPUTMBI JICKTPOHHOHN NHU(POBOA MOIIUCH U YKKHUTE HA UX
NPUHIUIHATIBHBIE OTIUYHS.

31. CoBpemeHHble npuioxeHus: kpunrorpadpuu. [Ipumepsr.

32.  TunuyHble aTaku Ha OMEPALMOHHYIO CHCTEMY.

33.  TlonsATuHe 3aMIIEHHON ONIEPAIMOHHON CUCTEMBI.

34.  AnmapaTHoe obecrieueHue CpeICTB 3alUThl ONEPAUOHHON CUCTEMBI.

35.  TIpoGnemsr 6e3omacHocTH IP-ceTei.

36.  Hauboinee pacnipocTpaHeHHbIE BAPHAHTHI aTaK Ha KOMIIBIOTEPHYIO CHCTEMY Ha OCHOBE
nporokona TCP/IP.

37.  Cdopmynupyiite ciucok GyHKINOHATIBHBIX Je(PEKTOB C TOUKU 3PEHHUS 3aIIUTHI B UC-
noJsib3yeMoit onepannonHoi cucteme (OC).

38.  Kakue anementsl 6e3onacHoctu conepkut OC Windows 2000/XP/Vista?

39.  Hasoswure anementsl 6e3omacHoctd OC UNIX?

40.  OcCHOBHBIE IPAKTUYECKHE BOMPOCHI 3aIIUTH HH(POPMAIIH.

41.  IlporpamMMHBIE Cpe/ICTBA 3ALIUTHI U YHUUTOXKEHUS UHPOPMAIIIH.

42.  OCHOBHBIE IPUHIUIIBI IOCTPOEHUS MOACUCTEMbBI MH()OPMAITMOHHON 0€30IacCHOCTH.

43. DTarbl TOCTPOSHUS MOJACUCTEMBI HH(POPMAITMOHHOM 0€30MMacHOCTH.

44,  OOwmue npuUHIUIBI o0ecTieyeHnss HHPOPMALMOHHOM 0€301MacHOCTH.

45, CpenctBa obecrieueHrst KOHQUICHITUATHLHOCTH TAHHBIX.

46.  CpencrtBa uIeHTHU(DUKALNY U ayTeHTH(PHUKAIUN TIOIb30BATENECH.

47, [IpuBenuTe OCHOBHBIE CXEMBI HICHTU(PUKAIIMKA U ayTCHTU(UKAIIUN TI0JIb30BATEIIA.
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48.  JlocToMHCTBAa OMOMETPUYECKUX CIIOCOOOB UACHTU(UKAIINN M ayTEeHTU(PUKAIINH 110 CPaB-
HCHUIO C TPaAUIITMOHHBIMHU.

49, CpenctBa ayTeHTH(UKAIIMT JICKTPOHHBIX JaHHBIX.

50.  IIpaBoBble MOCIEACTBUS HECAHKIIMOHUPOBAHHOTO ChEMa M MCIIOIb30BAHUS KOH(PUICHIIN-
aJIbHOW MH(pOpMaLUK.

ol. Oco0eHHOCTH TPUMEHEHUS TEXHUUECKUX CPEJCTB YHUUTOXKEHUSI HHPOPMAaIIMY Ha Mar-
HUTHBIX ¥ ONTHYECKUX HOCUTEIISX.

52.  IlpuBeaute Ki1acCUPUKAIMIO CUCTEM 3aLIUTHI IPOrPAMMHOTO 00eCreueHusl.

53.  CpaBHMTE OCHOBHBIE TEXHUYECKHUE METO/IbI U CPEACTBA 3aILUTHI IPOrpaMMHOro obecrie-
YEHUS.

54.  Ha3zoBWTe OTIIMYMS CUCTEM 3aLIUTHI OT HECAHKIIMOHUPOBAHHOTO JJOCTYIIA OT CHCTEM 3a-
IIUTHl OT HECAHKIIMOHMPOBAHHOT'O KOIMPOBAHUS.

55.  IlpuBeaute orpeneseHNE MOHATUH «IPOTOKOIMPOBAHUE» U «AyITUT

56.  Hasosure 3aaaun, peaar3yemMble IPOTOKOJIMPOBAHUEM U AYJAUTOM.

S7.  JlaiiTe XapakTepHUCTUKY 3a7aul aKTUBHOT'O ayJUTa.

58.  Ilepeuncnute GyHKIIMN U KOMIIOHEHTHI ceTd VPN.

59.  Knaccudumupyiite VPN 1o crioco0y TEXHUYECKOW pealli3aiiy U apXUTCKType TeXHUYC-
CKOT'O PEIICHHS.

60.  KakoBbI criocoOBI 3aIMTHI HH(GOPMAIMN IPU MEKCETEBOM B3aMMOACHCTBUM?

61.  Kakwue xpunrorpadudeckie NpOTOKOIBI UCIIONB3YIOTCS JUIS 3aIUTHl TEXHOJIOTHH «KJTH-
EHT-cepBep»?

(PoHA OLIEHOYHBIX CPECTB MPEJICTABICH B MPUIOKEHUH K paboyeil mporpaMmme)

7.3.2 O0pa3ubl TeCTOBBIX 3a/IaHUI
CamocrosTenpHas paboTa CTyJICHTOB PeyCMOTpEHa YUeOHBIM IJIAHOM MO AUCIHIUIMHE B 00b-
eme 72 gacoB (ouHast popma oOydenus) u 94 gacos (3aouHast popma oOydeHHS).

TemaTuKa caMOCTOATEIbHON PA0OTHI:

Pasoen 1. Koppexmupyrowue kool

1. OtieHka u BEIOOP KOPPEKTHPYIOLIETO KO A1 KOHTPOJIS JOCTOBEPHOCTH UH(POPMAIIUH.

2. IlocTpoeHne NUKINYECKOTO KOJJa C MUHUMAJIbHBIM KOJOBBIM PACCTOSIHUEM.

3. AnropuTM omnpeaeneHus KoJInYecTBa BApUaHTOB OMIMOOK, HE 0OHAPYKUBAEMBIX IUKINYECKUM
KOJIOM.

4. Anroputm noctpoenus koaa [lnoTkuna.

5. AlropuT™m OCTPOEHUSI UHTEPAKTUBHOIO KOJA.

6. AITOPUTM TIOCTPOEHUS Koja MakioHanbaa.

7. AropuTM NOCTPOEHUS MAXKOPUTAPHOTO LIUKINYECKOTO KOJa.

Paszoen 2. Cospemennvie cummempuynvie KpUnmocucmembl

1. AmepukaHckuii ctannapt muppoBanus naHabix DES.

2. Aaroput™m mudpoBanus nanHbix IDEA.

3. OreuectBeHHbI cTanaapt mmdposanus ganubix ['OCT 28147-89.

4. AITOpUTM MOCTPOCHUS KPUIITOCUCTEMBI XHUJLIA.

5. Anroputm mudpoBaHus HHPOPMALIUKA METOAOM FaMMHUPOBAHUS ISl CHMMETPUYHBIX CHCTEM.

6. AnroputM mudpoBaHus HHGOpMALIMK METOI0M BepHaMa 111 CHMMETPUYHBIX CHCTEM.

7. O030p METOAOB T'eHEPALIUH, XPAHEHUS U PACIIPOCTPAHEHHs KpUNTOrpadhUUeCcKuX KIFOUYeH.

Pazoen 3. 3awuma 6 onepayuonnwvix cucmemax

1. 3amuTa B onepannonHoi cucteme UNIX.

2. 3ammuTa B onepannonHoi cucteme Windows NT.

3. 3ammuTa B onepanunonHoi cucteme IBM OS/390.

4. MeTtozpl ¥ CpelicTBA 3allMThI OT YAAICHHBIX aTak yepes3 ceTh Internet.

Pasoen 4. Accumempuunvle Kpunmocucmembi

1. Cxema mudposanus [loaura-Xemnmana.

2. Cxema mmpoBanus Dnb-I"amans.
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3. Anroput™m 1udposoit moamucu RSA.

4. Anroputm udpoBoit noanucu nb-I"amans.

5. O630p METOJIOB U CPEJNICTB 3aLIUTHI OT yJIaJCHHbIX aTak yepe3 ceTh Internet.

6. 3amuTa nHGOPMAIUH B JIEKTPOHHBIX TUIATEKHBIX CHCTEMAaX.

7. O6ecrnieueHue 6€30MaCHOCTH JIEKTPOHHBIX TIJIATEXKEH uepe3 ceTh Internet.

8. [IporpammHas peanau3alysi OJHOHAIIPABICHHOMN X31I-(pYHKIUU HA OCHOBE CUMMETPHYHBIX
OJIOUHBIX aITOPUTMOB.

9. Anroputm tmdpoBoii noanucu Dib-I"amans a7 ayTeHTU(PUKAIIMH YIEKTPOHHBIX JOKYMEH-

TOB.
10. Peanuzanus mpoToKoJia uaeHTHU(GUKAIMK ¢ HYJICBOU Iepeaadeii 3SHaHUH
7.3.2 O6pa3ubl OWI1ETOB ISl MPOBEAEHUA IK3aMeHAa
Ps3aHckuil ”HCTUTYT «YTBEPXIAIO»
(bummai) JK3aMeHANMOHHBIN OmteT Ne 1 3aB. kadempoii
MockoBckoro
rOCy/1apCTBEHHOTO 0 TUCIUIUIUHE «3aimuTa HHOpMaIum
MOJIUTEXHUYECKOTO JUTSL O9YHON (hOPMBI OOYICHHSI,
YHUBEpCUTETA Hamnpasienue 09.03.01  cemectp 8 « » 2023r.

1. O6mme npuHIKIBI 0OecTIeueHUss HHPOPMAIIMOHHON 0€30IaCHOCTH.
2. CpenctBa ayTeHTU(DHUKAIINY YJICKTPOHHBIX JTAHHBIX.

Ps3aHckuil ”HCTUTYT «YTBEPXIAIO»
(bummai) JK3aMeHANMOHHBIN OuteT Ne 2 3aB. kadeapoii
MOCKOBCKOT0
roCy1apCTBEHHOI'O M0 JUCLUUIUIMHE «3amTa HHPOpMaIUm»
MOJIMTEXHUYECKOTO JUTsl O4HOM (OpMBI 00YUEHMS, « » 2023r.
YHUBEpCUTETA HanpasiieHue 09.03.01  cemectp 8

1. KakoBbl OCHOBHBIE IPUHLUIIBI (POPMHUPOBAHUS XEI-(DYHKIH
2. JlaiiTe XapaKTEepUCTHKY TPYI TPeOOBAaHUN K CHCTEME 3aIUThI

7.4 MeToanyeckne MaTepHaJibl, ONpeaesIIoIHe NPoueaypbl OLCHUBAHUSA 3HAHWN, YMCHMH,
HABBIKOB M (MJIM) ONBITA AeATEIbHOCTH, XapaKTePU3yOIIMX 3TaNbl (POPpMHUPOBAHUA KOMIIETEHHI

7.4.1 MeToauyeckne peKOMEHIALMH 110 IIPOBEACHHUIO IK3aMeHa

1) Lean npoBeneHust

OCHOBHOM 1IENIBIO NTPOBEJIEHUS 3K3aMEHA SIBJISIETCS] ONPEEIIEHNE CTENIEHN AOCTHXKEHUSI LieeH 1o
yueOHOM AMCHUITIMHE WK ee pazzaenaM. OCylecTBIsIeTcs 3TO MPOBEPKON U OLIEHKOW YPOBHS T€OPETH-
YECKUX 3HAHUH, MOJIyYEHHBIX CTYAECHTAMH, YMEHUS NPUMEHATh UX K PELICHUIO NMPAKTUYECKUX 3a7ad,
CTETIeHU OBJIAZICHUsI CTyJI€HTaMH MPaKTHUYECKMMH HaBbIKAMHU U YMEHUSIMU B 00beMe TpeboBaHUil pabo-
4ell mporpaMmsl 10 JUCHUIUIMHE, @ TAKXKEe UX YMEHHE CaMOCTOSITEIbHO paboTaTh ¢ yueOHOU TUTepary-
poii.

2) ®opma npoBeaeHHUs

@opMOHN MPOMEKYTOUHOW ATTECTALIMM MO JTAHHOM JUCLUIIMHE BOCBMOM CEMECTpPE B COOTBET-
CTBHHU C y4eOHBIM rpaukoM, sSBISIETCS dK3aMEH. DK3aMeH MPOBOJIUTCS B 00beMe pabodeil mporpaMMel
B YCTHOM (opme. DK3aMEeHAIIMOHHbIE OMJIETHI MOTYT UMETh [IB€ YaCTH - TEOPETUYECKYIO M IpaKkTHde-
cKkyto. [IpakTiyueckas yacTb MOXKET OI[CHUBATHCS C MMOMOIIBIO TEXHUYECKUX CPENICTB, IPU 3TOM OMIIETHI
COJIEpKAT TOJIBKO TeopeTHyeckue Borpocsl. MHdopMaus o cTpykType OMIIETOB JOBOJIUTCS CTYAEHTaM
3a0J1arOBpEeMEHHO.

3) Metoa npoBeaeHus
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DK3aMeH IPOBOJUTCA IO OUIIETaM WM C UCIOJIb30BAHNUEM CIIUCKA BOIIPOCOB.

Ilo mpakTHuecKkuM BompocaMm JOIYCKAETCs MPOBEPKA 3HAHUM C MOMOIIBI0 TEXHUUYECKUX CPEICTB
KOHTpoJs. [Ipn HEOOXOIMMOCTH MOTYT pacCMaTPUBATHCS JONOJIHUTENbHBIE BOIPOCH! U MPOOJIEMBI, pe-
IaTbCAd 3a4a4u U IMPUMCPLL.

4) Kputepuu 10MycKa CTYJI€HTOB K dK3aMEHY

B cooTtBeTcTBUM ¢ TpeOOBaHUSAMHU PYKOBOJSIINX JOKYMEHTOB M corjacHO [loJoXeHUIo O TeKy-
1M KOHTPOJI€ 3HAHUH M IPOMEXYTOYHOM aTTeCTalluu CTYI€HTOB HHCTUTYTA, K 3K3aMEHY JIOITYCKAIOTCs
CTY/ICHTHI, BHITIOJHHUBILNE BCEe TPEOOBAaHUS YI€OHOH MPOTrPaMMBI.

5) Oprann3aumMoHHbIe MEPONIPUSTUHSA

5.1. Ha3nauenue npernoaBaressi, IPUHUMAIOIIET0 SK3aMEH.

OK3aMeHBbI IMPUHHUMAIOTCA JIMIaMH, KOTOPBIC YHUTAJIN JICKIIUHU 110 ﬂaHHOﬁ JUCHUIIIINHE, Pemenuem
3aBeyrouiero kadeapoil onpeaensoTcss TOMOIHUKY OCHOBHOMY 3K3aMEHATOpy M3 YMClla IpenojiaBa-
Tesel, BEAyIIMX B JAaHHOHM IpyINe MPaKTUYECKUE 3aHATHS, a €CIU JISKIUH M0 pa3jenaM y4eOHOU auc-
LUIUIMHBl YUTAINCh HECKOJIBKMMHU IPENoJaBaTessiMU, TO ONPENEeNsIeTcsl COCTaB KOMUCCUM I IpuemMa
sk3ameHa. CTyieHTaM IIpU 3TOM OIIEHKA BBICTABJISIETCSI METO/I0M IIOTOKA.

5.2. KoHkpeTru3anus yciaoBUH, IPH KOTOPBIX CTYJEHThI OCBOOOXKIAIOTCS OT cJauu 3K3aMeHa (oc-
HOBA - Pe3yJIbTaThl PEUTUHIOBON OLIEHKH TEKYILETO KOHTPOJIS).

ITo npeacraBieHuo npenoaaBares, BeIyLero 3aHATHs B yueOHOH Irpyre, 3aBeyouuii kadea-
pOii MOXKET OCBOOOJUTH CTYACHTOB OT c/1auu AKk3aMeHa. OT sK3aMeHa 0CBOOOXAAIOTCSI CTYAEHTHI, IIOKa-
3aBIIMX OTJIMYHBIE M XOPOILME 3HAHUS MO pe3yjbTaTaM PEHTHHIOBOM OLEHKH TEKYLIEro KOHTPOJI, C
BBICTABJICHUEM UM OLICHKHU «XOPOLIO». Co CTyACHTaMH, HMCIOIIUMHU NNPCTCH3NMH HAa OLCHKY «OTJINYHO»,
IIPOBOJUTCS coOece0BaHUE BO BpeMs 3a4eTa UM BO BPEeMs NPOBEICHUS KOHCYIbTALMU NEpes IK3ame-
HOM.

6) MeToauyeckue yKazaHusl IK3aMeHATOPY

6.1. Konkperusupyercs padora npenojaBaTesiel B pej 3a4€THBIN NEpUOA U B IEPUO HETIOCPEI-
CTBEHHOM MOJTOTOBKH 00YUalOMIUXCS K 9K3aMEHY.

Bo BpEMA NIOATOTOBKHU K 3a4CTy BO3MOKHBI MHAUBHUAYAJIbHBIC KOHCYJIbTAllUU.

6.2. YTOUHAIOTCSI OpPraHU3aLMOHHBIE MEPONPUATHS U METOJNYECKUE MPUEMBI NPU IPOBEIACHUU
HK3aMEHa.

Konn4yecTBo 0AHOBpPEMEHHO HAXOISIIMXCH JK3aMEHYHIOIIUXCA B ayauTtopuu. B ayauropuu,
/i€ IPUHUMAETCS HK3aMEH, MOXET OJIHOBPEMEHHO HaXOJUThCS CTYJEHTOB U3 pacuera He Oosee necatu
9K3aMEHYIOLIMXCS HAa OJJHOTO dK3aMeHaTopa.

Bpemsi, oTBeieHHOE HA MOATOTOBKY OTBETA 110 OMJIETY, HE JOJDKHO MPEBBIATh: 1uis 3adera — 40
MUHYT. [lo McTedeHuI0 JaHHOTO BPEMEHH MOcie MOoJydeHus OueTa (Bompoca) CTYyJAeHT JO0JKEH ObITh
rOTOB K OTBCTY.

Oprasm3anus NPpaKTHYECKOH 4acTH 3K3aMeHa. [IpakTuyeckas 4acTh DK3aMEHa OpPraHU3yeTCs
Tak, yT00BLI 00€ecreynBaiach BO3MOKHOCTD IMPOBEPUTHE YMCHUC CTYACHTOB IMPUMCHATH TCOPCTUUCCKHC
3HAHUA NIPU PELIEHUH NPAKTUYECKUX 3aJaHUI, OCBOEHHE KoMIleTeHIMi. OHa MPOBOJUTCS MyTEM IOCTa-
HOBKHU 3K3aMEHYIOIIMMCS OTIENbHBIX 3aJad, YIpakKHEHUH, 3a/laHui, TpeOyIomuX MPaKTUYeCKuX Aei-
CTBUH IO PELICHUIO 3aAaHNN. KaXKaplil CTYyIEHT BBINOJIHAET 33JaHHE CAMOCTOSTENBHO ITyTEM ITPOU3BOJI-
CTBa pacueToB, pelIeHus 3a1ay, paboThl ¢ JOKyMeHTaMu U Jp. [Ipu BHINOTHEHUH 3a/laHuM CTYJIEHT OT-
BEYAET Ha JOIOJIHUTENIBHBIE BOIIPOCHI, KOTOPHIE MOXKET CTABUThH IK3aMEHATOP.

HeiicTBus 3K3aMeHaTOpA.

CryneHTy Ha 9K3aMeHe paspermiaeTcst Opatb oauH Ouier. B cioydae, Korjga sK3aMeHYIOIIUICS He
MOKET OTBECTUTH Ha BOIIPOCHI 6I/IJ'I€Ta, €My MOXET OLITH npeaocTaBj€Ha BO3SMOXHOCTb BI)I6paTI) BTOpOﬁ
OUJIeT pU yCIOBUU CHWKEHHUS OLIEHKU Ha 1 Gai.

Bo BpEMs HUCHBITAHHUA HpOMe)KYTOHHOﬁ arreécTaliui CTYACHTBI MOT'YT ITOJIB30BaTbCA pa6OLII/IMI/I
porpaMMaMi y4eOHBIX TUCHMIUIMH, a TAaKXKe CIPaBOYHMKAMU M MPOYUMH UCTOUYHUKAMH MH()OpMaIUH,
HepevYeHb KOTOPhIX YCTAaHABIMBACTCS IIPENOIaBaTEIEM.

Hcnons3oBanre MaTepuasioB, HE NMPENyCMOTPEHHBIX YKa3aHHBIM IIEPEYHEM, a TAKXKE IIOIBITKA
O0IIEeHUs ¢ APYTUMM CTYAEHTaMU WM MHBIMU JIMLAMH, B TOM YHUCII€ C MPUMEHEHHEM 3JIEKTPOHHBIX
CPEICTB CBA3M, HECAHKIIMOHUPOBAHHBIE NPEIOAABATEIEM IIEPEMEILIECHUE 10 ayAUTOPUU U T.II. HE pas-
pemaercs U sSIBJISAIOTCS OCHOBAHUEM JUI yJAJIEHUS CTYJIEHTA U3 ayJUTOPUHU C MOCIEAYIOIUM IPOCTaB-
JICHUCM B BCJOMOCTHU OLICHKU «HCYHOBJICTBOPUTCIIBLHOY.
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CTyneHT, MONy4YMBIIMN Ha SK3aMEHE HEYIOBJIETBOPUTEIBHYIO OLECHKY, JTUKBUIUPYET 330 KECH-
HOCTh B CPOKH, YCTAaHABJIMBAEMbIM MPUKA30M TUPEKTOpa MHCTUTYTAa. OKOHUATEIbHAs MEepecaayda dK3a-
MEHAa MPUHUMAETCSI KOMHCCHEH B COCTABE TPEX YEJOBEK (3aBeayIomuid Kadeapoil, JEKTOp MOTOoKa, mpe-
nojaBaTeNlb POACTBEHHON AUCIUIUIUHBI).

3amava mpenojaBaresss Ha 9K3aMEHE 3aKII0YaeTCs B TOM, YTOOBI BHUMATEIBHO 3acCiyIllaTh CTY-
JIEHTA, IPOKOHTPOJIUPOBATH PEIICHUE MPAKTUYECKUX 3aIaHUH, IPEJIOCTABUTh EMY BO3MOXHOCTb OJIHO-
CTBIO MBJIOXKUTh OTBET. 3aCHylIMBasi OTBET W AHAJIM3UPYsl METOJbl PEUICHHN MPAKTUYECKUX 3aJIaHUH,
MPEIOJaBaTeNb MOCTOSHHO OLEHHUBAET HACKOJIBKO IMOJHO, CUCTEMHO U OCMBICIEHHO OCYLIECTBIISAECTCS
OTBET, PEUIAeTCs MPAKTUUYECKOE 3a/IaHHE.

Cunraercs 0€CTaKTHOCTBIO TIPEPHIBATh OTBET CTYJICHTA, MPEXKACBPEMEHHO JIaBaTh OIICHKY €ro OT-
BE€TaM U JCUCTBUSIM.

B Tex cmydasx, korjga OTBEThI Ha BOMPOCHI WIJIM MPAKTHYECKUE JIEHCTBUS OBUIM HETOCTATOYHO
MOJIHBIMH WJIM JIOTYIIEHBI OIMOKH, TPEIoaBaTelb MOCIe OTBETOB CTYJICHTOM Ha BCE BOIPOCHI 33a/1a€T
JIOTIOJTHUTEIBHBIE BOIIPOCHI C L[EJbI0 YTOUHEHHUS YPOBHSI OCBOCHUA AUCUUILIUHBL. CoaepkaHue UHANBU-
IyadbHBIX BOTIPOCOB HE JIOJDKHO BBIXOJIUTH 32 paMKH padodeit mporpammbel. Eciu cTyAeHT 3aTpymHSET-
Csl cpa3y OTBETUTh Ha JOMOJHUTEIbHBIA BOIIPOC, OH JAOJKEH CIIPOCUTH pa3pelieHusl Npel0CTaBUTh EMY
BpEMs Ha MOArOTOBKY U ITOCJE MOATOTOBKHA OTBEYAET HA HETO.

HIkana u KpUTEpUH OLCHUBAHUS

Tabmuma 11 — [IIkana u KpuTeprn OIICHUBAHUS OTBETA HA DK3aMEHE

Ounenka
Kpurepun
«OTJIHYHO» «XOpo1Io» «YAOBJIETBOPUTEIbHO)
O6beMm I'my6okue  3Ha- | [loctaTouHo
HUS, YBEpEHHbIE | [TOJIHbIE 3HAHMS,
JEUCTBUS TI0 pe- | IpaBUIbHbBIE
LICHUIO TPAKTH- | JEHUCTBUA no | Teepasle 3HaHUS B 00BEME OCHOB-
YECKUX 3aJJaHUi B | PEIIEHUIO NIPAK- | HBIX BOIPOCOB, B OCHOBHOM IIpa-
MOJIHOM 00beMe | THYECKUX 3aJla- | BUWJIbHbIE pEIIEHUs MPAKTUYECKUX
y4ueOHO npo- | HUH B oObeMe | 3a7aHui, OCBOEHUE BCEX KOMIIETEH-
rpaMMbl, OCBOE€- | yueOHOW  mpo- | Ui
HUE BCEX KOMIIE- | TPaMMBbl, OCBOE-
TeHIIUH HHE BCEX KOM-
HeTeHINH
CucremMHOCTB OtBersl Ha BO- | OTBeThl Ha BO- | OTBETHI Ha BO-
IIPOCHl  JIOTUYHO | IIPOCHI yBSI3aHBI | IPOCHI B IIpenie-
yBsI3aHbI C y4eO- | ¢ y4eOHbIM Ma- | Jax  y4eOHOro
HbIM  MaTepua- | TEPUAJIOM, BbI- | MaTepHalia, BbI-
JIOM,  BBIHECEH- | HECEHHbIM  Ha | HECEHHOTO  Ha
HbBIM Ha  KOH- | KOHTPOJb, a | KOHTPOJIb
TPOJIb, @ TAKXKE C | TAKKE C TeM, Nwmeercs  HeoO-
TE€M, YTO H3ydYal | YTO HU3y4daa pa- XOJUMOCTh B IIO-
paHee Hee CTaHOBKE HaBO-
JSIIUX BOIIPOCOB
OCMBICIEHHOCTD [IpaBuneHuble  u | [IpaBunbHBIE Homyckaer  He-
yOeauTenbHbIe OTBETHI U TNpAaK- | 3HAYUTEIIbHBIE
OoTBeTHI. bricTpoe, | THUeCKHue JAei- | OmMOKH MpU OT-
IIpaBWJIbHOE U | CTBUSL. BETaxX U IpaKTH-
TBOPYECKOE IIPH- YECKUX JIEHCTBU-
HATHE pewlcHuii, | 1IPABAJILHOE AX.
Oesynpeunas or- | IPAHATHC — pe-
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paboTKa pEeIIeHHH | IIEeHUH. I'pa- | Jlomyckaer He-
3alaHuil. YMEHME | MOTHasi ~ OTpa- | TOYHOCTb B IIpHU-
JI€JIaTh BBIBOJIbI 00TKa pelIeHU | HATUU pelIeHui
T10 33JJaHUSAM 10 33JJaHUSIM

WHuTerpanbHas OL€HKa 3HAaHUN, YMEHUHN U HAaBBIKOB CTYJICHTA OINIPEAEIIAETCS 110 YaCTHBIM OLICHKAM
3a OTBETHI Ha BCE BOIPOCHI (3a/aHus1) OMiIeTa, B COOTBETCTBHH C pa3pabOTaHHBIMU M YTBEP)KICHHBIMH
KPUTEPUSAMH.

HNunoBanuoHHbIe (hOPMBI IPOBEIEHM S 3AHATHI

B xome ayauTOpHBIX y4eOHBIX 3aHSTHI HCHOIB3YIOTCS PAa3IMYHbIe MHHOBAIMOHHBIE (DOPMBI U
cpezncTBa 0OydeHUs, KOTOPbIC HAlpaBJICHbl HA COBMECTHYIO Pa0OTy MpernojaBaress U 0Oydaronmxcs,
oOCyXKJIeHHEe, TIPUHITHE TPYIIIOBOTO pelicHus. Takue MEeTOAbl CIIOCOOCTBYIOT CIUIOYECHHUIO TPYIIIBI U
00eCIeYrBarOT BO3MOYKHOCTH KOMMYHHUKAIIMN HE TOJIBKO C MPEMOJIaBaTesieM, HO U C IPYTHMHU 00ydae-
MBIMH, OTIMPAIOTCS HA COTPYAHHUYECTBO B MPOIIECCE TO3HABATEIILHOM JICATEIIHHOCTH.

YcnenHas peanusanus Coaep:KaHusl Kypca OCHOBBIBAETCS HA UCIIOJIb30BAHUM aKTHUBHBIX U UHTEP-
aKTUBHBIX METOJIOB 00y4ueHus (Tadymma 13).

Ta6J11/1ua 13 - I/IHTepaKTI/IBHHe 06pa3OBaTeHLHLIC TCXHOJIOTHUH, UCIIOJIb3YCMBIC B dYAUTOPHBIX 3a-
HATUAX

Ne Pa3znen (Tema) 1y CHUIINHBI Buj zanarus ®opma padoThbI
n/n
Anroputmsl mudposanus. An- | [Ipaktudeckoe | [IpeacraBnenue u obcyxaeHue T0KIaI0B
1 | ropuT™mBbI ayTeHTH(DHUKAIIH 3aHsITHE
MOJb30BaTENCH.
2 3amuTa nHpopmaruu B cetsax. | [Ipaktudeckoe | [IpeacraBneHue u obcyxaeHne TOKIAI0B
3aHsTHE

8. OcoGenHoCTH OpraHu3anuu 00y4YeHHs JJIsl JIMI ¢ OTPAHUYEHHBIMU BO3MOKHOCTSIMU 3/10-

POBbSI U HHBAJIU/I0B

[Ipu HeoOxomuMocTH paboyasi mporpaMma AUCHMILIMHBL MOKET OBITh aJaliTUPOBaHa JJisl oOecrie-
YeHUs1 00pa3oBaTeIbHOIO Mpoliecca NHBAINUIOB U JIMIl C OIPAaHUUYEHHBIMU BO3MOKHOCTSIMH 3/J0POBbS, B
TOM YHCTIE ISl TUCTAaHIIMOHHOTO o0yueHus. [ aToro TpedyeTcs 3asBlIeHHE CTYy/IeHTa (€r0 3aKOHHOTO
NPEJCTaBUTENISA) U 3aKJIFOYEHHE TICUXO0JI0r0-MeIuKo-neaarornueckoi komuccuu (IIMIIK).

B ciydae HE0OX0IUMOCTH, 00YJarOIUMCS W3 YHCJA JIMIl C OTPAaHMYSHHBIMH BO3MOXKHOCTSIMH
3J10pOBbsI (110 3asBJICHUIO 00YUAIOIIErocs) a /Uil MHBAJIMJIOB TAK)K€ B COOTBETCTBUU C MHMBHIyaJIbHON
MPOTPaMMOil peadMIINTalN WHBAJIH/IA, MOTYT IPeIIaraTbCs CISAYIONINE BAPHAHTHI BOCTIPHSITUS Y4e0-
HOW MH(OPMALIMU C YYETOM HX HHAWBUAYAJIBHBIX NMCUXO(U3NYECKUX OCOOCHHOCTEH, B TOM YHCIE C
MIPUMEHEHHEM DJIEKTPOHHOTO OOYYEHUS M JUCTAHIIMOHHBIX TEXHOJIOTHIL:

- JUISL JIUL] C HAPYIICHUSIMHU 3PEHUS: B TIEYaTHOM opMe yBeIWYeHHBIM MIpudToM; B popme dJ1ek-
TPOHHOTO JOKYMEHTa; B (opme ayauodaiina (mepeBoa yueOHBIX MaTepuajoB B ayanodopmar); B me-
4yaTHOW (opme Ha s3bIKe bpaiins; nHIuBUAyaTbHbIE KOHCYIBTAIMK C IPUBJICYEHHEM TU(IOCYpIonepe-
BOJIYMKA; HHMBHTya bHBIC 3a/IaHNS 1 KOHCYIJIbTAIUH.

- JUISL JIUI] C HapYIICHUsIMU CIyXa: B Me4yaTHOU (opme; B (hopMe IEKTPOHHOTO JOKYMEHTA; BH-
JeoMaTepHuaibl ¢ CyOTUTpaMy; WHAMBHUyalbHbIE KOHCYJIbTALMU C MPUBJICYCHUEM CYPJIONEPEBOIUMKA;
WH/IMBUAyAIbHBIC 3a7JaHUS U KOHCYJIbTAIINH.

- JUISL JIUI] C HapyUIeHUSMHU OIOPHO-IBUTATEIBHOTO ammapara: B rnedatHoi Qopme; B ¢opme
3JIEKTPOHHOIO IOKYMEHTa; B (hopMe ayanodaiisa; MHIUBUAYATIbHBIE 3alaHUS U KOHCYJIBTAI[UH.
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